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PykoBoACTBO agMuUHUCTpaTopa

1. BBepeHue

[aHHoe pykoBoacTBo cuctemHoro agmuHuctpaTopa N0 « PERCo-S-20 "Llikona"» (nanee —
pPyKoeoOCme0) nNpeaHasHavYeHo aAns agMMHUCTPaATOPOB CUCTEMBI, @ TakKe ONA CUCTEMHbIX
aAMUHUCTPATOPOB KOMMbIOTEPHLIX CETEN U COTPYAHUKOB Cnyxb (nogpasgeneHuin) no
noggepXke nporpaMMHOro M annapaTtHoro obecnedeHus. B pykoBOACTBO BKIHOYEHDI
cnefyouine onmcaHus:
e HaACTpOWKa JIOKanbHOW CETU U CeTEBLIX NapameTpoB KoHTponnepos n MK cuctemsl,
NMHCTannaums n nuueHsmposaxue MO,
e HaCTpoOWKa napameTpoB paboTbl peCypCoB CUCTEMbI (KOHTPOSNEPOB, CYUTLIBATENEN,
Ny v ap.),
e HACTpOWKa cepBepa CUCTEMbI U CepBepa BUAEOMNOACUCTEMbI, CO34aHMA U yNpaBneHns

BO.

PykoBoacCTBO [OMKHO MCMNOMb30BaTbCA COBMECTHO C PYKOBOLCTBaAMM MONb3oBaTens
ncnonb3yembix mogynen MoO.

lpumeyaHue:
JKcnnyaTaumMoHHaa [OOKYMeHTauus [OCTynHa Ha caute komnaHun PERCo,
pacnosioXXeHHOM no agpecy WWW.perco.ru, B pasgene

NMoppepxka > [lokymMeHTaums.

MprHATbIE B PYKOBOACTBE COKPALLEHNSA U YCIOBHbIE 0603HaYeHUS:
APM — aBTOMaTM3npoBaHHoe pabovee MecTo;
Bl — 6a3a gaHHbIX,
NY — ncnonHuTenbHoe yCTPOUCTBO;
O3 — oxpaHHasi 30Ha curHanmnsaumm,
OrlC — oxpaHHO-NoXapHasa curHanmsaums;
OC - onepauunoHHas cnuctema;
OLWIC — oxpaHHbIN Wnend curHanmsaumm;
M3 — noxapHas 30Ha curHanmMsauumm;
K — nepcoHanbHbIN KOMMNLIOTEP;
MO — nporpammHoe obecneyeHue;
MMKOIM — npnbop NpneMHO-KOHTPOSIbHbIN OXPaHHO-NOXapPHbIN;
MWC — noxapHbIn Wneng curHanmsaumm;
PKL — pexxvm KOHTpons AocTyna;
Cb - cnyxb6a 6e3onacHocTy;
CKY[] — cuctema KOHTpONA 1 ynpaBneHnsa AOCTYMNOM;
CYB[ — cuctema ynpaBneHus 6azamu gaHHbIX;
WC — wnend curHanusauuu.


http://www.perco.ru/support/dokumentaciya/
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2. CocTaB cuctemMbl

Cucmema «PERCo-S-20 "llIkona"» (ganee — cucmemMa) npegHa3HayveHa ans obecneyeHus
6e30nacHOCTM  LIKOMbl, MOBbIWEHUS YPOBHSA KOHTPOMS OUCUMMAMHBI, a Takke
aBTOMaTmsauum obecneveHns y4ebHbIX NpoLLEeCCOB.

CTpykTypHaa cxema CUCTEMbl MokKa3aHa Ha pUCYHKe Hwxe. Bce ycTponcTBa cuUCTeEMb
paboTaloT B eaMHOM MHMOPMaUMOHHOW cpede nepedayvn OaHHbIX, peann3oBaHHOW Ha
ocHoBe ceTn Ethernet. Kaxgoe ycTponcTBo cuctemsbl (KoHTponnep, MNK), nogknoyaemoe K
CceTn, LOIMKHO MMEeTb (PnKCcupoBaHHbIN IP-agpec ans cBssm n obMeHa gaHHbIMKU C OpYrMMu
yCTpOMCTBaMu N cepBepaMmn CUCTEMBDI.

BHumaHue!

R Nns obecneyeHus MHGOPMAaLNOHHON ©e3onacHocTn HaCTOATENbHO
pekoMeHayeTCcs pasfefieHne CyLLEeCTBYOLLEN UNW CO3aHne OTOENbHOW NOoKanbHON
cetn Ethernet ons koHTponnepoB un cepBepoB cuctembl. [lpun atom [K ¢
ycTaHoBneHHbIMn moaynsmu MO ansa APM MmoryT HaxoanTbCsa B CETU NPeanpUaTUS.

B cocTtaBs cuctemsl MOTIyT BXOOUTb creayrwuine yCTpOVICTBaZ

e KoHTponnepbl poctyna, peructpauumn, ATIl ©n 3NeKTpoHHble MpoxodHble Ans
opraHusaunn HeobxoanMoro Konn4yecTaa Touek npoxoaa nogcuctemol CKY[, a takke
BruomeTpuyeckme KOHTPOneps.l.

o T[IMKOIT ansa koHTpons OWC v MNWC n opraHnsaummn nogenctemol OlC.

e OpauH lNK c yctaHoBRNeHHbIM cepBepomM cuctemsl 1 cepsep b (CYB) ons cosgaHns
n obcnyxusanms B[ cuctembl. Hactponka cepsepa cuctembl n CYB[, a Takke
paboTa ¢ B[] ocyliecTBnsieTcsi C NOMOLLbIO Moaynsa «LjeHmp ynpaerneHusi».

e Heobxogumoe konunvectBo [1K c¢ yctaHoBneHHbiM 1O gna opranmsauumn APM.
MonHoMouns Ha goctyn K pasgenam 1O BblgawTcsa He3aBUCUMO. JTO NO3BOSSET
opraHusosatb APM uHOuBMAOyanbHO AN Kaxgoro onepartopa B COOTBETCTBUM C
BbINONMHAEMbIMU UM OOIMKHOCTHBIMU 00S13aHHOCTAMM.

e OauH unn Heckonbko [NK ¢ ycTaHOBNEHHbLIM CepBepoM BWUOEONOLACUCTEMbI ONH
3anncu, XpaHeHust 1 NpocMoTpa KagpoB C KaMep Buaeonoacuctembl. Hactporka
cepBepa BuageonoacucTeMbl U co3gaHve pannoB BUAeOapxuBa OCYLLECTBNAETCSH C
nomoupbto MO «LjeHnmp ynpaeneHusi audeonodcucmemoli».

e |P-kamepbl (U1 aHanorosble Kamepbl, NOAKNOYEHHbIE K IP-cepBepam).
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3. TpeboBaHMA K nepcoHany, annapaTHbIM U NPOrpaMMHbIM
cpeAacTBam
TpeboBaHus Kk nepcoHany

PykoBoACTBO paccuuMTaHO Ha nonb3oBaTens, obrnagalwwero BbICOKMM  YPOBHEM
kBanudpukauum B obnactn T n npaktuyeckummn 3HaHusamMu o6 yCTaHOBKE, HAaCTPOWKE U
conpoBoXxaeHun npunoxenun B cpege OC cemenctea MS Windows, a Takke HacTponke u
ynpaBneHnn cuctemamu, OCHOBaHHbIMW Ha apXUTEKType "KNueHT-cepsep" B ceTaX Ha
ocHoBe npoTtokona TCP / IP.

TpeGoBaHUA K annapaTHbIM cpeacTBam

Onsa pabotbl cepBepoB u APM cuctembl Heobxogum [K, oTeevawowmi cnegyrowmm
MUWHUMAanbHLIM TEXHUYECKUM TPEBOBaHUAM:
e [lpoueccop: Intel Core i3 (c YacToTon He meHee 3.6 'Ty). OnepaTuBHasn NnamaTb: 4 0.
e O6bem anckosoro npocTtpaHcTea: 500 6.
e BupgeokapTta n MoOHUTOpP C paspelueHnem He meHee 1920x1080 nukcenen.
e YctpounctBo uteHus DVD-guckoB (aons yctaHoBku O ¢ guctpmbyTtusHoro DVD-
ancka). Knasmatypa v MaHUNynAaTop «MblLlby.
e Cetb Ethernet. 10-BaseT, 100-BaseTX.

lpumeyaHue:

Cnucok nogaepkmBaembix cuctemon SMS-npoBanaepoB Anst otnpaBkn SMS-
coobLleHnn pasmelleH Ha cante komnaHum PERCo, no agpecy www.perco.ru, B
pasgene MnaBHasa > Noagepxkka > MNMO.

KonnyectBo kamep (B peXxume MOCTOSAHHOW 3anMcu) Ha OAWH cepBep onpenensertcs
CKOPOCTbIO 3aMnCKU Ha XEeCTKUM OUCK U napamMeTpamu BUOeO (paspelueHune, Kogek u T. A.).
Mpn pabote ¢ 06bI4HBIM HDD 1 npn ctabunbHoMm coeguHeHun no LAN pekomeHayeTcsa
ncrnonb3oBaTtb He 6onee 15 kamep Ha cepep. Mpn ncnonb3oBaHMK cneunann3npPoBaHHbIX
ansa 3anucn Bngeo HDD, obbeamHeHun mnx B RAID-maccuBbl U getanbHOM HacTpOWKe
KayecTBa BMOEO C KamMep MOXHO [OOMTbCA YyBENUYEHUS KONMYecTBa Kamep,
nogaepXuBaeMbix O4HMM CEPBEPOM BULAEOMNOACUCTEMDI.

Ba)xHo: xecTkme Oucku ¢ nomeTkon "Archive" He npeagHasHadyeHbl Ang 3anucu BUOEO C
Kamep.
Tpe6GoBaHus K NporpaMMHbIM cpeacTBam

Onsa pabotbl cepeepoB n APM cuctemsbl Ha K gormkHa ObiTb YCTaHOBMEHA NIMLEH3NOHHas
Bepcust OC cemenictea Microsoft Windows.
e PekomeHgoBaHa Kk ucnonb3oaHuto Bepcuss OC Windows 7 Pro.
e BoamoxHo ucnonb3osaHne OC Windows 8.x, Windows 10, Windows Server 2003
SP2, 2008, 2008 R2, 2012, 2012 R2.
e Bo03MOXHO, HO He pekoMeHaoBaHo ucnonb3oBaHuio OC Windows: XP SP3.

[na cepBepoB CUCTEMbI M BMAEOMNOACUCTEMBbI OOMYCTUMO MCMOMb30BaHWE 64-OUTHbIX
Bepcumn OC.


http://www.perco.ru/support/programmnoe-obespechenie/
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4. MNopanok NnoaroToBKU CUCTEMbI K paboTe

Mocne 3aBepLUeHus MOHTaXHbIX paboTt npuaepXxmeBanTecb cnegyroLlen
nocrnegoBaTenbHOCTU OEUCTBUN NPU HACTPOMKE CUCTEMBbI:

1.

10.

11.

O3HakombTeCh C pa3paboTaHHOW CTPYKTYPHON CXEMOW CUCTEMBI, UCNOSIb30BAHHOW Npw
mMoHTaxe. Onpegenute, Ha kakue MK 6ygeT yctaHoBNeH cepeep cuctemsl 1 cepsep b[,
cepBep Bngeonoacuctemsl u mogynum MO ansa opraHnsaumm APM.

Mpn HeobxoammocTn yctaHoBuTe n Hactponte DHCP-cepBep. [na yCcTaHOBKN MOXET
ncrnons3oBatbces MK ¢ OC cemenctsa Windows vinu Linux.

B cooTteBeTcTBMM C TOMonorvenM wu Mapwpytmsauuen B JloKarlbHOW CceTu npu
HeobxoANMOCTN N3MeHUTE ceTeBble HacTporkn K 1 KOHTPONIEpPOoB.

[MpoBepbTe cBa3b Mexay K cepBepa cuctemsbl, KoHTponnepamu, MK APM.

YcraHosute cootBeTcTBytowme N0 Ha BbiGpaHHble TMK.

3anyctute «ljenmp ynpaeneHusi» Ha 1K c ycTaHOBMEHHbIM CEPBEPOM CUCTEMbI U

cosganTe HoByw BlI.

B cpok oo 30 gHen nocne Havana ucnonb3oBaHWUs CUCTEMbI NPUOBPETUTE NULIEH3UID
Ha Mcnonb3yemble MO4yNM W BBeOUTE KN4 akTMBauuMym Ha BKNagke YnpaBrneHue
JNINLEH3UAMM.

3anyctute  «KoHconb  ynpaesneHusi» nNOL4  YYETHOW  3anNUCbi0  NIABHOrO
agMuUHUCTpaTopa Ha ogHom mn3 MK,

Mepengute B pasgen «KoHguaypamop» n npousseante nobasrneHne yCTpPOUCTB
CUCTEMbI B KOHGUIrypauuio.

Mepengute B pasgen «flomeweHusi», cCo3ganTe CNNCOK NOMELLEHUN YYPEXOEHUS U
pacnonoxute [JoGaBneHHble B KOHUIypauul CUCTEMbl YCTPOWCTBA B 3TUX
NOMELLIEHMSAX.

Mepenante B pasgen «HasHaYeHue npae docmyna ornepamopoe», co3faunTe
y4yeTHble 3anucum W BblganTe MofiHOMoYMa Ansg onepaTtopoB kKaxgoro APM B
COOTBETCTBUN C UX AOSMKHOCTHbIMW 06s3aHHOCTAMKU. 3aganTe naposib Ans y4eTHOM
3anucu ADMIN.
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5. CeTeBble HACTPOUKMU

5.1. WUcnonb3yemble ceTeBble MOPTbl U MPOTOKONbI
i BHumaHue!

=== B OC cemenctrea MS Windows ons u3MeHeHWs MaKCMMarbHOro Konmn4ectBa
OAHOBPEMEHHbIX  MONYOTKPbITbIX ucxogawmx TCP  coeguHeHun  (half-open
connections unu connection attempts) pekomeHagyeTcss ncnonb3osaTb NporpamMmmy
Half-open limit fix. Mo ymonuanuio B Bepcum XP SP 2 n 6onee no3gHux sepcusix OC
paspeluaeTtcs umeTb He 6onee 10 nonyoTKpbIThbiX ncxoasawmx TCP coegmHeHun.

Ana dyHKUMOHMPOBAHNUS CUCTEMbI Heobxoammo obecnevnTb OOMEeH AaHHbIMU Mexay
KoHTponnepamu, cepsepamm u APM cucrtemol no cetn Ethernet. ns nepegadn gaHHbIX
NPUKNagHbIM NPOTOKOSIOM CUCTEMbI UCMOSb3YIOTCA Kak agpecHas nepeaaya nakeToB Ha IP-
agpeca ycTtpoucTs rno npotokony TCP, Tak 1 luMpokoBeLaTensHas paccblfika no npoTokony
UDP. [Ins obmeHa nakeTamu B CUCTEME UCMNONb3YEeTCA CTEK NPOTOKOOB, NPUBEAEHHbIV Ha
PUCYHKE HUXe:

MNpuknagHoOW ypoEEHE ( MNpunagHol npaTtokon S-20 )

TpaHCNOPTHEIA YPOBEHE ( TCFP ) ( LIDF )
&

F Y F Y
ICMP
DHCP
CeTeBOMW YpOEEHE ¥ ¥

KaHanbHEIA YPOEEHE ( ARP )

PUEMYECKMA YPOEEHE C Ethernet )

Crek NPOTOKONOB, UCNOJIb3yeMbIX ANA obmeHa B cucteme

Mpn nepenade nakeToB UCNONb3YHOTCA CETEBbLIE NOPTbI, YKa3aHHble B Tabnuue Huxke. OTn
NOpThl AOSMKHbI ObITb CBOGOAHBI U HE AOSMKHbI UCNOMb30BaTbCA APYrMMU CUCTEMaMN U
cnyxbamn B ceTn npeanpuatusa. B cucteme He nopaepxuBaeTcs dparmeHTauuns
IP-nakeToB. Hannune taknx cepsepoB nnu cnyx6, kak DNS n WINS, He TpebyeTtcs.
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lpumeyaHue:

Mpn wuncnonb3oBaHWM MeEXCEeTeBOro 3kpaHa (thavepBona, OGpaHgmayapa),
YCTaHOBJIEHHOIO AOMNOSTHUTENBHO UNN MHTerpupoBaHHoro B Windows, Heobxoanmo
npu KoHurypaumm obecneynTbs BO3MOXHOCTb goctyna O n ycTponCTB CUCTEMBI K
yKa3aHHbIM CEeTEBbIM NOpTaM.

MCHOHb3yeMbIe B CUCTeMe ceTeBble NopPThbi

Mpotokon | MNMopT HasHauveHune
18900 [koHdUrypaumua ceTeBbIX NapamMeTpoB KOHTponnepa
UDP 18901 |JMPOKOBelATENbHEIE KaApb! (TONBKO MEXAY KOHTPONNepamm) BHyTpM
noaceTn

18902 |nopT KOHTponepa Ans KoHurypaumm, ynpasneHmsi U ANarHoCTUKN

18903 |nopT KOHTpoOnfepa A5 NpUuemMa XypHarna permcrpauum

TCP 18904 |nopT kOHTpoOnepa Ans pernctTpaumm NMHANLUPYHOLLLEro yCTPoNCcTBa

18905 |nopT kOHTponepa Ans pernctTpaumm BepuuLMpyoLLIErO YCTPOMUCTBA

18906 |nopT kOHTponepa Ans npuemMa u aHanmsa MOHUTOPUHIa

5.2. OpraHusauus WMpoKoBeLlaTeNnlbHOM PacChbISIKU NakeToB

Mpn paboTe cUCTEMbI B HECKOSIbKUX MOACETAX ANs OpraHu3auuu LUMPOKOBELLATENbHON
paccblfiku nakeToB (nepefayn vHdopmauum O 30HasNbHOCTU) NpousBeauTe crnegyoume
HaCTPOWKU:

1.

Boigenutb oamH u3 MK cnctemsl B kKavecTse wWno3a (MappyTtudaTtopa). Ymucno ceTeBbixX
KapT, ycTaHOBIIeHHbIX B 3TOoM [1K, AO/MKHO COOTBETCTBOBATb YMCHY MNOAKIMIOYaEeMbIX
nogceten. Hanpumep, ecnu B cucteme MUCNosib3yetca Tpu noacetu, 1o Ha atom [K
AOMXKHbI BbITb YCTAHOBIEHbI TPU CETEBbIE KapThl.

. NpounsBeante HaCTpoOMKy ceTeBbiX WHTepdencoB kaxgon ceteBor KapTbl [1K,

BblAeJIEHHOIo B Ka4eCTBe LUo3a.

lMepen HacTponkon noaceten HeobxoaumMo nNpoBepuTb, YToOLI IP-agpec 6bin cBoboaeH
N He 3aHAT ApyrMmu ycTpoucteamn. Hanpumep:

— |IP-agpec: 10.1.1.1, Macka nogceTu: 255.255.0.0

— |IP-agpec: 10.2.1.1, Macka nogceTu: 255.255.0.0

— |IP-agpec: 10.3.1.1, Macka nogceTu: 255.255.0.0

. Bkntountb Ha MK, ncnonb3dyemom B kayecTBe LWM03a, MapLlipytnsauuto naketos TCP/

IP. ns atoro B BeTke peectpa OC Windows BbiNnonHUTE:
HKEY LOCAL MACHINE\SYSTEM\Current Control Set\services\Tcpip\

Parameters yCTaHOBUTE 3Ha4dYeHMe napameTpa: IPEnable Router = 1
lpumeyaHue:

“«  [ononHuTenbHast MHopmaunus O BKMOYMEHUMM MapLupyTusauum naketoB B OC

Microsoft Windows XP poctynHa no ccbinike: https://support.microsoft.com/ru-
ru/kb/315236.

. YctponctBam (koHTponnepawm, [1K) noacetu ycTtaHOBUTE COOTBETCTBYHOLLUME ITON

noaceTn ceTeBble HACTPOUKU.

e Hanpumep, ona yctponcts 10.1.1.1-1 noagceTu:
IP-agpec: 10.1.1.x, roe x=2, 3,...
Macka noacetu: 255.0.0.0
OcHoBHOM winto3: 10.1.1.1
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e Hanpumep, gns yctponcts 10.2.1.1-n noaceTu:
IP-agpec: 10.2.1.x, rae x=2, 3,...
Macka noacetu: 255.0.0.0
OcHoBHOM WinNt3:10.2.1.1

e Hanpumep, gna yctponcts 10.3.1.1-1 noaceTu:
IP-agpec:10.3.1. x, rae x=2, 3,...
Macka noacetu: 255.0.0.0
OcHoHoM winto3: 10.3.1.1

KoHTponnep
IP10.1.1.2

KoHTponnep
IP10.1.1.3

*
L ]
L

KoHTponnep
IP10.1.1.4

% Xa6 10.1.1.1-4
noaceTn

©

%

Cepsep cucTemb
PERCo-5-20
IP10.1.1.5

%

APM
IP101.1.6

@
2

APM
IP10.1.1.7

IP10.1.1.1

KoHTponnep
IP10.2.1.2

KoHTpannep
IP10.2.1.3

L]
]
L]

KoHtponnep
IP10.2.14

Xa610.2.1.1-i
noAceTu

APM
IP10.21.5

2

APM
IP10.21.6

APM
IP10.2.1.7

KoHTponnep
IP10.31.2

ave

KoHTponnep
IP10.3.1.3

KoHTponnep
IP10.31.4

% Xa6 10.3.1.1-/4
nogceTr

B

APM
IP10.31.5

0@

IP10.3.1.6

o

APM
IP10.31.7

Mpumep cxemMbl opraHu3auumn LWMPOKOBeLLaTeIbHOW PaCChINKU

5.3. Job6aBneHue ceteBoro nHtepdeunca MK

Ona pobaeneHns cetesoro nHtepdgenca (IP-agpeca n macku noacetun) MK BbinonHuTe
cnegyouwine OencTeus:

1. OTkponTe okHO cBoMCTB lMoakno4veHue nNo NoKanbLHON CeTH.

1

o
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I Mogknrouenne no NokansbHOR CeTH: CBORCTES

Ces

MNopknioyeHne HEpEs!

? Realtek PCle GBE Family Controller

CmveyeHHEIE KOMMOHEHTEI WCNONB3YHTCA 3THM MO OKNHOYEHWEM!

£ knnen ana ceten Microsaft A
3 06wmin pocTyn k Painam v npuHTEpam ana ceTei Mi| |
ﬂ? Mnanmposwmk nakeTos QoS

A IF sepoum 4 (TCP/IPv4)

O 4 [NpoTokon MyneTMNNEKcopa ceTesoro aganTepa (Ma
4 Opaiisep npotokona LLOP (MaikpocopT)

O 4 |P sepcim 6 (TCP/IPvE)

<| m [ >

YoTaHoBMTE... ¥ nanuts CeolicTea

Orcanne

MpoTokon TCP/IP. CTaHaapTHbIA npoTokon rnoGansHb
ceTel, 0BeCNEYMBAINILMA CEASE MEX DY PAZMAYHEIMI
B3aMMOOEACTEYHILLMMIA CETAMIA.

0K H OmagHa |

2. Boigenute komnoHeHT IP Bepcum 4 (TCP/IPv4) n Haxmute kHonky CBoMcTBa.
OTtkpoeTtcsa okHo CBowncTtBa: IP Bepcum 4 (TCP/IPv4):

Ceoicrea: [P sepown 4 (TCP/IPwd)

Obwme

MapaMeTpel IP MOMHO HE3HEYETE SBTOMETHYECKH, ECNN CETE
NoAOEPHMBSET 3TY BOIMOMHOCTE, B MPOTHBHOM CAYYSEE y3HaATE
napameTpel IP y ceTEB0ro aAMMHMCTRETORE,

':::' Mony4uTe IP-aapec aBTOMaTHHECKH

(®) Mnonb30BaTh cneayrowmi IP-agpec:

IP-anpec: ]

Macka nogoeTi: |255 v2oa s W B |

CICHOBHOIA LIMKDS: | 17217 0 194 |

Mony4uTe agpec DNS-cepeepa aETOMaTHYECKM

(®) Mnonb3oBaTh cneayrowle agpeca DNS-cepeepos:

MpeanoduTasmelll DNS-cepeep: | P 7 | O [ |

AnbTepHaTHEHBIN DMNS-cepeep: | ] ; : |

[INoaTeEpaMTL NapaMETPL MPY BhIXO4E | [ononHMTENLHO |

oK || OTmeHa |

3. B OTKpbIBLLEMCA OKHE y6e,u,|/|Ter, YTO nepeknyaTenb HaxogunTtcA B MNOJIOXEHUU
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Ucnonb3oBatb cneaywowun IP-agpec, nocrne 3TOr0  HaXMuTe  KHOMKY
dononHutenbHo.... OTkpoeTca okHO [lononHuTenbHble napameTpbl TCP/IP:

JononnurteneHeie napametpel TCP/IP

MapameTpel IP | DMS |WINS

IP-anpeca

IP-appec Macka noaceTk
172,17.0.227 255.255.0.0
10,1.2,.227 255.0.0.0

AofaeuTe. .. | |M3MEHHT|:-... | | YaaniTe

OCHOBHBIE WAKISEI:

LWinwos MeTpuka
172.17.0.194 ABTOMATHYECKMA

NofaenTe. .. | |M3MEHHT|:-... | | YaaniTe

ABTOMATHYECKOE HA3HAYEHWE METPHEM

|| OTHMeHa ‘

4. B obnactu IP-appeca HaxxmuTe KHonky [lo6aBuTthb.... OTkpoeTcst okHo TCP/IP- apgpec:

TCP/IP-agpec

IP-agpec:

Macka nogceTn: | 255.. 0

| OobaenTe || OTMEHE |

5. B nonsa IP-agpec n Macka noaceTtun BeeanTe, COOTBETCTBEHHO, 3HAYEHNSA:10.X.X.X 1
255.0.0.0. Haxmute «kHonky [ob6aButb. OkHO 6yageT 3akpbiTo, Ao06GaBMEHHLIN
IP-agpec nosiButca B obnactn IP-agpeca okHa [ononHuTenbHble NapamMeTpbl
TCPIIP.

5.4. CeTeBble HaCTPOUKM KOHTpoONepa

[na obecnedyeHns agpecHon nepegaym AaHHbIX He06XxoauMo obecneyvyeHmns yHMKanbHOCTH
IP-agpecoB koHTponnepos u K B ucnonb3yemomn NnoaceTv U UX HEM3MEHHOCTb npu paboTte
CUCTEMbI.

KoHTponnepbl cuctembl Moryt paboTtatb ¢ IP-agpecamn n ceTeBbiMM HaACTpOWKaMw,
3alaHHbIMM Npu npousBoacTBe, nonydeHHbiMu oT DHCP-cepBepa wnu 3agaHHbIMU
BPYYHYIO.

12
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[Mpn Nnpon3BoaCcTBE KOHTPOSSIEpaM CUCTEMbI 3aaHbl CreayoLlmne ceTeBble HaCTPONKN:
e |P-agpec: 10.x.x.X. 3Ha4eHNA X ykasaHbl B nacrnopTe 1 Ha nnarte yCTpOMCTBa,
e LWno3: 0.0.0.0,
e Macka nogcetu: 255.0.0.0,
e MAC-agpec: yHVKanbHbIA, HEN3MEHSEMbIN B HAacCTpPoOWKe, ykasaH B nacrnopte U Ha
nnarte ycTtpoucTsa.

Boibop cnocoba nonyyeHuss ceTeBbIX HACTPOEK KOHTPOSIEPOM OCYLLIECTBASETCA
YCTaHOBKOW NepeMblyku (axamnepa) Ha pasbeM XP1 nnatbl KOHTponnepa. Pacnonoxexue
pasbemMa Ha nnaTe yCTPONCTBa yKa3blBaeTCs B €ro 9KCMnyaTaunoHHOM JOKYMeHTaumn. [MNpu
NPOU3BOACTBE MEpPeMblYKa He YCTaHaBMMBAaETCS, YTO COOTBETCTBYET PYYHOMY pPeXumMy
HaCTPOWKN.

BHumaHue!

“55 YeTaHoBKa M cHATHE nepemMbIvK1 AO0JIKHO NPON3BOANTBLCA TOJILKO MNPU OTKIMKOYEHHOM
MCTOYHMKE NMUTaHNA KOHTpOIJ1epa.

BapuaHTbl ycTaHOBKM nepemMbIvku Ha pa3bem XP1 koHTponnepa

Pexum Pazbem MpumeyvaHue
¢ Ecnn ceTeBble HAacCTpPOMKM He ObIfin N3MEHEHBI, TO
Hﬂ KOHTpornnep paboTaeT ¢ 3aBOACKMMWN HACTPOMKaMM.
—* Mpun nameHeHnn cetesblx HacTpoek n3 MO unu Yepes
Web-nHtepdenc, KoHTponnep HauymHaeT paboTaTtb ¢
HOBbIMW HacTpovikamu 6e3 nepesanycka
Pexum npegHasHaveH ans paboTbl B ceTaX C

«IP MODE» o .
= | o ﬂ AMHamMuyeckum pacnpeaeneHnem IP-agpecos.
(nepembluka B : g
1 g oy KoHTponnep nonyyaet ceteBble HacTponku ot DHCP-

nonoxexve 1-2) i cepeepa
KoHTponnep paboTaeTt ¢ ceTeBbIMM HAaCTPONKaMu,
. YyCTaHOBIEHHbIMW NMpu Npou3soacTee. [Naponb aAns

«IP DEFAULT» = .| AOCTyna K KOHTponnepy copaceiBaeTcs.

(nepembluka B lMonb3oBaTenbCKkMe CeTEBbIE HACTPOWKN, eCrn OHM Bbinn
nonoxexve 2-3) 3adaHbl paHee, coxpaHstoTcs. [pu cneayowem
BKITOMEHMM, €CnK NepemMblyKa ByaeT cHATa, KOHTponnep
HayHeT paboTaTtb C HUMN

«Py4HoOU pexum» ﬂ
(nepemblyka cHATa) | 1

M3meHeHne ceTeBbIX HAaCTPOEK KOHTponnepa B « Py4yHOM pexume» MOXeT NPpOM3BOAMTCS
ot lK, ¢ yctaHoBneHHbIM pasgenom ceTteBoro 10 «KoHnguaypamop» vnu vepes Web-
nHTEepdenc koHTponnepa. lNpu atom Heobxoammo, 4ToObI kKOHTporiep u K 6binu
noakritoyeHbl K cetn Ethernet n Haxoaunucb B 0QHOM NoaceTy (BO3MOXHO MOAKMIOYEHNe
KOHTpoOIifepa HenocpeacTBeHHO K pasdbeMy ceTeBon kapThbl [1K). [Mpy nepBom nogknoyeHuu
K KoHTponnepy MK moxeT notpeboBaTbcs gobaBuTb CETEBOW UHTEPdENC B AECATON
noaceTu.

5.5. Hactpownka DHCP-cepBepa B OC Windows

[na paboTbl B ceTsX ¢ AMHaMn4ecknm pacnpeneneHmem IP-agpecos, Korga KOHTpOnneps.l
nony4atot ceteBble HacTponkn ot DHCP-cepBepa, HeobxoamMMo Anga BCeX KOHTPOMepoB
cUCTEMbI C NOMOLLbHO nepemMbIyKn Ha nnarte YCTaHOBUTb pexmm
«IP MODE».

Mpn HacTtponke DHCP-cepBepa Heobxoaumo 3apesepBupoBaTh AuanasoH IP-agpecos,
BblAensemMblx KOHTponnepam cuctembl. [locne 4ero npueasate MAC-agpeca
KOHTponnepos K IP-agpecam 13 3ape3epBMpOBaHHOIO AnanasoHa.
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Ans atoro (Ha npumepe HacTtporkn DHCP-cepsepa ansa cucrtemol Windows XP):

1. 3anyctute DHCP-cepsep. [Ona atoro Bblbepute nocnegosatensHo: [yck >
Mporpammbl > AgmuHuctpupoBaHue > DHCP. Otkpoetca okHo DHCP.

i b || | 0@ XFRB 2

Crpyxrypa | | O6nocrs (10.0.0.0] awe
5 o Cooscraa:O6nacrs [10.0001qwe 2%
= £ b004 (10.0.0.180) O g 1
=] <23 O6nacty [10.0.0.0] P5_17000 | asncaDiis| il
{2) NMyn sapecce

: AOEHACEAHH=IE 3ADSCA I Dénacme
- L8] PezepenpIEaHne i
(L2 [10.0.0.182) SK¥D_1_tod

(48 NepaneTpel obnacTh Wrea céinacri Em
-'iE‘ Tabhnnua BOOTP
_H) Napavwe1pts cepeeps H aarp i IP-agpec; I 0. 0.0 .18

Kowews IP-agpec: | 10 0 . 0 .25

M Ecka nog caT I et U | I mir==

Cpok aehcTens speqan aapecs ana DHCP-caermos
" He tonee

I oK I Ormaema | :ii:n-:-',-'.-l-‘bl

2. 3apesepsupynte pguanasoH IP-agpecoB ans KoHTponnepoB cuctembl. HasaHue
obnactm u onucaHue MmoryT 6bITb NOGLIMKU. JTO MHOpMauMs Heobxoguma Ang
CUCTEMHOIO aAMWHUCTpaTopa, MO3TOMY HasBaHWe [OOMKHO 6bITb  JOCTaTOYHO
nHpopmaTuBHbIM. PekomeHayeTca aenaTtb o6nacTb HECKONbKO Oonblue, YemM Yncro
KOHTPOMNNEepPOB, KOTOPOE MfaHUpyeTcs MWCrnonb3oBaTb. Takke 3agaBavTe Takyko
obnactb agpecoB, KoTopas He GyaeT BknwoyaTb B cebsa yxe cyuwectyowme MK ¢
dnKCMpoBaHHbIMU agpecamu.

3. lNpounseeanTte akTMBaumo obnacTu:

=0/

| File Action View Help

e AEXFRB| R ®

@ DHCP | Scope [10,100.50,0] wewar=-pxe
=1 [2) w2k3[10.100.50.5] [Conents of Scope T
=14 d Scope [10,100,50.0] whwagkac s | 2=
. [[] Address Pool Display Statistics. .. -
(@ Address Leases R _—
: _@ Reservations 2
E E Scope Options
7] Server Options View =
Delete
Refresh
Export List...
Properties
Help
|
lﬂu:h'vate this scope
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Mocne onepaumn DHCP-cepBep cmoxeT npegoctaBuTb MHApOPMaLMIo, Heo6xoaumyto
KOHTponnepy ans nonyyvyenHus |IP-agpeca.

4. MNposeante pesepBupoBaHue |IP-agpecoB AN KOHTPONIEpoB cuctembl. Onsg aToro
KakgoMy KOHTponnepy cuctembl B cootBeTcTBue ¢ MAC-agpecom, ykasaHHbIM B €ro
nacnopte, Bblgante IP-agpec 3 co3gaHHoro guanasoHa. [Ana ynobctBa gobaBbte
onucaHue, Kak ykasaHo B npumepe:

(0 pHEP . _____ .
: fdeicrene  Bua |¢-' = IEE Xlﬁ’l_i’] @H‘?
Crpyeryps | | [10.0.0,182] SKYD_{ _test

1 pHCP Ceovcrea: [10.0,0.182)SKYD 1 _test P 21 x|

= {2y b004 [10.0.0.180]
=) () O6nacre [10,0.0,0)P5_170C  Oduee | Ungwoa UNS |
I0) Nyn aapecce
_g ApsHACEaHH=IE aapeca -iﬁ 3apesepEpOBaHHLR KAHEHT
- s Peepenpoear®
48 [10.0,0.162) SKYD_L
8 Napanerpe: ofinacrn

) Tabrma BOOTP waramees.  [SKYD_)

2 NapaneTpu cesecpa l
MAC-anpec: |¢73-:1303c0b03
Omacanae: Pmmmmm

Mogaepsupsstzie “une
* D6a

" rororo DHCP
" roreno BOOTP

| DK I Ceeena I I"Ipumml

5. BbinonHute onepauunio and Kaxgoro KoHTporsnnepa CMCTeEMbI.

6. locne BKIOYEHUS 3MEKTPONUTAHUSA U NOAKMYEHUS K ceTu Ethernet koHTponnepsl
OyayT oTobpakaTbCA B CNUCKE apeHA0BaHHbIX agpecos. [poeepbTe, 4TObObI B CTONOLE
O BpPeEMEHU apeHabl agpeca Haxoaunacbk nHopmMauns 06 akTMBHOM pe3epBUPOBaHUN.

5.6. Hactpounka DHCP-cepBepa B OC Linux

[nsa paboTbl B ceTAX C AUHaMMYeCKUM pacnpegenenunem IP-agpecos, korga KOHTponnepsbl
nonyyatot ceTeBble HacTponkn ot DHCP-cepsepa, Heob6xoanmo ansa BCeX KOHTPOMEpPOB
CUCTEMbBI C NOMOLLIbIO NEPEMbIYKM Ha NnaTe yCTaHoBUTb pexuM «IP MODE».

Ana Hactponkn DHCP-cepeepa ISC DHCPD B cpege OC cemenictBa Linux Heobxogmmo
BHECTM Wu3MeHeHuss B pann koHdurypauum cepsepa: /etc/dhcp.conf. [lpumep
BapuaHTa gpanna KoHurypawmm nokasaH Huxe:

# Tomcers 10.100.0.0, Mmacka cetum 255.255.255.0

subnet 10.100.0.0 netmask 255.255.255.0 { # Mmacka nomceTu

255.255.255.0

option subnet-mask 255.255.255.0;
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# IOmamasoH ampecoB Oadg koHTpoJsitepos # 10.100.0.10-10.100.0.254
range 10.100.0.10 10.100.0.254;

#onmcanme KOHTpoJlepok (proxod 1, .., office room 101) #oBpaTure
BHMMaHMe Ha TO, UYTO HeoOXOoIoMMO MCIHOJIb30BaTh #IP-anmpec wu3
BEIIEJICHHOT'O OMallasoHa

host proxod 1 {

hardware ethernet XX:XX:XX:XX:XX:XX; fixed-address
10.100.0.50;

}

host office room 101 {

hardware ethernet XX:XX:XX:XX:XX:XX; fixed-address
10.100.0.37;

}

}
Onunn HacTpoek MaplupyTusaTtopa, JOMeHa, upokoBellaTenbHoro agpeca, DNS n 1.4.

nponuceIBatoTcs npu HeobxoammocTtn. [na Gonee nonHoM MHGOpPMauuM O BapuaHTax
KOHUrypaumm BoCrnonb3ymtecb KomaHaom man dhcpd.conf.

YT06bl BHECEHHbIE B hanin /etc/dhcp.conf WU3MEHEHUs BCTYNWUMM B cuny, Heob6xoanumo
nepesanyctutb cepaep. [N 3Toro MOXXHO UCMOsb30BaTh CreaytoLmne KomaHabl:

/ etc/ rc. d/ init. d/ dhcpd stop — AnNs OCTaHOBKW,

/ etc/ rc. d/ init. d/ dhcpd start — Ans ero 3anycka.

5.7. TlpoBepka cBsa3n mexay NK n koHTponnepom

[na KOppeKkTHOro (YyHKUMOHMPOBAHUA CUCTEMbI Heobxoaumo obecneyunTb YCTOMYUBYHO
CBSA3b M0 ceTn Ethernet mexay cepBepoM CUCTEMbI M BCEMU KOHTPOIiepamMmu cuctemslt. [Npu
HeobxooMMoCcTU npoBepkn cBs3n Mmexagy 1K v ogHMM u3 KOHTPONNEepoB CUCTEMbI
npouseBeanTe cnegyowme AencTBUS:

1. Bbibepute nocnegosatensHo Ha [1K: Myck > BbinonHntb. OTKkpoeTca OKHO 3anyck
nporpamMmbil:

2%

= BESAMTE MMA NPOrpaMMel, NSNkA, JORYMEHTS MM
E pecypca MHTeEpHeTa, 1 Windows aTkpoeT .

OTKPEITE | I cmd.exe ;I

O OTMEHS | Obzop... |

2. B oTkpbIBLUEMCS OKHE BBEAUTE KOMaHAY: cmd.exe W HaxmuTe kHonky OK.

3. OTKpoeTcs OKHO MHTepdenca KOMaHAHOW CTPOKM C 3arofIoBKOM:
C:\WINDOWS\system32\cmd.exe.
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4. B OTKpbIBLLEMCS OKHE BBEAUTE KOMaHAY:
ping XX.XX.XX.XX, rge XX.XX.XX.XX - |P-agpec koHTposinepa, C KOTOpPbIM
Heob6xo4MMOo NpoBepUTb CBA3b (Hanpumep 10.0.103.253)

5. Ecnu cBsaA3b 6y,u,eT YCTaHOBJ1E€HA, TO NMOABUTCA OTBET ClieyroLllero suga:
OrBeT OoT XX.XX.XX.XX: umcyno 6amr=32 Bpema<lOmc TTL=128.

e CrWINDOWS  system32 cmd.exe

Microsoft Windows XP [Bepcua 5.1.2600]
({C) Kopnopauua MakkpocosT, 1985-2001.

C:\>ping 10.0.183.253
naketamd ¢ 10.0.103.253 no 32 BaiT:

oT 10.0.103.253: uucno baiT=32 BpeMa<liMc TTL=100
oT 10.0.103.253: 4ucno baiT=32 BpeMa<limMc TTL=100

oT 10.0.103.253: uucno BaiT=32 BpeMadliuMc TTL=100
oT 10.0.103.253: 4ucno baiT=32 BpeMadlimMc TTL=100

CtaTtucTuka Ping gana 10.0.103.253:

NakeToB: oTnpaeneHo = 4, nony4yeHo = 4, noTepAaHo = B (0% noTepw),
MpubnuauUTenbHOE BpeMA NpHeMa-nepegaydd B MC:

MWHHManeHoe = OMcek, MakcuManbHoe = 0 Mcek, CpegHee = 0 Mcek

EiNT

6. Ecnu cBs3b He ycTaHOBMEHa, TO eCTb OTBET OT |IP-agpeca He nonyyeH, To Heobxoanmo
npoBepbTe NPaBUNbHOCTb HACTPOMKM MapLUpyTU3auun ceTu.

CHWINDOWS system 32 cmd.exe ;JEIJ ﬁ

Microsoft Windows XP [Bepcua 5.1.2600]
(C) Kopnopauua MahkpocoeT, 1985-2001.

C:\>ping 10.1.1.4
0bMeH nakeTamd ¢ 10.1.1.4 no 32 baiT:

MHTepean oxHAaaHHA gnAa Ianpoca.
MHTepBEan oxHAaHWA AnA Ianpoca.
MHTepEan oxHaaHHA gnda =anpoca.
MHTepean oxHAaHHA gnAa 3anpoca.

CtaTtucTka Ping gna 10.1.1.4;:
NakeToe: oTnpaeneHo = 4, nonydeHo = O, noTepaHo = 4 (100% noTepb),

C:N\>g

7. KoHTponnepbl cucteMbl He nogaepxuBatoT dparmeHTaumio IP-naketoB. [Moatomy
HeobXoauMO yaoCcToBepuUTbCHA, 4TO IP-nakeTbl Ha BCEM MPOTSHKEHUM OT cepBepa
CUCTEMbI 0 KOHTpOsINepa He (pparMeHTUpyloTcA. [1na 9Toro BBeAUTe Ty Xe KOMaHgy C
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KNOYOM —1 1 yKa3aHMEM Ha pa3Mep OTNpaBnseMoro nakeTa gaHHbIX, Hanpumep, 576
OanT:
ping XX.XX.XX.XX -1 576.

8. EcnM cBA3b ecTb U pa3Mep OTMNPaBMEHHOro nakeTa coBnagaetr C pasMepom,
nosfy4YeHHbIM B OTBETE, TO MOXHO YTBEpPXXAaTb, YTO |IP-nakeTbl pasmepomM MeHbLUUM 576
6anT He parMeHTUpyrTCS:

OrBeT oT 193.124.71.56: umcio Banr=576 Bpema<lOmc TTL=128.

ch GO WINDOWS system32homd.exe

Microsoft Windows XP [Bepcua 5.1.2600]
(C) Kopnopauwsa MadkpocoeT, 1985-2001.

C:\>plng 10.0.103.253 -1 576
06MeH nakeTaMd ¢ 10.0.103.253 no 576 baiT:

OTBeT oT 10.0.103.253: uucno banT=576 BpeMa=1Mc TTL=100
OTBeT oT 10.0.103.253: uucno BaiT=576 BpeMa<IMc TTL=100

OTBeT oT 10.0.103.253: uucno BaiT=576 BpeMa<IMc TTL=100
OTBeT oT 10.0.103.253: uucno BaiT=576 BpeMa<IMc TTL=100

CtaTtHcTHKa Ping gana 10.0.103.253:

NakeToE: oTnpaeBneHo = 4, nonydeHo = 4, notepaHo = B (0% notepb),
MpubnuasuTenbHoe BpeMA MpUeHMa-nepegadd B MC:

MHHMManeHoe = OMceK, MakcHManbHoe 1 Mcek, CpegHee = 0 Mcek

4 M 2

9. Ecnu nonoxuTenbHbIM OTBET MOMNYyYUTb He yOaeTcHd, TO BEepOosTHee BCEero Ha nyTu
cnefoBaHus IP-nakeToB HAaXo0AUTCS ceTeBoe KoMMyTUpytowee obopyaoBaHue (poyTtep,
KOHUEHTpaTop M ceTeBble MoAeMbl), aensuiee |P-nakeTbl Ha oparMeHTbl pasmepom
MeHblle 576 GanT. [NpoBepbTe HACTPOMKM 3TOro 06OpyLOBaHMS M MO BO3MOXXHOCTHU
yBENMYbTE MakCcMMarnbHbI pa3mep Gnoka AaHHbiX ogHoro naketa MTU (maximum
transmission unit). O6bl4HO 3TOT NapameTp obo3HavaeTcs kak MaxMTU nnum IPMTU.

10.Ecnu B ceT BO3MOXHbI HECKONIbKO BapuaHTOB KOMMYyTauuu, TO Habepute KomaHay ¢
Kno4em —t:
ping XX.XX.XX.XX -1 576 -t.

11.KommyTupysa pasHbiMu cnocobamu, CMOTpUTE Ha BpeMS OTBETA, BblbMpas coeguHeHune,
Aatoliee makcumarnbHo bbICTpbIn oTBET. [Ans BbiBoAa cTtatucTukn Haxxmute: Ctrl+Break
(Pause).

12.[Ana octaHoBku Haxmute Ctri+C.
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6. YctaHoBKa n yganeHue NO

6.1.

Ctpyktypa ceteBoro 1O
lpumeyaHue:

AkTyanbHy0 Bepcuio yctaHoBoyHoro dpauna [10 «Cemesoe npoecpammHoe
obecrniedeHue S-20» MOXHO 3arpy3uTb € canTta komnaHun PERCo, pacrnonoXxeHHOro
no agpecy www.perco.ru u3 pasgena Nopaepxka > NporpammHoe obecneyeHue.

B ctpykTypy ceTteBoro 10O BxoasT:

Cepsep B[l — CYB[] Ha 6a3e SQL-cepsepa Firebird.

CepBep cuctembl — MOAYINb COAEPXKNUT cepBep cucTeMbl ansa pabotel ¢ B[ cuctemsl
n pasgen «JeHmp ynpaeneHusi».

CepBep BugeonoacmcteMbl — CEPBEP BUOEONOACUCTEMBI U «LjeHmp ynpaeseHus
eudeonodcucmemoli» onsi paboTbl C BUAEOAPXMBOM.

CepBep wuWHTerpauum — Moaynb MpedHasHayeH And MHTerpauum cuctembl C
WHTEePHET-PEeCypCcoM «IANEKTPOHHbIN AHEBHUK» (1dnevnik.ru) nnu aHanornyHbIM.

KoHconb ynpaBneHus. PackpbiBaloWMNCA CMMCOK COAEPXUT NepedeHb Mopynen
cetesoro [10. Tlpu BbIBOpe xoTd ©Obl ogHOro MoAynst aBToMaTuyeckn Oypet
yCTaHOBfeHa nporpammHasi obonoyka «KoHconb ynpaesieHusi» ONa  3anycka
pasgenos [M0.

CepBep wuHTerpauum c¢ OuomeTpuyeckon cuctemon SUPREMA - wmoaynb
obecneynBaeT WUHTErpaumto C OMOMETPUYECKMMM  KOHTpOMSiepamMum KOMMaHuK
«Supremay.

BHumaHue!

* Mogynb CepBep uHTerpaumm ¢ Ouometpuyeckon cuctemom SUPREMA

obecneuynBaeT WHTErpauMio ¢ BMOMETPUYECKMMU KOHTpOMSepamun, MMeELLMMn
Bepcuto BHyTpeHHero MO ("npowmnBky") He MeHee YeM:

e N4 KoHTponnepa BioEntry W2 —1.1.1;

e NS KoHTponnepa BioEntry Plus (nnatcopma BioStar 2) — 2.3.1.

6.2. YcTaHOBKa

Mpwn yctaHoBke MO npuaepxmBantecb cnenyolen nocnegoBaTenbHOCTU 4ENCTBUN:

1. 3anyctute YyCTaHOBOYHbIV dann SetupSchoolBase.exe

nnn

SetupSchoolExtend.exe. Cnegynte ykasaHMsaM mactepa yCTaHOBKU. BHMMaTensHo

O3HaKOMbTECH C npeanaraeMmon nHdopmMmaumen n NMUEH3NOHHbIM COrnalleHneM.
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Hoeka PERCo-5-20 pacwmpennoe MO Wkeona, v. 2.9.8.0 X

ﬁ'f;! ¥cTa

NuyenznonHoe Cornawenne
Mo#aNYHCTa, MPoOYTHTE CAEAYHILLYHD BEMHYHD MHDOPMALWMID NEPE TEM, KaK

=
|—

—

NPoooTHN T,

MoManyicTa, MpoYTHTE cneayiowes NMUeHsMoHHoe CornaweHiie. Bl Aom+Hsl
MPMHATE YCNOBWA 3TOMD COMNALWEHMA NEPE TEM, KaK NPOAOMHKMTE.

BAKHO! TIPOYMTANTE BHUMATEIRHO!

TloEamyiicTa, BHMMATEIRHO OZHAKOMETECE CO  CISIVEOIITHMH
venopiMe JhmenznorHore CornameHnsa nepel HCIob30EaHHeM
nporpaMMucre obecrmederm PERCo-5502 pacompemsoe 110
"Mrona™ xoumnamm PERCo. Bu npummdacTe  VOIOBHA
HACTOMIETO COTNMANICHHA VCTAHABIMEAA KOIMPYA WI HHEIM
obpazoM HCOOEIVA IporpaMMHCce obecnedemmne PERCo-5502
pacumpersoe 10 “IlIkona™ xomnamm PERCo.© PERCo 2011. .

(®) A MPUHMMEND YCNOBWS COrNALIEHMA

() l HE MPMHMMEID YCNIOBMA COrNAWEHNS

2. 0na nNpuUHATUMSA §NUUEH3WOHHOrO CcornaweHus ycTtaHoBuTe naxok f npuHUMalo
ycrnoBusa cornaweHus. B crnyyae Heo6Xo0aMMOCTM HaXXMUTE KHOMKY 3anoSfIHUTb 6MaHK
3aaBku Ha 0. MNpun atom B Nnporpamme MS Office Word 6yaeT oTKpbIT 6naHk 3asBk/ Ha

npunobpeTteHne nuueHsnm Ha MNO. HaxmuTe kHonky danee.

ﬁ! Yeranoeka PERCo-5-20 pacwwpenHce MO Weona, v. 2.9.8.0

JanonHKTe Bnaqk sasskn Ha Mo

>

Buibop nankn ycTaHoBKH E =i
B K3KVID NanKy Bbl XO0TMTE YCTAHOBWTE PERCo-5-20 pacwwrpenHoe MO Wkona,
v.29.80? |-

MporpaMMa ycTaHoeuT PER.Co-5-20 pacwwpenHoe MO Wkona, v, 2.9.8.0 8
CNEAYHOLLYHD NanKY.
Hammute «flanees, 4Tobbl NpoOOmHMTE, ECNW Bl X0THTE BRIDPaTE APYTYID NAMKY,

HamuTe «0bsops,

TpefyeTcR Kak MHIMMyYM 37,2 MO cBoboaHoro AMcKoBoro MpoCTPaHCTES.

. Mpn Heo6xo4MMOCTN M3MEHUTE Has3BaHWE M PacnofioXeHWe nanku, B KoTopyk Byaer
npounssefeHa yctaHoska 10. Haxmute kHonky [anee.

w
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ﬁ'_:’ﬁ ¥ecraHoeka PERCo-5-20 pacwwpennoe MO Weona, v, 2.9.8.0 —

Beibop KoMNOHEHTOB
KaKHe KOMNOHEHTEI AOMHHE! DEITE YCTAHOBNEHEI?

BrIGEpMTE KOMIOHEHTEI, KOTODBIE BRI XOTHTE YCTAHOBMTE; CHAMMTE QMMM C
KOMMOHEHTOE, YCTEHAENMEATE KOTOPEIE HE TpebyeToA, HammuTe «flanees, Koraa
Bkl OY0ETE MrOTOBL! NPOACITHNTL,

CepEep CMCTEMbI 161,9 M0
CepBep MHTEMDaLMI 5,6 Mf
CepBep MHTErpaLMK © BUoMeTRMYSCKON cucTeMol SLIPREMA 3,4 MA
CepEep BUASON0ACMCTEMEI
K.oHCONE YyNpaBneHKA 1278 MA
KoHdMrypaTop 3,4ME W

Cepeep EMAEONOACHCTEMBI

TeKyLWMA Beibop TpelyeT He MeHes 294, 2 MA Ha aucke,

4. OTmeTbTe onaxxkamu moaynum cetesoro MO, koTopble Heo6xoaMMo ycTaHoBUTL Ha K B
COOTBETCTBUM C pa3paboTaHHOW CTPYKTYPHOW CXEMOW CUCTEMbI. HaxmuTe KHOMKY
Oanee.

lpumeyaHue:

" Ecnu 6bin 0TMeYeH ans yctaHoBku moaynb CepBep B, To nepen yctaHoskou 10
cucteMbl ByaeT 3anyLweH ctaHgapTHbIM mactep yctaHoBku SQL cepsepa Firebird.

5. CnepynTe ykasaHuMaM MacTepa ycTaHOBKWU. [locne 3aBeplieHuns yctaHoBku 10O rotoso K
pabore.
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6.3. YcTaHOBKa AONOJSIHUTENbHbLIX MOAYIen

[na nameHeHna coctasa mopynen cetesoro 10, yctaHoBrneHHbIx Ha K, npoussegute
cnepywLwine OencTens:

1. 3anyctute  yCTaHOBOYHbLIN  dhamn
O6cnyxmnBaHme PERCo-S-20 WLkona:

]!L% O6cnyxmeanne PERCo-5-20 pacumpenHoe MO Llkona, il

Pexum pa6oTw Ghost Installer

MokangRACTa, BEIEEPMTE OOMH M2 HIHE CNEOYHI X
ES[QMEHTOE.

SetupCommon.exe.  OTKpoeTcsa  OKHO

@ YnaneHwe PERCo-5-20 pacuwupendoe MNO Wkona

BriSepuTe atoT BapWadT and yoaneHwa FERCo-5-20 pacwwpenHoe MO Wkona 1 ecex ero
KOMMOHEHTOE C Bawero koMekTERE.

(" BoccraHoenedve PERCo-5-20 pacuupenHoe MO lkona

BriSepyTe atoT BEAPKAHT ANA BoccTaHoENeHMA PERCo-5-20 pacwwperHoe MO Wkona.

MoK 3TOM NEKACKEHKE BYO0ET NEQEYCTEHOENEHO E TOUHO TEKOR HE KOHPHIYPaLmHu9, B
KAKOH OHO BLIN0 YCTEHOENEHO B NPEdEAYWMA pas.

" No6aBuTef408NHTE KOMNOHEHTH

BblﬁEpHTE 3ATOT BEAPMHMEHT ANA MarMeHEHMA COCTAEA KOMNOHEHTOE

—FERCo

Hanee > OTMeHA

2. B OTKpbIBLUEMCHA OKHE YCTaHOBWUTE MepeknyaTens B nonoxeHne J[obaButb /
Ypaanutb KOMNOHEHTbI. Haxxmute KHonky [Janee.

lpumeyaHue:
Mpn yctaHoBke nepeknoyatena B nonoxeHne BocctaHoBneHue PERCo0-S-20

LLikona Bce ycTaHoBMeHHble paHee moaynu cetesoro MO 6yayT nepeycTaHOBMEHbI
3aHOBO.
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i.-g- Ob6cnyxmBaHne PERCo-5-20 paclumperdHoe MO LWkona, v.

BuGop KOMNOHEHTOE
BrifepuTe KOMNOHEHTE, KOTOPEIE YCTAHOBMT MacTep
YETAHOBKM.

-~ Cepeep Bl - ~ OnucaHue

|
Cepeep CHCTEME HnpaeneHWe YocTROHCTESMM
Cepeep MHTErpauMM9
Cepeep BMOSONOACHCTEME
=B Koncone ynpaeneHma
-[¥] Kondmrypartop —
-[¥] CoBeITHA yCTPORCTE W ABHCTEMA MONEZ0BATE

v

HnpaeneHWe YCTpoHCTEEMM
MNnaHKpoEwWME 2808HKE No oTCcenke Sks
ShAS-BrnnuHr

-] HazHadveHWe npae nocTyna onepaTopoe -
«| 3

W

TpegyeTca ceOS00HOMD MecTa Ha Avcke: 78771 KB (aoctynno: 44.5 GE)

——FERCa

<Hazam Hanee » CTMEHA

3. B oTKpbIBLLEMCS OKHE (pnaxkkamMn OTMeYeHbl ycTaHoBMneHHble Ha K mogynu. OTmeTbTe
dnaxkamu moaynu n pasgensl MO, koTopble AOMKHbI BbITh ycTaHoBNEHbI Ha MK. MNpwu
HeobXo4MMOCTN CHUMUTE ONaXKN Yy TeX MoAyneun, KoTopble HeoBXxoaAnMO yaanuTb C
MK. Haxxmute kHonky Oanee.

4. Tocne 3aBepleHuns yctaHoBku MO rotoso k paboTe.

6.4. YpaneHue

[na nonHoro yganeHuna scex moaynen cetesoro 10O c K ucnonb3ynte crtaHOapTHbIN
komnoHeHT MS Windows «YcmaHoeka u ydaneHue rnipogpammy. [Ana 3anycka KOMMNOHeHTa
BblbepuTe nocnegosatensHo Myck > Hactponka > MNaHenb ynpaBneHus > YcTaHOBKa U
yAaneHue nporpamMmm. B oTkpbiBLleMcs OkHe Bblgenute ctpoky « PERCo-S-20 Llikona» v
HaXXMUTE KHOMKY YAanuThb.
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Takke ons nonHoro yganeHus scex moayrneun n pasgenos MO ¢ NK MoXHO ncnonb3oBaTtb
YCTaHOBOYHbIN hann, n3 kotoporo MO Obino ycTaHOBNEHO, ANA 3TOrO:

1. 3anyctute

YCTaHOBOYHbIN Gann SetupSchoolBase.exe nnm
SetupSchoolExtend.exe. OTKpoeTcs okHo O6¢cnyxmBaHme PERCo-S-20 LLkona:

X

ji& 06cnymmBanne PERCo-S-20 pacumpenHoe MO Wikona,

Pexum pa6oTw Ghost Installer

MowanyHcTa, BeGepMTe OAMH M3 HWAHE CNeay il
ESQHEHTOE.

(8 Ynanenue PERCo-5-20 pacuupenHoe MO lkona

BriSepuTe atoT BapWadT and yoaneHwa FERCo-5-20 pacwwpenHoe MO Wkona 1 ecex ero
KOMMOHEHTOE C Bawero komMnekTEDE.

(" BoccraHoenedve PERCo-5-20 pacuupenHoe MO lkona
BriSepuTe atoT BAPKEHT And BoccTaHoENEHKWA FERCo-5-20 pacwypenHoe MO Wrkona.

Mpid 3TOM NPMADKEHKME BU0ET NEpEYCTEHOENEHD B TOYHD TAKOR e KOHGMIYPaLUMH, B
KEKORA OHO BEIN0 UCTEHOENEHD B NP OYWME pas.

" NoGapuTe/YNanuTe KOMNOHEHTH

BblﬁEpHTE 3ATOT BEAPMHMEHT ANA MarMeHEHMA COCTAEA KOMNOHEHTOE

——FERCa

Hanee » CTreHa

2. B OTKpbIBLLEMCS OKHE YCTaHOBUTE nepeknovatens B nonoxeHne YaaneHne PERCo-
S$-20 Wkona. HaxxmuTe kHonky danee.

3. Bce yctaHoBneHHble mogynun ceteoro MO 6yayT yaaneHsl ¢ K.
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7. O6HoBneHue Bepcuu MO

7.1. O6HoBneHue MO cepBepoB
i BHumaHue!

Mpn obHoeneHnn MO mogyna CepBepa CUCTEMbI CBA3b YCTPOWUCTB CUCTEMbI C
cepBepom Byaet HapyLweHa n odbmeH nHgopmaumen ¢ bl 6yaet HEBO3MOXEH.

OoHoBneHue MO cepBepa cucTeMbl

Ona obHoBneHus MO Ha [K, ncnonb3yeMom B KavyecTBe cepBepa CUCTEMbI, BbINOSHUTE
cnegywouwine OencTeus:

1. Ypanute Bce wmogynu [10, ucnonb3ys cTaHAapTHbIM KOoMMoHeHT MS Windows
«YcmaHoeka u yOareHue rpozpammy.

2. YcraHoBute Hoyw Bepcuto [10. [na 3Toro 3anyctute YCTAaHOBOYHbLIM bann
SetupSchoolBase.exe UM SetupSchoolExtend. exe.

lpumeyaHue:

AKTyanbHble BEPCUMM YCTAHOBOYHbIX (hannoB moaynen PERCo-SS01 «basoeoe
[10» w PERC0-SS02 «PacwupeHHoe [10» nporpammMHOro obecneveHus
PERCo0-S-20 «lllkona» MOXHO 3arpy3autb C cauta komnaHunm PERCo,
pacnosioXXeHHoro no agpecy www.perco.ru u3 pasgena [NMoanepxka >
NMporpammHoe obecneyeHue.

3. lNpun HeobxoammocTn nocne yctaHoBku MO obHoBUTE Bepcuto BL.
O6HoBneHue MO cepBepa BUOAEONOOACUCTEMbI

ABTomaTunyeckoe obHosreHne moayns MO CepBep BuAeonoAcUCTeMbl BO3MOXHO, eCIn
Ha Tom e [NK ycTtaHoBneH oanH us mogynewn cetesoro MO, To ecTb MoxeT ObITb 3anyLieHa
«KoHconb ynpaeneHusi». B nHom cnyvyae moaynb HEOH6XOAMMO MOSTHOCTLIO yaanuTb, a
3aTeM YCTaHOBUTb U3 YCTAaHOBOYHOrO hawnna.

7.2. O6HoBneHue NO APM

dyHKUMA aBTOMaTUYeckoro o6HoBneHuss pgoctynHa ana Bepcun MO «KoHcosnb
ynpaeJsieHus1», BbinyLeHHbIX no3gHee sepcun 3.6.3.0.

®yHKUMA NpegycMaTpuBaeT BO3MOXHOCTb 0OHOBIEHUA moaynsa KoHconb ynpaBneHus v
BCeX ycTaHoBneHHbIX Ha MK moaynen n pasgenos.

dyHkumna 3anyckaetca nocne obHoBneHus 1O mogyna CepBep cuctembl npu
nogkntoyeHun «KoHcosu ynpaesieHUsi» K cepeepy CUCTEMBI.

lpumeyaHue:

Ona pabotbl pyHKUMM aBTOMaTuyeckoro obHoBneHus MO Ha MK gomkHbl ObiTb

3anyLeHbl criegyowime cryxobi:
o «Cepsuc asmomamuyeckoeo 0bHosneHusi PERCo-S-20»;
o «Cnyx6bl mepmuHanos» MS Windows.

[ns obHoBneHus MO Ha APM BbinonHuTe cneayowme A4eNCTBUS:

1. O6HoBuTE 1O cepBepa cucTembl cornacHo nogpasgeny "O6Hosnenune MO cepBepoB”.

2. 3anyctute «KoHcosb ynpaesieHusi».
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3. MNpw NOAKNIOYEHNM KOHCOMKN K CepBepy CMCTEMbI, Ha KOTOPOM Obina o6GHOBNEHa Bepcus

no,

KoHCOMb yNpaBneHia PERCo-S-20 . x|

Y

OTKPOETCA OKHO C coobLeHnem:

OocTynHo obHoBNEHKE MO ¢ Bepaiad 3.7, 1.0 Ha Bepaia 3.7.2.0.

B ciydae cornacka KoHCOMb YRPasNeHa NepesanyCTMTCA aETOMaTHMHECK NOCNe SEHOENeHMS.
B ciydae oTKa3a BaM cReayeT 3anyCTTh MHCTANNATOR WM YCTAHOBMTE BpCat M0 3,7, 2.0 BEY YHYHD,

Bul %0TITe MpOBRCTIA OBHOBNEHIAET

4. Ecnn HeobxoouMMo 3anyCcTuTb MNpoueaypy aBTOMaTMYEecKOro OOHOBIEHUS, HaXmuTe
kHonky [a. OTkpoeTcs okHO MacTep aBTOMaTU4eCKOro OGHOBMEHUSA.

5. Mpouenypa OGHOBNEHWUS MPOM3BOAUTCS aABTOMATUYECKM U COCTOUT M3 CrieaytLumx
3Tanos:

OxunpaHue BbIrpy3ku NMPUNOXEHUN.

Mony4eHne nakeTa 06HOBMNEHMS OT cepBepa CUCTEMBI.
YcTaHoBKa naketa 06HOBMEHUS.

Pernctpaumnsa naketa oGHOBNEHUS.

Mpu aTOM npoueaypa OGHOBMNEHUs MOXET ObITb NMpepBaHa Ha Nobom aTtane u Gyaet
BO306HOBMEHa Npu cneayowem 3anycke «KoHconu ynpaeneHus».

6. MNpn

lpumeyaHue:

Ecnu dann naketa o6HoBneHus MO Bbin 3arpyXeH paHee nnu BpyYHyt0 NOMeLLEeH
B nanky C yctaHosreHHbiMm 1O (no  ymonyaHuio  C:\Program
Files\PERCo\PERCo-S-20 6aszoBoe IIO Ilxosma WM C:\Program
Files\PERCo\PERC0o-S-20 pacumpenuoe IO Ilkoja), TO 3Tan NONyyYyeHus
06HOBMEHUSA OT cepBepa CUCTEMbI ByAeT NPonyLUEH.

ycnewHom 3aBepLlieHnn YCTaHOBKU obHoBneHus noABUTCA OKHO C

COOTBETCTBYIOLMM coobLleHnem, nocne 4yero OyaeT aBTOMaTUYECKU 3anylieHa
«KoHconb ynpaeneHus».
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Py4yHou 3anyck o6HoBneHus NO Ha APM

Mpn HeobxogumocTn npouenypy OGHOBNEHUS MOXHO 3amnyCTUTb BPY4YHYIO, MPU YCrOBUM,
410 Ha lNK ycTtaHoBneHa «KoHcosb ynpaeseHusi». [Ans aT0ro:

1. 3anyctute OoT MMeHn agMmuHUCcTpaTtopa dann AUClientl7k.exe, pacnofOXeHHbIN B
nanke ¢ ycTaHoBrneHHbiM ceTeBbiM [10. T[lo ymonuaHuw: C:\Program
Files\PERCo\PERC0o-S-20 BaszoBoE 1o kosa nunm C:\Program
Files\PERCo\PERCo-S-20 pacmupensHoe IIO0 IIxosa. OTKpoeTcss okHO MacTtep
aBTOMaTN4Ye€CKOro OOHOBNEHUs:

MacTep aBToMatvueckoro obHoBReHWA, Bepana: 3.7.2.0 il

— HacTpolem napamMeTpos obHoBNeHA

Cepeep CUMCTEME!

|172.17.0.98
MNopT AaHHER:

211

! KaTanor WCTAHOERK,
W ' ; |C:\Program FilesiPER CotPERCo-5- 2014 J

‘ Bribepime dhaiin Console 17k exe
L 3

OTMeHa ODanes =

2. B oTkpbiBluEMCA OKHe YykaxuTe |P-agpec cepBepa cuctembl, C KoToporo 6ygeTt
3arpy>keHo obHoBneHue n nopt obmMeHa AaHHbIMU C CEPBEPOM.

3. Ecnn B none Katanor yctaHOBKM TEKCT BblAefeH KpacHbIM LIBETOM, TO He06XoamMmo
yKasaTtb narky, B KOTOpOW pacronoxeH davn 3anycka «KoHcosnu ynpaeneHusi». nsa

3TOr0 HaXXMUTE KHOMKY _| cnpasa OT nond. B oTKpbiBwEMCA OkHe BbibepuTe cann
Consolel7k.exe W HaXMUTE KHOMKY OTKPbITb.

4. B okHe MacTtep aBTOMaTM4YecKkoro obHoBneHus Haxmute kHonky [anee. byaet
3anyweHa ctaHgapTHas npouenypa obHosneHus MO Ha APM, onncaHHas Bblilwe.
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8. YyeTHbIe 3anucu cuctembl

B cucteme npegycmMoTpeHbl criegyrolme TUnbl y4eTHbIX 3annucen Ana AocTyna K pasgenam
«KoHconu ynpaeneHusi»:

YHuKanbHas ydeTHasa 3anucb rmaBHOro agMuHuctpartopa. lNpasa He orpaHuyeHsl. 1o
ymMonyaHuioo ana ADMIN naponb He 3agaH. Maponb yyeTHOW 3anucu MoXeT ObiTb
n3veHeH B pasgene «HasHayeHue npae docmyrna onepamoposy.

YyeTHasa 3anncb agMnHucTpatopa. [lpasa He orpaHuyeHsbl. [1o ymonyaHuio He 3agaHa.
CospgaeTtca u nsameHsietcsa B pasgene «HasHavyeHue npae docmyrna ornepamoposy.

YueTHas 3anucb onepatopa. [NpaBa kaxaoro ornepatopa orpaHuyYeHbl BbloaHHbIMU
nonHomMouunsimu. Mo ymonuaHuio He 3agaHa. CosgaeTcs U M3MEHsIeTcs B pasgene
«HasHa4yeHue npae docmyna onepamopoe».

B cucteme npegycmoTpeHbl criegyrolmne Tunbl yYeTHbIX 3anucen ansa goctyna k b B
«lyeHmpe ynpaesneHusi».

YHuKanbHass ydveTHad 3anucb agmuHucTtpatopa B[ (Administrator Sql Server).
Heobxoguma gnsa cosgaHusa HoBon B1 n goctyna k okHy HacTtpownka cepsepa B[. Mo
YMOSYaHM0 3ajaHa yyeTHasd 3anucb SYSDBA € naporneMm masterkey. lMaponb
y4eTHOM 3anncu MoxeT ObiTb M3MeHeH B okHe HacTponka cepBepa B[.

YyeTHble 3anucu nonb3oBaTtenen b. [JobaensioTtca npu cos3gaHmm HoBon B[ Ha
Bknagke CosgaHue m ynpasneHue B[l. Heob6xoanmbl ana goctyna u M3aMeHeHus
aton 6asbl. Mo ymonyaHutoo scdl7 user C napornem scdl7 password. [locne
cosganus B[l naponb yyeTHon 3anucu moxeT ObiTb M3MeHeH B OkHe HacTtpowmka
cepBepa b[.
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9. «LleHTp ynpaBneHusa»

Moaynbe «l{eHmp ynpaeneHusi» npegHasHayeH ans:
e vynpasnenusa n Hactponkn CYB/[ n cepsepa cucTtemsbl,
e yrpaBfEeHNEM NUNLIEH3UAMU HA CETEBbLIE MOAYNN CUCTEMBbI,
e CO30aHus, 06cnyXMBaHUsS N pe3epBHOro konuposaHusa Bl cuctemsl,
e HACTPOWKM NapamMeTpOB PACChIUIKM COODLLIEHUN,

9.1. YnpaBneHue nuueH3namu
9.1.1. lpuobpeTeHune NULUEH3UN

CeteBoe O cucremol npuobpetaetca B coctase moaynen PERCo-SS01 «ba3zoeoe 10»
n PERCo0-SS02 «PacwupeHHoe [M0». [pn 3TOM Kaxablii MOOyfb COCTOUT U3 HECKOSbKNX
pasgenoB. 3anyck pasgenoB ocyuwlectensetca u3 «KoHcosnu ynpaesneHusi». [Ans
ynpoLleHna npoueaypbl npuobpeteHns nuueHamm Ha ceteBoe [10, a Takke pAns
3HaKOMCTBa C ero BO3MOXHOCTAMU, B TedeHue 30 AHen ¢ MmomMeHTa nepsoro 3anycka 10
paboTaeT B O3HAKOMUTENbHOM peXnMe.

B o3HakoMuTenbHOM pexnme paboTbl COXPaHAKTCS BCe PYHKLMOHANbHbIE BO3MOXHOCTM
MO, HO B CTpoOKe 3aronoBka okHa «KoHcosnu ynpaeneHusi» oTobpaxkaeTca KONM4ecTBO
AHEen, OCTaBLUMXCA OO OKOHYaHWS 03HaKoMUTeNbHOro nepuoda. Mo npowectemn 30 gHen
aoctyn Kk moaynsm ceteBoro MO, Ans KOTOpbIX He BBeAEH KIOY akTuBauun, byaer
3arpeLleH.

B kavecTBe ANEeKTPOHHOro Krio4a 3allunThbl Mo ot HECaHKUMOHNPOBAHHOIO NCNoJib30BaHUA
npuMmeHaeTcA OOuH M3 KOHTPOINepoB CUCTEMbI. BbinonHeHue beHKLI,I/II/I ONEKTPOHHOro
Kno4a 3alnTbl HE BIUAET Ha (*)yHKLI,VIOHaJ'IbeIe BO3MOXHOCTW KOHTpOnepa.

[ns ncnonb3oBaHUs KOHTpOMNepa B KayecTBe ONEeKTPOHHOro Krwda sawmtbl 10 ot
HEeCaHKLMOHNPOBAHHOIO MCMNOSb30BaHUS:
e KOHTponnep QJomkeH 6biTb gobaBneH B KOHUrypauui cuUCTeEMbl B pasgene
«KoHgbucypamopy;,
e [IO/KHA MOAOEepPXMBATbCA MOCTOSIHHAs CBA3b MeXAy KOHTPOSMSIepoOM U cepBepoM
CUCTEMBI.

B cnyyae oTcyTcTBMSA CBSI3M MeXAy KOHTPOMNepoOM U cepBepoOM CUCTEMbI BCe BBEAEHHbIE
KM4YM  aKTMBaUMM He CMOryT MNPOWTU NpOBEepKy, M Moaynu OyayT 3anyweHbl B
03HaKOMUTENBHOM peXxXume.

[ns npnobpeTeHns nMUeH3nmn n NonyvyeHna Knoden aktnsauyum moaynen MNo:

1. Boibepute ogmMH n3 npuobpeTeHHbIX paHee KoHTponnepoB PERCo, koTopbii BygeT
NCMNONb30BaTbCA B KAYECTBE ANEKTPOHHOrO Kntoya 3awmTsl 0.

2. 3anonHnTb 3asaBky Ana npuobpeTteHna nuueHsun Ha ceteoe 0. B 3asBke ykaxuTte
MAC-agpec BbIGpaHHOrO KOHTpomnnepa, nepeyeHb npuobpeTtaemMbix MoAynen wu
konuyectso APM, Ha KOTOpbIX Kaxabl MOAYMb NaHNPyeTCa NCNOMb30BaThb.

lpumeyaHue:

3agBky Ons npuobpeTteHns nuueHsnnm Ha ceteBoe 1O MOXHO 3anofnHUTL

cnegyoowmmm cnocobamm:

— Ha cante komnaHnun PERCo, no agpecy www.perco.ru B pa3gene lNopgaepxka >
MporpammHoe o6ecneyeHne > MO PERCo-S-20 > lMopsapok nony4veHus
npaBa ucnonb3oBaHusa NO PERCo0-S-20 n PERCo-S-20 Llikona.

— Wcnonb3ya 6naHk 3asBKW, COXpaHeHHbI npu yctaHoBke [10. 3anonHeHHbIn
OnaHk Heobxogumo oTnpaBuTb B komnaHuno PERCo no apgpecy:
market@perco.ru.
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3. MNocne nonyyYyeHus NUUEH3NMOHHOrO COrnalleHns, COAepXKallero KIouu akTMBauuu
moaynen [10, HeobxogMmo BBeCTM uX B «ljeHmpe ynpaesieHuss» Ha BKnagke

YnpaBneHue nuueH3nAMMU.

9.1.2.

BBopa knro4ya aktuBauum

10.BBoga kntoyen aktneaumm mogyren cetesoro 1O cuctembl OCyLLIECTBMNSETCH Ha BKNagke
YnpasneHue nuueH3namu MO «ljenmpa ynpaeneHusi». Bknagka umeeT creayrowmmn
BUA:

H Eawnan cucrema BesonacHocotw PERCe-5-20 "Wwkona", Bepowa: 2.9.8.0 >

YNpaBneHWe CEpBEpaMi

¥NpaEneHne MMUEHSMAMM  HacTpolika pacceinku cooBweHmi OMONHUTENEHEIE HECTPOMKM CEPBEPE CMCTEMEI

CozaaHue 1 ynpasneHue bl

1
| |HOHTponnep samka (10,066,467, MAT: 00 et 1001421 26

PER.Co-5502 PacwupenHoe M0 <llkona>, Kog aKTHBaUMM 0T

SMS-0KAAMHE

Bepudurawma

BuaeoHabnogeHe

BpeMEHHAA 38MEHE PACTIMCEHMA
BpeMeHHEIE 30HBI

Bpema npucyTCTBMA

AuzaliHep NponycKos

ducunnuHa

AocTyn coTpyAHWKOE M YYEHWUKOE
HypHaN BepbMKaLIN

KoHturypaTop

KoHdurypawma Mifare

HazHa4eHWe Npas 4ocTyna onepaTopos
HeneneHele rpadmim
OnpasaaTensHeIe AOKYMEHTBI

OT4eT no SM3

MNaHUPOBLLMKE 3aAaH1A ND oTNpaBKe SMS
MoMelweHmra

Pacnucanme

CobbITMA YCTPOMCTE M AEACTEMA NONb30BaTENENA

CoOTPYOHMKM M YUEHWKM
THMEl NPazaHKKOE
YNpaBneHWe YCTPORCTESMM
YUEeTHEIE aHHEIE

Bepcua MO Bepcua B/]

1. Bbibop BKNagku okHa:

YnpaBneHue cepBepamu;
Co3naHue v ynpasneHue bl;
Pe3sepBHOe konupoBaHue bl;

anaBneHMe JINUEeH3NAMMU;

HacTpowka paccbliiku COOOLEeHUN;

PesepeHoe KonKpoBaHue Bl

|

dononHutenbHble HaCTQOﬁKM cepBepa CUCTEMbI.

2. NaHenb MHCTPYMEHTOB BKMNAaAKN COAEPXUT CreaytoLime 3feMeHThbI:
8] U3meHUTb Kog akTusauum (Ctrl+E) — kHonka no3sonseT BBECTU KoY akTMBaLUK
Ans Moayns, BblAeneHHoro B pabo4yen obnactu Bknagku.

i Bbi6op kOHTponnepa, coaepxawiero nuueHsuro (Ctrl+N) — kHonka nossonseT
yKkasaTb KOHTpornnep, KoTopbli 6ygeT MCrnonb3oBaTbCs B KA4eCTBE 3NEKTPOHHOro
kntoya 3awmtbl MO OT HECaHKUMOHWPOBAHHOIO MCMNOMb30BaHNA. BbiGpaHHbIV
KOHTponnep otobpaxaeTca B nosie cneea OT KHOMKMW.

3. Pabouas obnacTb BKknagku coaepxuTt cnucok mopyrnen cetesoro MO ¢ ykasaHuem

Konun4yecTBa NpnodbpeTeHHbIX no nuueH3nn APM.
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BBopg knwo4a aktuBauum

[ns BBOAA KNoYen akTmBaumm moaynen cetesoro 10O BbINonHUTE cnegyowme OeNCTBUSA:

1. 3anyctute «LljeHmp ynpaesneHus».

2. B oTKpbIBLLEMCS OKHE Ha BKraake YnpasneHue cepBepamu yoeamtech, YTO 3anyLUeHbl
FireBird SQL cepBep n CepBep cucrtembl PERCo0-S-20 Llkona. [locne aTtoro
nepenguTe Ha BKragky YnpaBneHue nUueH3nsMu:

§ Eaunan cucrema Besonacrnoctn PERCo-5-20 "lkona", Bepona: 2.9.8.0

¥NpaBneHWe Cepeepami CozfaHwWe W ynpasneHue bl

¥NpaBneHe NMLEH3MAMK HacTpolika SMS - pacceikm

Pt

PezepeHoe KonvposaHWe Bl

AononHATENEHEIE HECTPOAKK CEPEEDE CUCTEMEI

PER.Co-5502 PacuxperHoe [0
SMS-GMnnAHr
Beprdukann
BuaeoHabnoaeHWe
BpeMEHHEA SAMEHA PACNMCEHWA
BpeMeHHEIE S0HbI

BpeMAa NpUCYTCTEHA

[nzaiHep Nponyckos

OucunniHa

AocTyn cOTPYAHMKOE W YYEHUKOE
HypHan BEpUDHMKELIK

KoHgurypaTop

KoHdurypawa Mifare

HazHauYeHWe NpaE OOCTYNE ONEPaTOPOE
HenenbHele rpadikm

OnNpaBAaTENbHEIE JOKYMEHTEI

OTueT no SMS5

MNEHWPOBLLMK 380aH1IA Mo oTNpaBKe SM5
MoMeweHua

PacricaHme

Cobbmia YCTPORCTE M AERCTEMA NONE30EaTENER
CoTPYAHMKM M YHEHMKK

TWNEl NPa3OHMKOE

YNpaEneHKe YCTPORCTEAMM

¥yeTHEIE AGHHEIE

<lKonaz, Kof aKTWBaLMK oT

|

3. B BepxHen 4actu OkHa HaXXMuUTe KHOMKY E BbiOoOp KOHTpoOnnepa, cogepxaiiero
nuueH3n. OTkpoeTca okHO CNUCOK KOHTPOSEpPOB:

MeyaTe

Ok

-',-If Cnwncok KOHTpOAEDOB

O "'ﬂ KoHTponnep ckopocTHoro Npoxoaa N22 (naneHmia) (10, 1,64, 25), M... | ~
O ’ﬂ KoHTponnep TypHukeTa zamea (10,0, 149,43), MAC: 00:25:08:00:9, .,

[0 m nnKon 1oxp. 17, (10.1.28.64), MAC: 00:25:08:01:00:40

O & nnKon 2 exp. 157, (10.1,28.51), MAC: 00:25:08:01:00:3D v

OTMeHa

4. B OTKpbIBLUEMCS OKHE OTMeTbTe donaxkoMm koHTponnep, MAC-agpec KoToporo Obin
yKasaH B 3asBke Ans npuobpeTteHuns nuueHsmm Ha ceteBoe [10. HaxmuTte kHonky OK.

OkHo Cnucok KoHTponnepoB Oyger

3aKpbITO.

HanmeHoBaHne

BbIOpaHHOIO

KOHTpOMnepa NosiBUTCA B BEPXHEN YaCTU OKHA. DTOT KOHTponnep byaeT B AanbHenwem
NCNOoSb30BaTbCA B KaYeCTBE 3MEKTPOHHOrO Kroya 3awmTol 0.

5. Bolgenute B pabo4yelt obnact okHa Ha3BaHWe Moayns, Ansi KOTOPOoro Heo6xoaMmMo

BBECTU KJTHOY aKTuBaLUun.
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6. Haxxmute kHomky ¥ M3meHUTb KOo4 akTMBaUMM B BepxHei yactu okHa. OTkpoeTcs
naHens JIMueH3MOHHOe cornaweHue AS BBOAA KkoYa akTMBauun BblAENEeHHOro
MoAynsi:

~ JNIMLUEH3MOHHOe CornaleHue
Koo aKTueaumm;

| | o

7. BBeguTe KN4 akTMBaLMMW, YKa3aHHbI NS BblAENEHHOro Moaynst B NMUEH3UOHHOM
cornaweHun, 6e3 npobenos n pasgenutenen. Haxvute kHonky OK. CepBep cuctembl
OCYLLECTBMT NPOBEPKY BBEAEHHOTO Kntoya. [Npu npaBunbHOM BBOAE PSAOM C Ha3BaHUEM
BblAENEHHOro MoAynsa NOsIBUTCA MHpopMaumna 0 KonuyecTee NPUobpeTeHHbIX NULLEH3UIA
Ha APM ¢ BO3MOXHOCTbIO UCMONb30BaHUA MOAYNSA, KaK NMOKa3aHo B nNpumepe:

K8 Envmar cucrensa Bezonacuocti PERCo-5-20 “lkona”, Bepowa: 2.5.8.0 X

YNPAENEHIE CEPEEparst Co3nassse W yrpasnerse 6L PelepsHDe KoMMpoBarie 61
¥rpasnersee NMLEHINAHK HBCTPOdE SMS - PAOCEANKM AOmmaTErsHmE HBCTPORKN CEPEEDE CHCTEMS!

) [ﬁmrponmp TYDHUKETA/3aMea (10.0.65.119), MAC: 00:25:00:00:41:77 | ]
. PERCo-SNO1 "Basceoe M10" [muenssi 3]

¢ PERCo-SMO1 "Aarssictparop” [mauersmi 3]

B 2 PERCo-SMOZ "Mepcosan” [eaerawi 3)

+ » PERCo-SM03 "Bropo nponycros [eateniei 3

3 OF PERCo-SMD4 “Ynpasnerme aocTynont [muensd 3]

8. B cnyyae owmnGkM Npu BBOAE Krtova akTMBauuu (HECOOTBETCTBUM Kroya BblGpaHHOMY
MOZYIO UMK KOHTPOMNepy) OTKPOETCS OKHO C COOTBETCTBYIOLLUM COOBLLEHMEM.

9. B cnyyae HapyweHuss CBAI3W MeXay CEPBEPOM CUCTEMbI U KOHTPOSSIEPOM,
NCNONb3yeMbIM B KQYECTBE 3NIEKTPOHHOIO KIoYa 3aLLUmMTbl, OTKPOETCS OKHO:

¥npaeneHne NULEHSHAMRA

YCTpoMcTED IP-anpec |CDL‘|’DF|HL-1E £ | WhdhopMaLma
10.1.55.50 1 HeT ceam.

| | MevyaTe

10. B oTkpbiBlLEMCA OKHE HaxmuTe KHonky OK. [lNpoBepbTe HanuumMe CBA3NM Mexay
CEepBEPOM CUCTEMbI WU KOHTPOSNEPOM, YKa3aHHbIM B JIMLEH3NOHHOM COrfnaLleHun.
[MOBTOPHO BBEAWUTE KNKOY aKTMBALMMW, yKa3aHHbIN B NMLEH3NOHHOM COrfnalleHun ans
BblAeneHHoro B pabo4yer obnactn okHa Moaynsi.
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10.1. Co3paHue u ynpasneHue b[l
10.1.1. 3anyck u octaHoBka CYB[] un cepBepa cuctembl

3anyck n octaHoBka cepBepa CYB[] n cepBepa cuCTeMbl OCYLLECTBNAETCS Ha BKNaake
YnpaBneHue cepBepamu 10 «ljeHmpa ynpaesieHus»:

H EauHan cuctema BezonacHoctn PERCe-5-20 "lkona", Bepona: 2.9.8.0 >
¥NpaeneHHe NMUEHSMAMK HacTpolika pacceinkm coobuyeHmi [ononHKTENEHEIE HECTPOIRKK CEPEEPE CUCTEME
¥NpaBneHne CEpeEpati CoznaHwe 1 ynpaeneHue Bl PezepeHoe KonMpoBaHue Bl

FireBird SQL cepeep Cepeep cucTemel PER.Co-5-20 @

OCcTaHoBWTE OCTaHoBWTE
Twn 3anycka Tun sanycka o

(::l AETO @ ABTO

(® Bpyunyro _ (O Bpy-nyro

() OTRMOYEHD @ (T OTrnoYEHD ‘@
ok MapameTpel 3anycka

© w

Bxoa B cucTeny
(®) C ciCTEMHOI Y4ETHOM 3aMMcslo

[ Paspewnts ssammoneicTeve © paoqmm l_—rannm

() C yueTHOIA 3anMceo

[Bepoua cepeepa - WI-V2,5.7. 27050 Firebird
2.5]

[Bepowa QDS BA - 11.7]

[Bepoua knuenTa - fodient.dll WI-

V6,37, 27050 Firebird 2.5]

McnonHaemeni dalin “C:\Program Files

\Firebird\Firebird_2_5\bin\fbserver.exe™ =
Defaultinstance @

McnonHaeme dain C:\Program Files (x86)\PERCo\PERCo-5-20 pacwmpeqHoe MO Wkona +155erver 17k.exe =
Firebird SQL cepeep paboTaeT B WTATHOM PEXMME,
Cepeep cucTeMsl PER.Co-5-20 paboTaeT B wTaTHoM pexme, Bepoa cepeepa cucTemel 2.9.7.0 (Wukona pacwMpenHoe Aapa)
1. Bbibop BKknagku okHa:
e YnpaBneHue cepBepamu;
Co3naHue v ynpasneHue BI;
Pe3epBHOe konupoBaHue bL;
YnpaBneHuve nu eH3UAMMU,
HacTpouka paccbUiky COOOLIEeHWMN;
ONOJIHUTESIbHbIE HACTPOWKU cepBepa CUCTEMbL.

2. KHonka OcTtaHoBuTb / 3anyctutb Firebird SQL cepBep nosBonser oOCTaHOBUTL /
3anyctutb cepep CYB[. CocTtosiHne cepBepa oTobpaxaeTcsa C NOMOLLbIO MHAUKATOPa,
pacnosioXXeHHOro crnpaea OT KHOMKW:

/m — cepBep CYB/[ 3anyLieH / ocTaHOBIEH.

3. KHonka OctaHoBuTb / 3anyctnte CepBep cuctembl PERCO0-S-20 nossonsioT
OCTaHOBUTb / 3anycTntb cepBep cuctembl. CocTosHue cepBepa oOTobpaxaetca C
NMOMOLLIbIO MHAMKATOpPa, PacnofiOXXeHHOro cripaBa OT KHOMKW:

/ — CepBep CMCTeMbl 3anyLLeH / OCTaHOBIEH.
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4. MNepekntovateny Tun 3anycka No3BonsOT ycTaHOBUTE cnocob 3anycka CYB[, cepsepa.
[Mocne nameHeHnst NONoXeHus nepeknovatenen HeodbxoamMmo Haxatb KHonky OK:
e ABTO — cepBep bygeT 3anyLleH aBTomaTndeckn npm 3anycke OC.
e BpyuHylo — cepBep 3anyckaeTcsa BPpy4YHYHO C MOMOLLbIO KHOMKM 3anyCcTUTb.
e OTKNOYEHO — 3anyck cepBepa HEBO3MOXEH.

5. Nepeknoyatenn Tun 3anycka MO3BONSAIOT YCTaHOBUTbL cnocob 3anycka cepsepa
CUCTEMBI.
e ABTO — cepBep bygeT 3anyweH asTomaTudeckm npu 3anycke OC.
e BpyuHylo — cepBep 3anyckaeTcsa BPyYHYH C MOMOLLIbIO KHOMKU 3anyCTUTb.
e OTKnNOYEHO — 3anyck cepBepa HEBO3MOXEH.

6. OK — KHonmka coxpaHeHna uamMeHeHun nocne mameHeHusa crnocoba 3anycka cepsepa
cuctembl nnn CYB[.

7. MapameTpbl 3anycka — rnorne Ans BBoAa AOMNOMHUTENbHbLIX NapameTpoB Mpu 3anycke
cepBsepa CUCTEMbI.

8. Bxoa B cucrtemy — nepekrnoyatens No3BonseT BbibpaTh yHETHYHO 3anmchb Nonb3oBaTens
OC, oT umenHm koToporo Oyayt 3anyckaTbCsi cepBepbl. Ona KoppekTHOW paboTbl
cepBepoB (co3gaHust noutoBon n SMS-pacchinok) Heob6xoamMmMo, Y4Tobbl NONB30BaTENtO
ObINM NpegocTaBneHbl NoSHbIE NpaBa agMmuHucTpaTopa MK.

e C cncTeMHOM y4eTHOM 3anucCbio — 3aryCcKk CepBepOB OCYLLECTBAAETCA OT MMEHU
BCTPOEHHOW y4eTHON 3anucu agMmmHuctpatopa [K.
e C yyeTHOM 3anUCbIO — 3anyCcKk CEPBEPOB OCYLLECTBMASETCH OT UMEHU yKa3aHHOW

yyeTHon 3anucu. Onga Bblbopa y4eTHOW 3anucu HaXMUTE KHOMKY _| OTkpoeTca
OKHO BbIOOp nonb3oBartens:

Cnu1cok. AoMeHoE

| P W | Mowck

Crnmcok I'IDJ'Ib3DEIETEJ'IElT1
& Administratorl Built-in account for administering the computer fdomain]

(R GAE
&% pndre

L FSh
A BAG

oK OTmMeHa

9. KHonKku:
e OK — npegHa3HaveHa Ansi COXpaHeHUA BHECEHHbIX HA NaHEeNn N3MEHEHWUHN,
e OTMmeHa — npegHa3Ha4vyeHa ansa oTMeHbl BHECEHHbBIX HA NAaHeNn U3MeHEHNN.
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10.1.2. OnucaHue Bknagku «CospaHue u ynpasneHue b»

Bknagka npegHasHadeHa ansa ynpasneHus Hactponkamu B n umeet cnepyowmnm sua;

1.

K8 Eavnan cucrema BezonacHoetn PERCe-5-20 "LLkona”, Bepeus: 2.9.8.0 X
YRPABNEHNE NALSHINGMA HaCTpodiKa pactsimi cooGuyerii [LONOMHUTENEHEIE HACTPOMKN CEPBEDS CACT SMsl
YNPABNEHME CEPBEDAMA Cospariee 1 ynpasnedise B PE3EPEHOE KOmMpoBaHWe B[]
SR B 0% @ % @

p-al:IW.I'ICIZ’EEHI‘.E Ea}bl OaHHEIX

|c:\ProgramData\PERCo-5-20\SCD 17k b i
PacnonosweHne apieos Bassl 4aHHEN:

C:\ProgramData\PERCo-5-201 i

PacnonoweHis BUS0apKHES BepuieaLm:

= WsersPublic Pictures

.[:r_.

YUETHAR 3AMHWCE NONEIOBATENA:
SCD17_USER
Mapone NoNL30BaTeNA:

(ssssssssssnns -@

Peim Mopt FireSird ESE

(®) Mamenere HaoTpoeR
() Coznarme Bassl 0aHHLx @ @

Bepcua MO Bepcua b

Bbibop BKnagkun okHa:

YnpaBneHue cepBepamu;
Co3paHue n ynpaBneHue b[;

Pe3epBHOe konupoBaHue bl;

YnpaBneHue nuUuUeH3NAMU;

HacTpowka paccbiniku cOOOLeHUH;
dononHutenbHbIe HACTPOUKK cepBepa CUCTEMbI.

2. laHenb NHCTPYMEHTOB BKNaLKW:
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% CoxpaHeHue HacTpoek 6a3bl gaHHbIX (Ctrl+S) — kHonka No3BonseT coxpaHUTb
N3MEHeHNs, BHECEHHbIE B napameTpbl BL.

¥ CoxpaHeHue 6a3bl [JaHHbIX, ONTUMU3ALMA U MPOBEPKA LIENOCTHOCTU
(Ctrl+B) — kHoMKa No3BONSAET COXPaHUTb pe3epBHYyto konuto B[] B nanke, ykazaHHOM
B none PacnonoxeHue apxmBoB 6a3bl AaHHbIX. Ha3BaHne danna pesepBHOM
Konuu: Backupl.fbk. Mpu HaxaTuM CTpenku cnpasBa OT KHOMKM ¥ oTkpoetcs

MEH0, No3BonsoLLee BbibpaTb ¥ BocctaHoBnenue B @ CoxpaHeHue B[l ¢

nocneayowmMm BOCCTaHOBNEHUEM:

— ¥ BoccraHoBnenue B (Ctrl+R) — kHomnka No3BonsieT BOCCTaHOBUTL B[] 13
CO3aHHOM paHee pe3epBHOWN KOMUKN, COXpPaAHEHHOW B Narke, ykasaHHOMW B nose
PacnonoxeHune apxmBoB 6a3bl JaHHbIX.

- ¥ CoxpaHeHue B[] c nocneayrouwmm BocctaHoBreHuem (Ctrl+A) — kHorika
No3BOSISIET COXpaHUTb pe3epBHyt0 Konuto B, a 3aTem BoccTtaHOBUTL B[] 13
pe3epBHON KOMUMK, YTO MO3BONHAET 3a CYET OYMCTKM B[l OT yaaneHHbIx paHee
COObITUI MOHUTOPMHra, perncrpauuu, Bepuukaumm Mnn ydeTHbIX AaHHbIX

_ yMeHbWwuTb pasmep b,

L. YpaneHuwe gaHHbIX MoHuTopuHra (Ctrl+D) — kHonka nossonseT yaanuTb

coxpaHeHHble B B[] cobbiTMa MOHMTOPUHIa 3a yKasaHHbIN nepunoa.

¥ Ypanenve gaHHbIX no coBeituam (Ctrl+E) — kHomka nossonsieT yganutb

coxpaHeHHble B B[l cobbiTnst pernctpaumm 3a ykasaHHbIA nepmoa.



Cuctema PERCo-S-20 «LLkona»

¥, Ynanenue ganHbix Bepudmkauum (Ctrl+0) — kHoMka nosBonsieT yaanuTb U3
nanku, ykasaHHou B rnone PacnonoxeHne BuaeoapxuBa Bepucpumkaumm kaapsl,
3anuncaHHble ¢ kamep HabnaeHns Npu NpoBeAeHMM npoueaypbl Bepudmrkaumm, 3a
yKa3saHHbI nepuoa.

€2 Ounctka BJ] OT yaaneHHbIX COTPYAHUKOB | YYEHUKOB — KHOMKA MO3BOMsieT
yaanutb n3 B[] cuctemsbl y4eTHble AaHHble yaaneHHbIX COTPYAHUKOB (YY4EHUKOB) 3a
yKasaHHbI nepuos.

lpumeyaHue:

Ana ywmeHblwenns pasmepa B[] nocne yaaneHus coBbITUA  MOHMTOPWHrA,
perncTpaumm, BepuuKaLmm Unn Y4eTHbIX AaHHBIX C MOMOLLbIO KHoMok bk, & & %
Heobxoaumo ontumuauposaTb B[l. [1ns aTtoro coxpaHuTte pesepBHyto konuto B[,
ncrnornb3ayst kKHomky ™ CoxpaHeHue 6a3bl AaHHbIX, ONTUMM3aLUA W nposepka
LIeNIOCTHOCTY, @ 3aTeM BOCCTAHOBUTE 13 PE3EPBHOI KOMUM, UCMOMb3Ys KHOMKY ¥
BoccraHoBneHue BI.

%1 HacTpoitku cepeepa B[l (Alt+N) — kHorka no3BonsieT U3MEHUTb HaCTPOWKK
cepsepa B[l, nameHuTb nNaponb agMuUHUCTpaTopa, co3AdaTtb AOMOSTHUTENbHbIE
yquHble 3anvcu agMuHucTparopa.

R OnTMMMn3aumsa niaekcos (Ctri+l) — kHonka no3sonseT onTMMM3npoBaTb paboTy
MO c b[]. PekomeHayeTcs NnpoBOANTb pa3 B HEAENHO.

¥ CospgaHue 6a3bl_aaHHbix (Ctrl+N) — kHornka nossonsieT cosgaTtb HoByo B[,
KHorka gocTtynHa npu yctaHoBke nepekntovaTtens Pexxum B nonoxeHve CosaaHue
6a3bl AaHHbIX.

[€ O6HOBREHUE Bepcum 6a3bl gaHHbIX (Ctrl+U) — kHonka no3sonseT NpuBecTU B
cooTBeTcTBUE Bepcuto bl ¢ Bepcuen MO nocne ero oGHOBNEHUA.

(] BoccraHoBnenue npegbigyliero napons ycTpoucTs (Alt+R) — kHonka
Nno3BONseT BOCCTAHOBUTbL Mapofib JOCTyna K ycTponctesam cuctemsl. pouenypa
HeobxooMMa B criydae HeCOOTBETCTBUSA Mapond, 3aJaHHOro B YCTPOWCTBaX
CUCTEMbI, NApOnto, COXpaHEHHOMY B BOCCTaHoOBNeHHon B/.

¥ [MpoBepka uenocTtHocTu 6a3bl_gaHHbiX (Alt+B) — kHonka nossonser
nposeputb hann b Ha Hann4yne ownboK.

3. Paboyasa obnacTtb BKNaaKu:

PacnonoxeHune 6a3bl AaHHbIX — Mosne No3BonseT BBECTN Ha3BaHue carna bl un
yKasaTb ero pacnonoxeHue. [NyTb MoxeT ObiTb BBEAEH BPYYHYIO NN YKa3aH B OKHE

O630p nanok. [Ina OTKPbITUSE OKHA HaXMUTE KHOMKY _| Ykaxute c¢ann B,
cnpaBa o1 nona BBoga. ®awn BL pomkeH pacnonarateca Ha [K ¢
yctaHoBneHHbiMn CYB[ u cepBepom cuctembl. HasanHue davna B no
ymon4aHuto: C: \SCD17K.FDB.

PacnonoxeHne apxmBoB 6a3bl AaHHbIX — MOJ1€ NO3BOSISAET yKa3aTb NyTb K Nanke
ANA cOXpaHeHus 1 nocnenyoLwero BOCCTaHOBNEHUS dpanna C pe3epBHON Konnen
B. OgHoBpeMeHHO B nanke MOXeT XpaHUTbCS Tonbko ogHa konus B. MyTb K
noKanbHOW nanke MoxeT ObiTb BBeAeH BpydHyt. [Ona  ykasaHus nankw,

pacnonoxeHHon Ha yaaneHHoMm [1K, HaXXmMuTe KHOrKy ah BbiGpaTb nanky ans
apxuBOB CrpaBa OT MOMNs BBOAA M YKaXWTe nanky B OTKpbiBLlemcs okHe O63op
nanok. OGpatnte BHMMaHWE, 4YTO K nNanke B 3TOM cCry4yae [OrmkKeH O6bITb
npegocTasneH odbwmn goctyn.

PacnonoxeHue BuaeoapxuBa Bepucpukaumm — rnosie no3BondeT ykasatb nanky
ANs XpaHeHust KagpoB C Kamep HabniodeHusi, 3anucaHHbiX Npu NpoBeAeHun
npouenypbl Bepudpmkaumm. Nytb MOXeT ObiTb BBEAEH BPYYHYIO UK yKa3aH B OKHE

O630p nanok. [1ns OTKPbITUA OKHA HaXMWUTE KHOMKY ah BbiGpaTtb nanky
BuageoapxmuBa Bepucukaumum cnpasa ot nosns Beoaa.
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4.

5.

e YyeTHas 3anucb Nonb3oBaTens — Nnosie No3BOMsET yka3aTb UMSA Monb3oBaTens
BL. YyeTHaqa 3anucb nonb3oBaTens 3agaetcd npu cosgaHun b v ykasbiBaeTcs B
criy4ae cMeHbl ucnonb3dyemont b[l. YyetHas 3anucb no ymonyaHuo: SCD17 USER.

e [laponb nonb3oBaTtensi — nosie NO3BOMSAET yKa3aTb nNaposnb Ana gocryna Kk bl.
Maponb goctyna 3agaeTcs npu co3gaHuvn B[l u ykasbiBaeTcss B crnyyae CMeHb
ncnonbdyemon bl. MNMapornb no ymonyaHuto: scdl7 password.

MepekntovaTens Pexnm no3sonseT BblbpaTb pexmm paboTbl BKNaAAKK:
e W3meHeHMe HacTpoek — ans pabotbl ¢ hannom B[], cosgaHHbIM paHee.
e Co3paHue 6a3bl AaHHbIX — AN co3gaHna Hoeon Bl.

MopT FireBird: no ymonyaHuo — c4eTYMK NO3BONAET NPU HEOOXOANMOCTN U3MEHUTL
ceteBo nopT obmeHa p[JaHHbIMM Mexay 3anyweHHon Ha APM  «KoHcosbro
ynpaesneHusi» n cepsepom cuctembl (CYBM) FireBird. Tlo ymonyaHuo 3agaHo
3HayeHue 3050.

10.1.3. Cos3panue Bl
[na cosgaHna HoBoro cpanna b:

1.
2.

3anyctute «ljeHmp ynpasseHus».

Ha Bknagke YnpaBneHue cepBepamu yoeautecs, 4to Firebird SQL Server n CepBep
cuctembl PERCo-S-20 Llikona 3anyLueHsbl.

Mepengute Ha Bknagky Co3aaHue u ynpasnexHue Bl.

Ha naHenu Pexum ycTtaHOBUTE nepekntoyatens B nonoxeHne CospaHue 6asbl
AaHHbIX. Bknagka npymeT cnegyowmnn Bua:

K& Eaunan cucrema BesonacHoctn PERCo-5-20 “Wkona®, Bepeons: 2.9.8.0 >

YNDSBNEHHE MVLEHIHAHIA HacTpafia pactbism coobuieHin [loNONHUTENGHERE HACTPOMKH CEPBEDE CACTEMb!
VApasA&HME CEPBEPAMI Cozgarme u ynpasnesse B PazspeHos Konuposasue B

B e8RS B %

PAMONOKEHISE DAZEI 0 aHpsE
.C:‘FrwamData'-PERCu-S-ED'-.SCDIJ‘k.fdtr
Pacnonowerie ap;mucnﬁ E-.!Jhl-,':amm:-é:
C:\ProgramData\PERCo-5-20\
PAMONOOKEHINE B E0ADNHES BEpudaaLpL:
.C:‘urxers'-Publlc‘Picn,-‘es

Y4eTHAR 38MMCh NOMbIOBATENS:
[scD17_USER

ha‘!mﬂb HD.I'II-::!:DH-;ITEE:FIE

Paxim

(8] MsMerere HACTPORK

R':' Cozaasiee Bazs 08--I

Bepcua 10 Bepcua bil

MopT FireBird . 3135':; :

|k

2
an

=

5.
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B none PacnonoxeHue 6a3bl AaHHbIX YKaXXnTe nanky, B KoTopon byaet cosgaH dann
BA. MNyTb kK nanke moxeT 6blTb BBEAEH BPYYHYO UK YKka3aH B okHe O63op nanok. [ns

OTKPbITUA OKHA HaXXMUTE KHOMKY ah Ykaxute coann B[, cnpasa ot nons Beoga. [n4
NnoBbILLEeHNs 6E30MacHOCTN HE PEKOMEHAYETCA NPeaoCTaBnATb OOLWKNIN SOCTYN K 9TOM
nanke.
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6. B none PacnonoxeHue apxMBOB 0a3bl AaHHbIX YKaxuTe NyTb K nanke Ang
COXpaHeHMs U nocneaylLwero BOCCTaHOBNEHUA dravna c pesepBHon konuen BL.
PekomeHgyeTca xpaHuTb bavn ¢ pesepBHOM konven B[l oTaenbHO OT OCHOBHOTO
danna B[ Ha gpyrom xecTtkom gucke unm gpyrom MNK. MNyTb K nokansHOW narnke MoxeT
ObITb BBeAEH Bpy4Hyto. [nda ykasaHusa nanku, pacnosiokeHHon Ha yaaneHHom [1K,

HaXXMUTE KHOTMKY ah BbibpaTb nanky Ansa apxvMBOB CripaBa OT NOSs BBOAA U YKaXuTe
nanky B OTKpbIBLLEMCS OkHe O630p nanok.

7. B none PacnonoxeHune BuaeoapxuBOB BepudMKaLUU yKaXuTe nanky, B KOTOpPOu
OyayT CcoxpaHsaTbCs Kagpbl C kamep HabniogeHus npu npoBeAeHun npoueaypsbl
Bepudmkaumu. MNyTb K Nnanke MoxeT OblTb BBEAEH BPYYHYHO UK yKa3aH B okHe O63op

nanok. [ns OTKPbITUS OKHA HaXMWUTE KHOMKY ah BbiOpaTb nanky Buaeoapxusa
BepudMKaumm cnpasa oT nons Beoja.

8. B nonsax YyetHas 3anucb nonb3oBartensa v Naponb nonb3oBaTtens 3agante Mms
nonb3oBaTens, naponb Ana gocrtyna k bBA. Ot gaHHble ByayT Heobxoaumbl npu
npoBeaeHun nobbix onepaunin ¢ bA.

9. B ctpoke Maponb agmuHuctpatopa B[l BBeaute naposnb agamuHucTpatopa b
(agmuHncTpaTopa cepsepa CYB/L). Naponb no ymonyaHuio: masterkey.

10. Ha naHenn NHCTPYMEHTOB BKIAAKN HAXXMUTE KHOMKY T CoxpaHeHue HacTpoek 6a3bl
OaHHbIX.

11. Ha naHenn MHCTPYMEHTOB BKI1aAKN HAXXMUTE KHOIMKY i CospaTtb 6a3y AaHHbIX.

12. Hoeasa B[l 6yget cospaHa. B oTkpbiBLUEMCA NpW 3aBepLUEHMM Onepaumm OKHe C
coobuieHnem Haxxmnte kHonky OK.

10.1.4. OOGHoBneHue Bepcuu B[

O6HoBneHue Bepcun B[ nponsBoanTcsa ToNbKO B criydae obHosneHus sepcum MO cepeepa
cucTtembl. B aTom cniyyae npu 3anycke «KoHcosiu ynpaesieHusi» U NOLKITHYEHUN K cepBepy
CUCTEMbI NOSIBUTCS OKHO C COOOLLEHMEM:

Koncons ynpasnedna PERCo-5-20

QO EHapy#eHD HECOOTEETCTEME Bepcuid MO: Basa JaHHBIX -
gepcna 3.9.6.5, Cepeep cucTemul - Bepcna 3.9.7.0.

QeHoBWTE Bazy gaHHbIX W3 LieHTpa ynpagneHWa!

[nsa obHoBNeHns Bepcun Bl BbInONHUTE crneayowme eNCTBUSA:

1. 3anyctute «lLjeHmp ynpaeneHusi» W nepengute Ha BknNagky Co3naHuve w

npasneHue bO.

2. Ha naHenu MHCTPYMEHTOB BKMaAK1 HaxmuTe kHonky & O6HoBneHue Bepcum 6asbl
AaHHbIX. OTKpoeTca okHO O6HOBNEHMe Bepcun 6a3bl AaHHbIX:
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3.

39

U OBHOBNEHME BEPCN Ba3bI JAHHBIX

baiin, npegHazHayeHHLIR AnA obHOBNEHWA:
C:\Program Files (x86)\PERCo\PERCo-5-20\UpdateStructureDB.dll|

2

pebyerca obHoBnenune,

ekywan sepcua bl meHblue, yuem Bepcua obHoBneHnA..

rijl Nocne oBHOBNEHKWSA MeTadaHHbX Dazkl AaHHLR CNegyeT yuYecTb,

?. UTO NpedbldyLUMe COXpaHeHHbIE apXMELl NepecTaHyT bbb

AKTYANLHBIMK. B Cnyyae BOCCTAHOBNEHMA B W3 NiBOro ua HKMX
Heobxogumo 3aHoeo obHoBMTE Dazy gaHHLX.
MOCNE ¥YCNEWHOMD OBEHOBMEHWA BA3LI HEOBXOAMMO
BEINOMAHWTE NEFPEDAYY NAFPAMETFOB BCEW CHCTEMBI!

Te LL|aA BEpCKA 3.9.6.5 Bepcus oBHosnerus 3.9.7.0

B oTkpbiBlIEMCS OKHE ANA U3MEHeHWa nyTu K dpanny UpdateStructureDB.d11
HaXXMUTE KHOMKY il

2
Ang 3anycka npouenypbl 06HOBNEHNs B[ HaXXmMuTe KHOMKY 4| Mpuctynutb K
Oo6HOBMEHMIO.

PekomeHgauna: NMPOWMZEECTV COXPAHEHWE BASBI JAHHBLXY
! MEPEA OBHOENEHWMERM?

| Ja | | HeT

[na coxpaHeHus pesepBHOW konuu B B OTKpbIBLUEMCH OMANOroBOM OKHE HaXXmMuTe
kHonky [a. MicxogHas Bepcusa B[ 6yaeT coxpaHeHa B hanne Backupl . fbk B nanke,
ykasaHHon B none PacnonoxeHue apxuBoB 6a3bl AaHHbIX.

Mocne okoH4aHuWs npouenypbl 0b6HOBNEHWS B okHe OOHoBNeHue Bepcuu 6asbl
AaHHbIX NosBMTCA coobleHne « ObHoseHUe OaHHbIX MPOWIIO YCeUWHOx:
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’df OBHoBnEHWME BEpcUM Basbl JaHHBE

@aiin, npegHazHaYeHHLIR onA obHOBNEHWA:
C:\Program Files (x86)\PERCo\PERCo-5-20\UpdateStructureDB.dll |3

=

ObHoBNEHNE OdHHbBIX NpoWne ycnemwxHo

C'P,  Nocne ofHoENEHNA MeTagaHHLD: Basbl 4aHHLD, CIELYET YYecTs,

I

?. UTO NpedblayLUre CoXpaHeHHbIe apXMBkl NepecTaHyT Ouime
BKTYANbHLIMKM.B Clyyae BOCCTEHOBNEHWA WX HeobX0AMMO 3EHOBD
0BHOBHTE.
NOCAE ¥CNEWHOM OEHOBMEHWA BA3BI HEOBXOAMMO
BRINOMHWT B NEFEAAYY NARPAMETFOB BCER CUCTEMEI!

Tekywan eepcva 3.9.7.0 Bepcwa oBHosnedwna 3.9.7.0

7. HaxmuTe KHOMKy . B CTPOKE 3arorfioBka OKHa Ans ero 3akpbITUs.
10.1.5. CospaHue pe3sepBHOM Konuu B[]

PesepBHasa konus B[l HeobxoouMma AOnsi BOCCTAHOBIIEHUS [AHHbIX CUCTEMbI B Criyyae
noTepu ocHoBHOro cpanna b[.

lpumeyaHue:
. B cucteme npegycmMoTpeHa BO3MOXHOCTb pPErynisipHOrO aBTOMaTUYeCKOro
pesepBHOro konuposaHus B[l no 3apaHee ycTaHOBMNEHHOMY pacnucaHuio. [Ons

HaCTPOMKM pacnncaHna nepengmte Ha Bkrnagky PesepBHoe konupoBaHue Bl
[ns coxpaHeHns pesepBHon konun Bl BbINONHUTE crieayrowme AeNCTBUS:

1. 3anyctute «LjeHmp ynpaeneHusi» W nepengute Ha BknNagky Cos3naHuve w

npasneHue bO.

2. Ha naHenu WHCTPYMEHTOB BKMAZKM HaXMUTe CTpeniky crpaBa OT KHonku M u B
Bbinagatowem cnmcke Bbibepute nyHKT CoxpaHeHne 6a3bl AaHHbIX, ONTUMU3ALIUA U
npoBepka uyenoctHoctu (Ctrl+B). B[l 6yaeT coxpaHeHa B nanke, ykadaHHOMW B CTPOKe
PacnonoxeHune apxuBoB 6a3bl AaHHbIX, B dalfe ¢ Ha3BaHMEM Backupl. fbk. B
yKa3aHHOW narnke MOXeT COXpaHATLCA TOSbKO ofgHa pe3epBHas konvs B/.

10.1.6. BocctaHoBneHue B[] U3 pesepBHON KONUKU

Ecnn ocHoBHOM hann B[ yTepsH, To nepen BocctaHoBrneHnem B[l 13 pesepBHOM Konum
HeobOxoauMoO npeaBapuTenbHO co3gatb HoByk B[, ykazaB B none PacnonoxeHue
apxuBOB 6a3bl AAaHHbIX MECTO pacnosioxXeHns danna pe3epBHOn Konum Backupl . fbk.
[nsa BocctaHoBneHns B 3 pesepBHOM KOMUK BbINOMHUTE Cregyowime eNCTBUSA:

1. 3anyctute «ljeHmp ynpaeneHusi» v nepengnte Ha Bknagky CosaaHuwe v ynpasneHue
BA.

2. Ha naHemnu MHCTPYMEHTOB BKNaAKW HaxXMWTE CTperiky crpaBa OT KHOMkM ¥ u B
Bbinagatowem cnucke BblbepuTe nyHKT BoccraHoBnenHme B[. byget 3anyweHa
npouenypa BoccraHoBneHna b n3s ganna Backupl . fbk, pacnonoxXeHHOro B narke,
ykasaHHon B none PacnonoxeHue apxuBoB 6a3bl AaHHbIX.
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3. ®ann ¢ BoccTaHoBneHHon B[] 6ygeT nomelleH B nanky ¢ OCHOBHOW B[] n nmetb TO xe
HasBaHve, HO ¢ fobaBneHvemM cumBorna #. B cny4Yae noBTOPHOro BOCCTaHOBIIEHHASs,
dann 6yget coxpaHeH 6e3 cumBona # B HasBaHuu. Ona nmenn canna B no
ymorn4yaHuto: SCD17K.FDB uMm4 hbanna ¢ BocctaHoBneHHon bl 6yaeTt: SCD17K# . FDB.

4. na Havana paboTbl cepBepa C BOCCTaHOBNEeHHow B[] nepenaute Ha BKNagky
YnpaBneHue cepBepamu 1 nepesanyctute cepsep cuctembl u cepsep CYB[.

Taknm obpasom, npu HopmanbHOW paboTe B nanke, ykazaHHou B none PacnonoxeHue
6a3bl AaHHbIX, MOryT cyllecTBoBaTb ABa havna Bl: paboyas n npegbigywasa konus, a
Takke pesepBHas konua B[ B nanke, ykazaHHon B none PacnonoxeHne apxuBoB 6a3bl
OaHHbIX.

10.1.7. Ouuctka B[]

PekomeHayeTca npoBoamTb ouucTky Bl He pexe ofgHoro pasa B KBapTtan nocne
3aBeplueHns opMMpPOBaHUSA Bcex Heobxoaumbix oOT4yeToB. COObITUS MOHUTOPUHra
pekoMeHOyeTCa yOoandaTb He pexe OAHOro pasa B Mecsl. OTO MNO3BOSISIET YMEHbLUUTb
pa3smep danna b n yckoputbe paboTy NporpaMmMHbIX MOAYMEeN CUCTEMBI.

Ona ounctkm Bl nponsseauTe crnenyowme eNCTBUS.

1. 3anyctute «lJeHmp ynpaesneHusi» v nepenante Ha Bknagky CosaaHuwe v ynpasrneHue
bO.
2. Ana ypaneHnsa OaHHbIX COObITUA MOHUTOPUHIA Ha NaHenM WHCTPYMEHTOB BKIAAKM

HaxxmuTe kHonky &k YpaneHue paHHbIX MOHUTOpuHra. OTKpoeTcsi OKHO YaaneHue
AaHHbIX MOHUTOPWUHra:

3, YaaneHwe gaHHBIX MOHATORHHTE

Ha4ano neproda KoHel neproda
01.09.2017 E~ | [01.10.2017 E~
OTMeHa Ok

3. B oTKpbIBLLEMCA OKHE yCTaHOBUTE C MOMOLLbIO nonen BBogda gat Hayano nepuopa un
KoHeu nepuopa BpeMeHHOW MPOMEXYTOK, 3a KOTOpbIi OyayT yaaneHbl coObITUS.
HaxmuTte kHonky OK. CobbITus 13 XXypHana MoHUTopuHra 6yayT yaaneHsi.

4. Ons yganeHus cobblTUA perMctpauMum Ha naHenu WHCTPYMEHTOB BKMNAAKW HaXmuTe
kHonky ¥ YpaneHue AaHHbIX NO COBLITUAM.

5. B oTkpbiBWEMCS OkHe YaaneHue AaHHbIX MO COObLITUAM YCTaHOBUTE C MOMOLLBIO
nonen seoga nat Havano nepunopa v KoHeu nepuoaa BpeMEHHOW NMPOMEXYTOK, 3a
koTopbli 6yayT yaaneHbl cobbitua. Haxmute kHomky OK. CobbiTvs u3 XypHana
peructpaummn 6yayT yaaneHsoi.

6. [Ina yoaneHus coxpaHeHHbIX Mpu NpoBedeHun npoueaypbl Bepugukauum kagpos C
Kamep Ha MaHenn WHCTPYMEHTOB BKMAadKW Haxmute kHornky ¥ YpaneHue AaHHbIX
Bepucmnkaumn.

7. B oTkpbiBLUEMCH OKHe YAaneHue AaHHbIX BepuduKaumm yCTaHOBUTE C MOMOLLBbIO
nonen seoga gat Havano nepuona v KoHeu nepuoga BpemMeHHOMW NPOMEXYTOK, 3a
KoTopbin OyayT yoanenbl kagpbl. Haxmute kHonky OK. Kagpbel Bepudukauum 6yayt
yaarneHbl.
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8. na ontummusaumm B nocne ouncTkn 1 ymeHblieHMs pasmepa ganna Heobxogmmo Ha
naHenn MHCTPYMEHTOB BKMaJKN HaxaTb CTPENKy crpaBa oT kHomnku ™ 1 B BbinagatoLem
cnucke BblbpaTb MNyHKT CoxpaHeHue 6a3bl AaHHbIX, ONTMMU3aUUMA U NpoBepKa
uenoctHocTn. Pe3epBHasa konua B[ 6yaeT coxpaHeHa B nanke, yka3aHHOM B CTPOKe
PacnonoxeHune apxmBoB 6a3bl AaHHbIX.

9. lNocne atoro Heobxoanumo o06HoBUTL Bl N3 coxpaHeHHON pe3epBHOM konuu. [0nsa aToro
Ha MaHenn WHCTPYMEHTOB BKMNAOKW HaXMUTE CTPesKy crnpaBa OT KHOIMKK H B
BbiNajalrLeM crnvcke BblbepuTe MyHKT ¥ BoccraHoBneHue Bl . bynet 3anyweHa
npouenypa BocctaHoBrneHnsa b1 3 pesepsHoOM Konuu.

10.1.8. Hactpouku cepBepa b
[ns goctyna Kk HacTpounkam cepsepa B[:

1. 3anyctute «ljeHmp ynpaeneHusi» v nepengnte Ha Bknagky CosaaHuwe v ynpasneHue
BA.

2. Ha naHenu WHCTPYMEHTOB BKNaAKW HaXMUTE KHOMKY iy Hactponku cepsepa B[.
OTkpoeTcsa okHO BBeauTe naponb agMUHUCTpaTopa:

% Beeaute napons agMuHncTpatopa B

Mapone agMUHKCTpaTopa B4

3. B oTKpbIBLLEMCSA OKHE BBeauTe naponb agmuHuctpatopa b n Haxmute kHonky OK
(naponb No ymonuyaHui: masterkey). OTkpoeTca okHO Hactpouku cepBepa B[,
cofepxallee ABe BKNagku:

e HacTpomnku;
e [lonb3oBaTenw.

Bknaaka «HacTtponkun» Bbirnaamt cnegyowmm obpasom:

% Hacrpoiikm cepeepa B/

| HACTpOIKM || Monb3oBaTenw

HaumMeHoBaHWe JHadeHue

Bepcua WI-V2.5.7.27050 Firebird 2.5
JWpeKTopKA C:\Program Fles\Frebird\Firebird_2_ 5
Pasmep cTpaHuubl (KE) 4096

Pasmep daitna 6azsl (M6) 2101

Pasmep CTpaHWLUbl, NOCNE BOCCTaHOBNEeHWA (KE) 4096
MpUHYOMTENBHAA 3aNKCh HeT
ONTHUMKU3aLMA Ba3bl NPK COXPaHEHWM HeT
DOHOBaA ONTHMMKU3aLKA Basbl HeT
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Paboyass obnactb Bknagkum HacTpowku copepxuTt criegylowme nond ¢ AaHHbIMA ¢
napameTpbl cepBepa CYB[:

Bepcusa — Bepcusa 3anyLeHHOro cepeepa.

OupekTopua — nanku yctaHoskn cepsepa CYB[.

KonuyectBO 6a3 — KONMYECTBO NOAKMIOYEHHbIX K cepBepy B/.

KonuyecTtBO coeAMHEHUIN — KONMYECTBO NOAKMIOYEHHbIX K CEPBEPY KITMEHTOB.

Pa3smep cTpaHuubl (K6) — yCTaHOBMEHHbIN pa3mep cTpaHuubl dhanna b.

Pa3mep canna 6a3bl (M6) — Tekywnin pasmep anna B, nogkno4eHHOM K cepBepy.

Pasmep ctpaHuubl, nocne BoccTtaHoBneHusa (K6) — packpbiBatOLMNCSA CNMCOK

NO3BOMSET U3MEHUTb pasmep CcTpaHuubl anna b. Ons ontumusaumm pabotsl ¢ B

peKkoMeHAyeTCa YCTaHOBUTb 3HA4YeHWe napameTpa KpaTHbIM pasMepy Knacrtepa

XKECTKOro gucka, Ha kotopom pabotaet B[. Mo ymonyaHuio yCTaHOBMEHO 3HA4YeHue

4096 6Gawnt. [locne W3MEHEHUs 3Ha4YeHMsa napameTpa HeobXoaAMMO COXPaHUTb

pe3epBHYo konuio BJ], nocne 4yero ncnonb30BaTh €€ B KAYECTBE OCHOBHOMW.

MpuHyauTenbHas 3anuchb:

— Ja — no3BonseT NOBbICUTb HAAEXKHOCTb COXPAHEHUS AaHHbIX, YMEHbLUMB NPU 3TOM
CKOpOCTb paboThl ¢ B/.

— HeTt - nossonseTt yBenuuntb CKOPOCTb onepauun ¢ Bl 3a cyeT ncnonb3oBaHus
cucteMHoro kawa B namsatu K. B cnyyae cbos B nutaHum (K gaHHble,
HaxogsALMecs B KaLe, MOryT 6bITb NOTEPSHDI.

OnTuMmsauma 6a3bl NpuU coXpaHeHUn

— Oa — npu coxpaHeHun pesepsHon Konuu B nponssoanTbCcs ee onTuMmn3auums.

— HeTt — ontnumnsauus pesepsHomn konun B He nponssoguTcs.

doHoBas onTumMusaums 6asbl

— HOa — ontumusauus B[l npomsBoguTcs B npouecce paboTtbl, Npu 3ToM paboTta ¢
dannom B[l moxeT bbITb 3ameaneHa.

— HeTt — dooHOBas onTMmnsauuns He NPON3BOAUTCA.

[nsa 3aKpbITUA OKHA C COXPaHEHNEM BHECEHHbIX U3MEHEeHUN HaxmuTe kHorky OK.

Bknaaka «Monb3oBaTtenu» BbIMAANUT CreayroLwmm obpasom:
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B pabouen obnactu Bknagku COOEPXMTCS CNMCOK YYETHbIX 3anucen agMuHucTpaTopa u
nonb3oBatenen Bb[. KpacHbiM BblgeneHbl y4eTHble 3anucu, KOTopble He MoryT ObiTb
yoaneHol. 3TO 3anucu agmuHucTpatopa bB[l: sysdba # 3anuck nonb3oBaTtens
noakntoyeHHon bl: no ymonuyaHuio scdl7 user.

MaHenb MHCTPYMEHTOB BKITaaKu:

o G [No6aBuTb Nonb3oBaTens — KHOMKa MNO3BOMSAET OTKPbLITb NMaHesnb BBOAA AAHHbIX
ana pobaeneHuss HoBbix nonb3oBaTtenen BJll. [lobaBneHne nonb3oBaTens MOXeT
noTpeboBaTbCs B criydae nogkntodeHus B k gpyromy cepBepy, TO €CTb HE K TOMY, Ha
koTopom B[] 6bina cosgaHa.

o i Ypanutb nonb3oBaTens — KHOMKa NO3BOMSAET yAanuTb BblAENEHHYO B paboyen
obnacTu BKNagku y4eTHy0 3anncb Nonb3oBaTens.

e [ M3MmeHeHMe napons — KHOMKa MO3BOMSAET OTKPbITb MaHernb BBOA4A OaHHbIX ONS
N3MEHEHNSA Napons, BblAeneHHOro B paboyen obnactn BKNagku nonb3oBaTenst unm
agMmuHuctpaTopa. ObpaTute BHUMaHWE, YTO Naponn permcTpo3aBUCcUMbI.

i BHumaHue!
S5 PekomeHayeTcs M3MEHWTb Naponb masterkey agMuHucTpaTopa B[, 3amaHHblif
Nno YMOJSIHaHWUIO, Ha Naposb N3BECTHLIN TOMBKO aAMUHUCTPATOPY CUCTEMBI.
10.1.9. BoccTaHoBneHMe npeabiQyLWEero Naponsa yCTpoucTs

BoccTtaHoBneHne npegplaywiero napons Joctyrna K YCTPOMCTBAM CUCTEMbI  MOXET
notpeboBaTbCca nocne BocctaHoBneHus Bl u3 pesepBHOM KOonuW, B Criydae ecnuv nocre
co34aHuns pe3epBHOM KONuK naposib Obi n3MeHeH. To eCTb eCrnv Naporsb, COXPaHEHHbIN B
yCTpOMCTBax, OTNn4aeTcsa oT napons, ncnonedyemoro B b/1.

lpumeyaHue:
“. [llpn nposegeHun npoueaypbl BOCCTaHOBNeHWs napona Bce «KoHconu
ynpaesieHus1» 0OMXHbl OblTb 3aKPbIThI.

[na BoccTaHOBNeHUs npeabiayLlliero napond, nocrne BoccraHoBneHus bl n3 pesepsHom
KOMuu:

1. 3anyctute «lJeHmp ynpasneHusi» v nepengnte Ha Bknagky CosaaHuwe v ynpasrneHue

bA.

2. Haxxmute KHonky [ BoccranoBnenue npeabiayLero napons yCTpoMcTB Ha NaHenm
MHCTPYMeHTOB BKnagkn. OTkpoeTcs okHO BoccTtaHoBneHue npeabiayuiero napons

YCTPOMUCTB:
%, BoccraHoBneHMe NpeasigyLLIErD Napona YCTpoicTe

NpeabiayLwWin naponb

OTmMeHa OK

3. B oTkpbIBLLIEMCS OKHE B norne Mpeabiaywmn naponb BBEANTE NapOsib, COXPAHEHHbIN B
YCTPONCTBAX CUCTEMbI, TO €CTb UCMOSIb3yeMbI A0 BOCCTaHoBreHus bl. Haxmute Ha
kHoriky OK.

4. B oTKpbIBLLEMCA OKHE MOATBEPXAEHUS N3MEHEeHNA napons Haxmute kHonky Oa. Nocne
npoBeaeHus npoueaypbl BOCCTAHOBNEHNSA B cucteMe ByaeT ncnonb3oBaTbCs Naponb U3
pesepBHOWN konun B[.

44



PykoBOACTBO agMUHMCTpaTopa

5. Bakporite okHO EauHasa cuctema 6e30MacHOCTU, HaXaB KHOMKY . B CTpokKe
3aronoBKa OKHa.

6. 3anyctute «KoHconb ynpaeneHusi» n nepentn B pasgen «KoHghuaypamop».

7. NepepanTte BOCCTAHOBMEHHbLIM Napofib B YCTPOMCTBa cucTeMbl. [1ns atoro B paboyen
obnactn pasgena BblbepuTe KOPHEBOW 3NEMEHT CnmMcka YCTPOWCTB (MO YMOMYaHWUIo
Cuctema 6€30MacHOCTU) M HaXMWUTE Ha MaHenu UHCTPYMEHTOB pasgena kHomky &
MNepepatb NnapameTpbl.

10.1.10. MNMpoBepka uenoctHocTn B[
Ansa npoeepkun B[ cnctembl Ha HannumMe oWNnBOK:
1. 3anyctute «ljeHmp ynpaeneHusi» v nepengnte Ha Bknagky CosaaHuwe v ynpasneHue

BO.

2. Haxxmute KHOMKy &> MpoBepka uenoctHoctn B[l Ha naHenu NHCTPYMEHTOB BKNagKu.
OtkpoeTcs okHo MNMpoBepka uenoctHocTn BA.

3. B oTkpbiBLUEMCS OKHEe HaxmuTe kHoMKy [MpoBepka uenoctHoctn B[l. HadHeTtcs
nposepka b[.

4. Ecnu npu npoBepke OLNGKM He OBHapyXeHbl, TO B paboyeit o6nactn okHa NosiBUTCS
coobLueHue: «[Tposepka 8bIrnoHeHa, OWUBKU He OBHapPYXEHbI»:

W Mpoeepra yenoctHoctw Bl

Mposepka BaINoAHEHa, ownbKn He obHapyeHsl.

% MpoeepTe UENOCTHOCTE B

3aKpbITL

5. B cnyyae obHapyxeHua owmnbok B pabodyert obrnactu okHa MNOSBUTCA OT4YeT 06 ux
XapakTepe 1 Konu4ecTse:

% Mposepxa yenoctrocmm B

Summary of validation errors
Mumber of data page errors  © 5
Mumber of index page emors ;11
Mumber of database page emrors 775

3 lMpoBepHTL LeNoCTHOCTE B

3aKpPLITH

6. |_|pl/1 06Hapy>KeHVIVI OLLNMBOK HaXMUTE KHOMKY MonbiTKa BOCCTaHOBJIEHUA LLIENMOCTHOCTU

bA.
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7. B cnyyae ycnelwHoro ucnpasneHus obHapyXeHHbIX owmnbok cdann bl 6ygeTt 3ameHeH
BOCCTAHOBMNEHHbIM (hansniom, a dann ¢ owmbkamm bygeT COXpaHeH C pacluMpeHneEM
.bad. B nosBuBLiemMmcs okHe ¢ coobLieHnem Haxmute kHonky OK.

B cnyyae HeBO3MOXHOCTM WUCMpaBreHnss OBHapyXXeHHbIX OoWwnboK npousseanTe
BoccTaHoBneHune Bl n3 pesepBHOW KONUU.

10.2. NMnaHupoBLKK pe3epBHOro konnposaHus bl

10.2.1. OnucaHue Bknagku «Pe3epBHoe KonupoBaHue B»

CospgaHue pesepBHon konum Bl Heob6xoamMmo, YTOObI UCKAKYNTL BO3MOXHOCTb MOTEPU
AaHHbIX B cnyyae Bbixogda u3 ctpos MK cepBepa cuctembl. B cucteme npegycMoTpeHb!
BO3MOXHOCTW PYYHOrO M aBTOMAaTUYECKOro COXPaHEeHUs pe3epBHbIX KOMUN NUCNOSib3yeMOou

B.

[ns HemegneHHOro cosgaHus pesepBHon konuu B nepenaute Ha Bknagky CosaaHuwe um
ynpasneHme B[l n HaxXmuTe KHOMKY i, CoxpaHeHue 06a3bl AaHHbIX Ha NaHenu
WHCTPYMEHTOB BKMaKu.

HacTporka pacnucaHusi aBTOMaTUYEeCKOro pe3epBHOro KOMUPOBAHUSA MPOU3BOAUTCA Ha
Bknagke PesepBHoe konupoBaHue B 1O «{enmp ynpaeneHusi». Pe3epBHaga konusa B
OyneT coxpaHeHa B kaTtanore, ykasaHHOM B CTpoke PacnonoxeHuwe apxuBOB 06a3bl
AaHHbIX BKnagkn CospaHue u ynpasneHue B. [pu aTom B kaTanore Bcerga xpaHuTcA
TOJSIbKO OAHa, NocnegHsasa pesepsHasa konusa bBL.

Mpn cospgaHum pesepBHoOW konun B[l cyuwecTByeT BO3MOXHOCTb OTMNPaBKU yBEeAOMMEHUN

yepes cnyxby coobweHnn Windows, no anekTpoHHou no4yte mnu SMS-coobLueHunem.

[ocTynHbl ABa YCNOBUSA OTNPaBku yBeAOMIEHUN:

e Bcerga — yBegomrneHne oTnNpaBnseTCca NpU Kaxkaow NonbITKe COo3gaHUsa pe3epBHOW
konun BJ.

e B cnyyae owmbku — yBegoMreHue OTMNpaBnsAeTcs TOMbKO B cryyae, ecnu 10 He
CMOXeT co3aaTb pe3epBHyto konuio Bl.

Bknagoka PesepBHoe konupoBaHue B[] nmeet criegyrowmi BuAa:

iﬂ EanHan cuctema GesonacHocTw PERCo-5-20 "lUkona”, Bepowa: 2.9.8.0 >
YNPaBNEHME NULEHSMAMM HacTpoiika pacceinkm coofueHnil [ ononHMTENEHEIE HACTPOIKM CEPEEPa CUCTEMBI
YMpaEneHe CepEEpati Co3aaHue W ynpasneHve 61 PesepsHoe Konwposatve Bl
PacrMcaH1e 3&MNNEHWPOBATE PESEPEHOE KOMMPOBaHME @
[OeHE Hegenu A 4 (] = ﬁE] g | P ELP

11 |MoHeaenbHHK @

2p | HTEpEaNn

Z Cpena He paree He rome e [aTa NocneaHero BeIMONHEHUA

4 [HeTeepr HEM

= |MATHILE W3 23:00 23:30

& |CyGboTa

i

BockpeceHbe @

-l
£

~
W

1. Bbibop BKknagku okHa:

e YnpaBneHue cepBepamu;
e Co3naHue v ynpasnenue bl;

e Pe3sepBHoe konupoBaHue b[;
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e YnpaBneHue NUUEH3UAMU;
e HacTpouka paccbUIKM COOBLIEeHUN;
e [ononHuTenbHbIe HACTPOWKU cepBepa CUCTEMbI.

2. [MaHenb MHCTPYMEHTOB BKIMagKu:

. B Oob6aenenune (Ctrl+N) — kHOMka MNO3BONSET YCTAHOBUTbL BpPEMsS CO3OaHWUSA

pe3epBHoN konuu B ans aoHsa Hegenu, BbibpaHHOro Ha naHenu Pacnucaxue.

£ PepaktupoBaHue (Ctrl+E) — kHOoMka no3BondeT U3MeHUTb BPEMS pPe3EepPBHONO
konupoBaHusa B[, BbiaeneHHoe B paboyen obnacTtu BKNagku.

e = VYpaneuue (Ctrl+D) — «kHOMKa no3BOMNsET ydanuMTb BPEMS PE3EPBHOrO
KONMMpoBaHuS, BblaeneHHoe B paboyen obnactn BKNagku.

o % CoxpaHeHue pacnucaHua (Ctrl+S) — kHonka NO3BONAET COXPaHUTb U3MEHEHUS
B pacnucaHum pe3epBHOro konnposanus b/.

I 0y

o HacTtpouTb ceTeByl0 paccbinky yBegomneHun (Alt+S) — kHonka nossonseT
HacTpoUTb pacchinky yBegomMmneHun Ha K ¢ nomowbio Cryx6bbl coobweHud MS
Windows.

v o
e * HacTtpouTb no4yToBYIO paccbunky yBenomnenuu (Ctrl+M) — kHonka no3sonser
HaCTPOUTb PacChINKy YyBEOOMMEHUN Ha ALUKN 3ITEKTPOHHOW MOYTHI.

o B Hactponka SMS-paccblikM — KHOMKa MO3BOSIIET HACTPOUTb PaCCbISIKy
yBeOMSEHNN Ha TenedoHbl ¢ NOMOLLbI0 SMS-coobLeHniA.

3. MaHenb PacnucaHue no3BonsieT BbiOpaTb AeHb HeAenu ANsi HaCTPOMKN pacnmcaHuns
pe3epBHOro KOMMPOBaHUSI.

4. Paboyass obnactb 3annaHMpoBaTb pPe3epBHOE KOMMpPOBaHWE BKIAAKM COOEPKUT
YCTaHOBIEHHOE BpeMsi CO3faHus pe3epBHOM konun B ons BbIGpaHHOro Ha naHenu
PacnucaHune gHa Hegenw.

10.2.2. Co3pgaHuAa pacnucaHusa pe3epBHOro konuposaHusa b1

lpumeyaHue:

PekomeHayeTca npoussoantb pesepBHOe konuvpoBaHwe B[l exegHeBHO B 4Yachl
HauMeHbLLen Harpy3km Ha cuctemy. [lpu paboTte cepBepa cuctembl B
KPYrroCyTOYHOM pexnMme Npou3BoanUTE pe3epBHOE KONMMPOBaHWE B HOYHOE BPEMS.

[ns co3gaHus pacnucaHus pe3epBHOrO KONUPOBaHWUS:

1. 3anyctute «lewmp ynpaeseHusi» W nepengute Ha Bknagky Pe3epBHoe
KonupoBaHue b[l.

2. Ha naHenu PacnucaHue Bbibepute [OeHb Hedenwu, Ans KOTOpPoro Heobxoammo
nobaBnTb BpeMs co3gaHma pesepBHon konum bL.

3. Haxmute Ha naHenu WMHCTPYMEHTOB BKMaAKW KHOIKY = Ho6aBneHune. B HwxHewn
4YacTu OKHa OTKpoeTCcs naHens [lnanasoH coxpaHeHus:

N1anazoH coxXpaHeHwa
He paHee 4em He no3xe yem

00:30 g [o1:00 2l | oK || ommerna |

4. Ha oTKpbIBLUENCS NaHenu ¢ NOMOLLUbK nonen Beoga BpeMeHn He paHee yem n He
no3xe 4YeM yCTaHOBUTE UHTepBasli BPEMEHWN, B TEYEHME KOTOPOro cepBep CUCTEMbI
npounsseneT pesepsHoe konuposaHue b. Haxmute Ha kHonky OK. MaHenb [ilnana3oH
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coxpaHeHusa 6yaet 3akpbiTa. Co3gaHHbIN MHTepBan OygeT pobaesneH B pabouyto
obnacTb BKNaaku.

5. [pu HeobxoaumocTn AobaBbTe AOMOMHUTENbHbIE UHTEPBAbl BPEMEHN Pe3epBHOro
KOMUPOBaHWUS.

6. [na naMeHeHus BPEMEHHOIO MHTEPBAna BbigenuTe ero B paboyen ob6rnactn Bknagku u

HaXMUTE Ha MaHenn WHCTPYMEHTOB BKMAZKU KHOMKY L PepaktupoBaHue. Ha
OoTKpbiBLWEeNcAa naHenu [QuMana3oH coxpaHeHUA npousBeauTe Heobxoaumble
N3MeHeHNSA N HaxxmuTe KHonky OK.

7. Ona vyoaneHna BpeMeHHOro MHTepBasia Bblesinte ero Ha naHemnu 3anna|-w|pOBaTb

pe3epBHOE KONMMWPOBaHME 1 HaXMuUTe KHOMKY — YaaneHuwe. B OTKpbIBLUEMCSA OKHE
noaTeepXxaeHunst Haxmute Oa.

8. HaxmuTte kHoOnky T CoxpaHeHue pacnucaHusa s COXPaHEHUA BHECEHHbIX B
pacrnmcaHne N3MeHeHuN.

9. T[pu HeobxogMmocTu BblaenuTe Ha naHenu PacnucaHue Opyron geHb Hegenu u
cosganTe Anst Hero BpEMeHHOM UHTepBar Pe3epBHOrO KOMMPOBaHUA.

10. HactpounTe pacchinky yBegoMMeHnn o0 pesynbtatax pe3epBHOro konvposaHusa Bl _Ha
K, AWK 9NEKTPOHHOW NOYTLI UK TeNedOHbI.

10.2.3. HacTtpoWka ceTeBOW paccCbInky yBeAOMMNEeHUN
BHumaHue!

£55 Nna pabotbl pacchinkn Ha [MK ¢ ycTaHOBMEHHbIM cepBepoM cuctembl u K
nonyyaTenen yesegomneHui gorkHa 6biTb 3anyweHa «Cryxba coobweHul MS
Windows».

OKHO HacTpoOMKM CeTeBOW paccbilnikn yBegomneHun Monyyvatenu yBegoMneHMn mmeet
cnegywLwmn sua;
L Monyuarenwn yeegomneHnin

MonydyaTenw

+ | bl = By

Monyyatens Korgoa noceinate

B cmyyae ownbkm

B pabouyen obnactu okHa oTobpaxkaetcsa cnmcok ceTeBbix MmeH (MK gnsa oTnpaeBkm
yBEeOOMITEHUIA N YCITOBUSI X OTMNPaBKMW.

WNHcTtpymeHnTsl naHenu MNony4yaTtenu:

. IB HNo6aButb HoBoro nony4atensa (Ctrl+N) — kHonka no3songeT [ob6aBUTb MMSA
MK, Ha KoTopbIN OyayT OTNPaBNATLCSA YBEAOMIEHUS.

o ™ WsmeHutnb nonyyatensa (Ctrl+E) — kHonka nos3sonsieT AN BbI4ENEHHOro B
cnucke MK oTKpbITb NaHenb BBOAA U peAakTUpOBaHWUS OaHHbIX. Ha naHenn MoxHO
N3MEHUTb Nony4vyaTensi UM ycrioBue oTnpaBKu.
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e = Ypanutb nonyuatens (Ctrl+D) — kHOMKa Mo3BONAET yAAnWTb BblAEMNEHHbIN B
paboyen obnactu okHa K u3 cnucka nonyvatenen ysegoMneHun.

o T CoxpaHutb AaHHble (Ctrl+S) — kHOMka nNo3BONSET COXPaHUTb M3MEHEHUSA B
Crnuncke nonyvaTenen.

o« ¥ TectupoBaHue yBegomnenun (Ctrl+T) — kHOMKa no3BonseT NpoTeCTUpoOBaThb
OoTnpaBkKy yBegomneHun. MNMpu HaxxaTum KHONKM Ha BbiaeneHHbin B cnucke MK 6yget
OTMNpaBfieHO TECTOBOE yBeOMIIEHNE.

Onsa HacCTPOUKU paccbinku yBeaomneHun Ha MNK:

1. Haxxmute kHomMKy i HactpouTb ceTeByr paccCbinKy yBeAOMISIEHWM Ha NaHenmu
WHCTPYMEHTOB Bknaaku PesepBHoe konupoBaHue B[1. OTkpoetca okHo Mony4vaTtenum

yBeAOMIIEHUN.
2. Ana po6aeneHus MK, Ha KoTopbIn OyaeT oTNpaBNATLCA YBEAOMIEHNE HAXMUTE KHOMKY

* No6aeuTb HoBOrO nony4arens Ha NaHenm MHCTPYMEHTOB okHa. OTKpoeTcs NaHenb
BBOJA W pedakTUpOBaHWst OAaHHbIX:

MonyyaTens
sSDV_m

Korga nocbinath

B cnyyae OWnEKK v

oK OIMeHa

3. C nomolubio packpblBatoLerocs cnicka Korga nocbinarb ykaxuTe yCrioBue OTrnpaBKu
yBEOOMIIEHUS.

4. B none Mony4atenb ykaxuTe K, Ha kOoTOpbIN ByayT OTNpaBnaTbCca yBeaomMneHus. [ns

3TOro HaXXMUTE KHOMKY _I cnpaea ot nonsi. OTkpoeTcs okHO O630p KOMMNbLIOTEPOB:

OB30p KOMNBHTEPOE

YKIHHMTE KOMMBHOTED

d‘ CeTtb ~

B pavio

B rFavy

O twaz

O kaaz

B 1Ma10

0 maz

B8 MSPRICLIENT
B pas

&8 PERCOWEBEN bt

a4 OTMeHa

5. B OTKpbIBLLEMCS OKHE Bblaenute ceteBoe uMsi Heodxoammoro MK 1 HaxmuTe kHonky OK.
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OkHo 6yaeT 3akpbiTo. ma MK 6ygeT otobpaxkeHo B none MNony4yarens.

6. Haxxmute kHonky OK Ha nmaHenu BBOAa M pefakTMpoBaHus AaHHbIX. [MaHenb Oyaer
3akpblTa. Mima BblbpaHHoro MK 6ynet gobaBneHo B cnucok B okHe [lMony4atenu
yBelOMIIeHNU C yKa3aHneM YCroBusi OTNpPaBKn yBEOOMIEHUN.

7. Haxxmute KHOMKy T CoxpaHeHue faHHble NS COXPaHEHUS] BHECEHHbIX B CMMCOK
U3MEHEHUN.

8. [Insa TecTupoBaHusa crnyk0bl OTANpaBKM yBEAOMIEHUI BbligenuTe B cnucke oanH m3 MK un

HaX>XMUTE KHOMKY v TectupoBaHue yBegomneHun. Ha atot K 6yget otnpaBneHo
TecTtoBoe coobuieHne « TecmuposaHuey.

9. ins 3akpbiTva okHa Mony4yaTtenu yBeAOMIIEHUN HaXMWUTE KHOMKY . 3aKpbITb B
CTPOKe 3arofloBka OKHa.

10.2.4. HacTtpo#ka NnoOYTOBOWM pacChLINIKN YBEeJOMINEHUN
OKHO HacTpOMKM NOYTOBOW paccChifiku yBeAOMMeHNnn AgpecHas KHUra uMeeT criegyoLwmmn
BUA;

% Agpechas kHura
Cepeepa WCX0AALLER NouTel SMTP MonyuaTtenu
+ | b — Of + | @) = OE

I|HEIl-1r-1EHDEI-EIHHE |.:"'|+'J.F|EC ' MonyyaTens | Agpec nonyyatens | Korga nockinark

MHDEI-I:-IIH SMTP cepeep  smtp.firma.ru E8.3 Admin addr@firma.ru B cnyuae ownbKu

]

£

1. Pabouass obnacte naHenn CepBepa ucxopgsawen no4vtbl SMTP cogepXuT cnmcok
agpecoB 9NEKTPOHHOW NOYThLI OTApaBUTENEN.

2. NHcTpymeHTbl naHenu CepBepa ucxoasiwen noyutsl SMTP:

o B Ho6aButb (Alt+N) — kHonka nossonseT gobaBuTb HOBOro oTnpasuTens. lpu
Ha)KaTuUM KHOMKW OTKPOETCH NaHenb BBOAA U pedaKTUPOBaHUS AaHHbIX:

HaumeHoBaHKUe
SMTP_FIREMA

Anpec SMTF cepeepa(smtp.yandex.ru}
smtp.firma.ru

Appec ornpaeuTena(addri@yandex.ru)
system_center@firma.ru

NonbzoeaTens(addr@yandex.ru)
firma

Maponk
*eeRRRORRR

0K OTMeHa
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— HaumeHoBaHuMe — Ha3BaHWe OTNPaBUTENS.

— Appec SMTP cepBepa — agpec SMTP cepBepa, MCNONb3yeMoro oTrnpasuTenem
ANS OTNpaBKN yBEOOMITEHMWIA.

— Apapec oTnpaBuUTensa — agpec 3MeKTPOHHOW NOYTbl OTNPaBUTENS, C KOTOPOro
paccbinatTca yBeaOMIIEHMS.

— MMonb3oBaTtenb — UMs OTNPaBUTENS, YKa3blBAEMOE B YBEAOMIIEHUM.

— MMaponb — naponb JOCTyna K 3NEKTPOHHOM NOYTE OTNPaBUTENS.

' NsmennTb (Alt+E) — kHoOnka nosBonsieT M3MEHWUTb 3anucb OTMpaBUTENS,
BblgeneHHyto B paboyen obnactn naHenn CepBepa ucxopsuwen nouytsl SMTP.

Ypanutb (Alt+D) — KHOMKa No3BoNdeT yaanuTb OTNPaBUTENS, BblOENEHHOMO B
paboyen obnactn naHenu CepBepa ucxogawen noutbl SMTP.

& CoxpaHuTtb (Alt+S) — kHOMKa NO3BONSET COXPaHUTb BHECEHHbIE U3MEHEHNS.

3. Paboyasa obnactb naHenun lMMony4atenun coOepXUT CAUCOK adpecoB 3SIEKTPOHHOM
NnoYThbl, HA KOTOPble OTNPAaBIATCA YBEAOMIEHUA O CO30aHuMu pe3epBHON konuu B u
YCIoBUA NX OTNPaBKM.

4. HcTpymeHTbl naHenu NMonyyaTtenu:
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= Ho6aBuTb (Ctrl+N) — kHonNka no3BonseT go6aBnTb agpec ANEKTPOHHOW MOYThI,
Ha KOTopbI ByayT oTNpaBNsATbLCA yBeaoMeHus. [pn HaxXaTum Ha KHOMKY OTKPOeTCs
HOBas nNaHenb:

Adpec nonyyaTens Korga nocelnaTh
admin@firma.ru B cnyuae ownbrK v
Monyuatens
Admin

OK OTMeHa

— Appec nony4yatensi — agpec 3MeKTPOHHON MOYTbl, HA KOTOPLIA OTNPaBNAOTCS

yBEOOMIIEHUS.
— Mony4artenb — nvsi NnonyyaTtens B yBeAOMMEHUN.
— Korpa nocbinatb — BbiNnagawwui CNMCOK MO3BOSISIET yKa3aTb YCrNoBuE

OTNpaBKN YBEOOMMNEHUN.

™ N3meHnTL (Ctrl+E) — kHOMKa no3BondeT Ans BblAeneHHoro B paboyen obnactm
naHenu Mony4aTtenu agpeca OTKPbITb NaHenb BBOAA M PeAakTMPOBAHUSA AAHHbIX.
Ha naHenu MOXHO M3MeHUTb agpec n NMs NonyvaTtens UM ycroBme OTNpaBKy.

Ypanutb (Ctrl+D) — kKHOMKa no3BonsieT ydanuTb BblAENEHHbIN B paboyen
obnactn naHenu Mony4aTtenu agpec 3NEeKTPOHHOM NOYTbI U3 CNKUCKa nonyvatenen
yBEeAOMIIEHUN.

T CoxpaHuTtb (Ctrl+S) — kHOMKa NO3BONSAET COXPaHUTb BHECEHHbIE U3MEHEHNS.

4 MpoBepuTb oTnpaBKy noytoBoro coobweHusa (Ctrl+T) — kHoNka no3sonseT
NpoTeCcTUpoBaTb OTNPABKY yBeOOMIEHUN. [1pn HaXaTUM KHOMKN HA BblAENEHHbIN B
cnucke agpec bygeT oTnpaBneHo TeCTOBOE yBeAOMIIEHNE.
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Onsa HAaCTPOUKU pacChbINIKM YBeAOMIIEHUN MO 3NIEKTPOHHOW noyvTe:

i .

. Haxxmute kHonky * HacTpouTb NOYTOBYH paccCbifiky yBeAOMIIEHUM Ha NaHenu
WHCTPYMeEHTOB Bknagkn PesepBHoe konupoBaHue BIl. OTkpoeTtcs okHO AppecHas
KHUra.

. na oTnpaBku COOOLLEHMI NO IMEKTPOHHOM MNOYTE HEOBXOAMMO yKaszaTb Ha MaHenu
CepBepa ucxogsawen noytbl SMTP xota 6bl 0OgHOro OTnpaBuTENd, C 3NEKTPOHHON

NO4YTbl KOTOPOIro 6yp,yT oTnpaBiATbLCA yBEOOMITIEHUA. [na atoro Haxmute KHOMMKY 5

Ho6aBuTb B MHCTpyMeHTax naHenu. OTKpoeTcs NaHenb BBOAA M peaakTMpoBaHUs
AaHHbIX.

. Ha oTkpbiBLLENCS NaHEnNu ykaxute agpec 9MNeKTPOHHOW noyThbl oTnpasutens n SMTP
cepsep. Haxmute kHonky OK. MNaHenb 6ygeT 3akpbiTa, oTnpasutens dyaeT nobasneH B
cnncok Ha naHenu CepBepa ncxogsawemn noyutsl SMTP.

. Haxxmute kHormky a CoxpaHuUTb B WMHCTpyMeHTax naHenun CepBepa ucxopsweun
noytbl SMTP ansa coxpaHeHUst BHECEHHbIX U3MEHEHUM.

. Ona pobaBneHus agpeca 9NEKTPOHHOW MOYTbI, HA KOTOpbIM OyayT OTNpaBnATbLCA

yBeJoMneHus npu cosgaHun B, HaxmuTe KHONKy s [Job6aButb Ha naHenu

I'IonytlaTenM. OTKpOeTCFI naHesnb BBOAA 1 peaakKTnpoBaHUA OaHHbIX.

. B oTkpbIBLUENCS NAHENW yKaxuTe aapec 3reKTPOHHbIA NOYThbI, YCIIOBUE OTNPaBKN N UMS
nonyyatend. Haxmute kHonky OK. [MaHenb ©6ypet 3akpbita. [lonyyatenb 6yger
pobasrneH B cnncok Ha naHenu MonyvaTtenw.

. HaxmuTte KkHOMKy o CoxpaHuTb B WHCTpyMeHTax naHenu [Monyvatenun ans
COXpaHeHWs1 BHECEHHbIX NU3MEHEHUN.

. Ana TEeCTUpoOBaHUA OTNpaBKn yBeﬂ,OMﬂeHMVI BblAesinTe noJjiydaTtenia B CriCKe Ha naHesnun

Mony4yatenu n HaXXMuUTe KHOMKY < MpoBepuTL OTNPABKY NOYTOBOro COOGLIEHUS B
WHCTPyYMeHTax naHenu. Ha apgpec nonyyatens 6yaeT oOTNpaBreHO TECTOBOE
yBeOMIIEHME.

. Ona 3akpblTna OkHa ApgpecHasi KHUra HaXMuUTe KHOMKY . 3aKpbITb B CTpOKe
3arorioBka OKHa.

10.2.5. HacTtpownka SMS-paccbinku yBegomneHum

i BHumaHue!

“55 na otnpasku yBegomneHun no SMS gormkHa 6biTb HacTpoeHa paccbinka SMS-
coobuweHun Ha Bknagke HacTtponka SMS-paccbinku.

OkHO HacTponkn SMS-paccbiniku yBegomneHmn Cnucok TtenedoHOB ANsl pacCbinKu
SMS unmeeT crnegytowmin Bua;

% Crncok TenedoHoE 4nA paccelnkn SMS

Kog pervoHa | Homep TenedoHa Korga nocklnaTk

812 7654321 B cnyuae owmbrm

1. B pabouein obnactu okHa oTobpakaeTcss CMMCOK HOMEPOB TenedoHOB, HA KOTOpble

OTCbIMAaTCA YBEOAOMIJ1EHNA N YCITOBUA UX OTIMNPABKU.
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2.

NHcTpymeHTbl okHa Cnucok TenedoHoB Ans paccbisiku SMS:

o IB Ho6aButb (Ctrl+N) — kHonka nossonsieT gobaBuTb HOMep TenedoHa, Ha

KOTOpbI OyAyT OTNPaBNATLCA YBEOOMIIEHMUS:

Monyuatens SMS

Kog cTtpadel  Kog pervoHa Homep TenedoHa Korga nocelnaTe
7 EE | |76s4321 | |B cryuae owmbin v |
OK OTmeHa

— Kop ctpaHbl, Kog pernoHa, Homep tenedoHa — nonsa ans seoga TenedoHa
nonyyartens.

— Korpa nocbinatb — BbiNnagalwolwMii CNMCOK MO3BONSET YyKa3aTb YCoBue
OTNpaBKN YBEOOMMNEHUN.

e ™ Nsmenutn (Ctrl+E) — kHONKa no3sonseT 4n4 BblaeneHHoro B paboyen obnactu
OKHa OTKpPbITb MaHenb BBOAA W pPeAaKkTUpOBaHWA OaHHbIX. Ha naHenu MOXHOo
N3MEHUTb HOMep TenedoHa 1 yCrnoBmne OTNPaBKu.

e = Ypanutb (Ctrl+D) — kHoMka nossonsieT yaanuTb BbIAENEHHbIN B paboyeit
obnacTtu okHa TenedoH M3 cnncka nonyvarenen yBeaoMneHun.

o & CoxpaHuTtb (Ctrl+S) — kHOoMka No3BoNseT COXPaHUTb BHECEHHbIE N3MEHEHUS.

o ¥ MpoBeputb otnpaBky CMC coob6weHusa (Ctrl+T) — kHonka nossonser
NpoTeCcTUpoOBaTb OTNpaBKy yBeAoMIIeHUN. [pn HaxaTum KHOMKM Ha BblAENEHHbIN B
cnucke TenedoH byageT oTnpaBneHoO TECTOBOE YBeAOMIEHNE.

Onsa co3aaHua SMS-paccbinikv yBeOMNEeHUN:

1.

2.

5.

6.
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Haxmute KHomky b Hactponka SMS-paccbinku Ha NaHeNn MHCTPYMEHTOB BKIALKM
Pe3epBHoe konupoBaHue B[l. OTkpoeTcss okHO CnUcok TenedoHOB ANA PacCbISIKM
SMS.

Ana po6aBneHus Homepa TenedoHa, Ha KOTopbii ByaeT OCywecTBASATbLCA OTnpaBKa

YBEJOMIEHUI HAXMUTE KHOMKY T [l06aBUTb Ha MaHEnM MHCTPYMEHTOB OKHa.

OTKpOGTCFI naHenb BBOAA U pegakTtnpoBaHUA OaHHbIX.

. Ha oTtkpbiBlIENCA naHenu ykaxuTe HoMmep TenedoHa wm ycrnosue otnpaBku SMS-

coobuweHuns. Haxxmute kHonky OK. MNMaHenb 6yaet 3akpbita. TenedoH 6yaet aobasneH
B Ccnucok TenecoHoB B paboyer obnactm okHa Cnucok TtenecgoHOB ANA pacCbiIKK
SMS.

. Haxkmute KHOMKY aﬁ COXpaHMTb Ha naHenn MHCTPYMEHTOB OKHa OJid COXpaHeHud

BHECEHHbIX N3MEHEHUI.
[na TectnpoBaHus otnpaBkn SMS-coobLLeHni BbiAENMTE B CNNCKE OAUH U3 TenedOHOB

N HaXMWUTE KHOIMKY < MpoBeputb oTnpaBky SMS-cooOweHna Ha naHenu
WHCTPYMEHTOB OKHa. Ha aToT TenecoH ByaeT oTnpaBneHo TeCTOBOE yBEAOMIIEHME.

[nsa 3akpbiTMs okHa Cnucok TenecgoHoB Ana paccbinku SMS HaXmMuTe KHOMKY .
3aKpbITb B CTPOKE 3arosfioBka OKHa.
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10.3. SMS-paccblinka

B cucteme npegycmMoTpeHa BO3MOXHOCTb OTnpaBkn SMS-coobLieHnin cepBepom CUCTEMBI
B CregyloLwmx cnyyasx:
e [lpn aBTOMaTUYECKOM CcO3gaHUKn pe3epBHOU konun Bl. Paccbeinka HacTpanBaeTcs B
«lJenmpe ynpaeneHusi» Ha Bknagke PesepBHoe konupoBaHue BI.
e B xopge BbINONMHEHMS 3ag4aHuK, co3aaHHbIX B pasgene «llnaHupoewjuk 3adaHull».
e [lpun paccobinke coobuieHnn n3 pasgena «CompyoHUKU U Yy4eHUKU».

OTyeT 0 co3aaHHbIX, OTNPAaBIIEHHbLIX U HE OTNpPaBNeHHbIX SMS-coobLeHNaX AOCTYNEH B
pasgene «Omyem no SMS».

[ns Beibopa cnocoba otnpaBku SMS-coobLieHnn cepBepoM CUCTEMBbI: 3anyctute «LjeHmp
ynpaesieHusi», nepenaute Ha Bknagky Hactponka SMS-paccbiniKM U ycTaHOBUTE
nepekntoyatens Bblbop cnocoba paccbinkm SMS B 04HO M3 NONOXEHWI:
e HeT pacchbinku — paccblifnika OTKII4eHa.
e SMS-npoBangep — paccbifnika ocyuwlectensetrca SMS-nposangepom. [ns cBssu
cepBepa cuctembl ¢ SMS-npoBangepom TpebyeTcsa HannymMe NOCTOSIHHOIO AOCTyNa B
Internet.

HacTtpovika SMS-npoBangepa

lpumeyaHue:

“. ' Cnucok nopagepxuBaemMbix cuctemon SMS-npoBamgepoB ans otnpaBkn SMS-
coobLleHnn HaxoauTca Ha canTe komnaHum PERCo, no agpecy wWww.perco.ru, B
pasgene MNmaBHas > MNopgaepxka > MO.

Bknagka HacTtponka SMS-paccbinku npu nonoxeHun nepekntovarens Beibop cnocoba
paccbinku SMS: SMS-npoBangep nmeeT cneayoLmnin BUA:

E Eaunan cucrema Gesonachoctn PERCo-5-20 "lkona”, Bepena: 29.8.0 *
YMpasneHHe Ccepeepami CosaaHwe 1 ynpasneHue B PezepeHoe KoNMpoBaHWe B
YMpaBNEHnE MALEHZMAMA HacTpofika SMS - pacceinkm [onNonHUTENEHBIE HECTPOIKK CEPEEPE CUCTEMEI

Brifiop cnocoba pacceinku SMS
{_JHeT pacceinkm () G5M -monem (®) 5M5 - nposalinep () Viber - pacchink

5MS - npoBalinep @

HacTpoiiki SM5 - npoBaiaepa

SM3 - mpoBaioep WMA oTnpasuTEns
|WEbSMS 1 (www.websms.ru) e | | |
SMPP - cepeep SMPP - nopT KoMMEHT SR

|smp|:|3.websms.ru

2222 MookHo ykazaTe noboe uMa

oTnpaeuTend. Ecni 1MMa He ykazaTs,

MoNb3oBaTENL Maponb BEpeTCA TEKYLLES KTHBHOE MMA C @
| | | | caliTa.

A

HacTpolikK cepeepa cMcTemel PER.Co-5-20

CETEBOI MHTEPdEIC Homep nopTa BpeMsA BOCCTAHOENEHWA CoenuHEHMA (k)
| (BrifupaeTca cMcTeMol) e | 0 - _

CYMTETE NPOCPOYEHHBIMI NeTanusawMa nor daiina

SMS-coofweHna,

chOpMMPOBAHHEIE CrTYCTA 00:05 = Tonkko ownbrku w

YKA33HHOE BPEMS NoCTe
PEFMCTPELMN NPoxXoaa (HaciMMH)

KonuyecTso SM5: 1 @

MNony4atens SMS TecTosoe SMS
Koa cTpadbl Koa onepatopa Homep TenedoHa

@ OTNpasuTE oK OTMEHa

Bepcwua MO - 2.9.7.0 Bepecwa B - 2.9.7.0
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1. Beibop BKNagKku okHa:

YnpaBneHue cepBepamu;

Co3naHue v ynpasnexHue bl;

Pe3sepBHOe konupoBaHue bl;

YnpaBpneHue nuueH3nAMMU;

HacTpouka paccbuUiky COO0BLEeHNHN;
dononHutenbHble HACTPOUKN cepBepa CUCTEMbI.

2. Mepekniovatens Bbibop cnocoba paccbinkm SMS nossondeT BbiOpaTb crnocob
oTnpaBkn SMS-coobLeHuni:

HeT paccbinku;
GSM-mopewm;
SMS-npoBangep.

3. MaHenb HacTponkn SMS-npoBanaepa CooepXuT cnegyowme anemMeHTbI:

SMS-npoBangep — BbiNagawWMi CNUCOK MO3BONSET BbIOpaTb OAHOrO U3
nogaepxusaemMblx cuctemon SMS-nposangepos.

| OTKpbITb CalT npoBampepa — KHOMKa cnpaea oT cnucka SMS-nposanpep
Nno3BondeT NepenTn Ha canT BbIbpaHHOro npoBangepa.

SMPP-cepBep — 3anonHaeTca aBToMmaTM4eCckun npm Bolbope nposanaepa.
SMPP-nopT — 3anonHaeTcsa aBTomaTuyeckn npu Beibope nposangepa.
Monb3oBaTenb — MMS Y4ETHOW 3anuncu (NOr1H) 3aperMcTpupoBaHHoe y nposangepa.
Maponb — naponb AocTyna K y4eTHOM 3anucu.

MUma oTnpaBuTens — nms oTnpaBuTens, ykasaHHOE B COOBLLEHMMN.

KommeHTapun — none C JOONONHUTENBHOW MHGOpMauMerin O BblOpaHHOM
npoBangepe. 3anonHsaeTcs aBToMmaTndeckn npun Bbibope nposangepa.

4. NaHenb Hactponku cepBepa cuctembl PERC0-S-20 copepxuT OONONHUTENbHbIE
napameTpbl HACTPOWKM B3anMOOENCTBUS cepBepa cuctemsl ¢ SMS-npoBanaepom:

CeTteBOM uHTepdenc — BbiNagaloWMA CNMCOK MNO3BONSAET BbiOpaTb CeTeBOM
nHTepdgenc (IP-agpec), yepes KOTOpbIA CEPBEP CUCTEMbI ByAeT OCYyLEeCTBASATLCA
cBA3b ¢ SMS-npoBangepom.
Homep nopTa — cyeTUMK NO3BONSET Yyka3aTb CETEBOW NOPT CeEpBepa CUCTEMbI, HYepes
KOTOpPbIN OCYLLECTBNATLCS CBA3b ¢ SMS-npoBangepom.
Bpemsa BoccTaHOBMEHUA COeAMHEHMUA (CeK.) — CYETYMK NO3BOSISIET YCTAaHOBUTL
MUHUMarbHbI BPEMEHHOW MHTEpPBaNn Mexay MOMEHTOM paspbiBa CBA3U cepBepa
cuctembl ¢ SMS-npoBangepom 1 NONbITKOW €€ BOCCTaHOBMNEHMS.
CuuTtaTtb NpocpoyvYeHHbIMM SMS-coobLieHus, cchopmupoBaHHble CnycTA
yKa3aHHOe BpeMs Nocrie permctTpaumm npoxoaa (4ac: MMH) — CH4ETUYMK NO3BONSET
yKasaTb MaKCUMarnbHbI MHTEpPBaAn BPEMEHW Mexay peructpaumen cobbitus,
BeayLlero kK otnpaske SMS, n otnpaBkon coobLLeHna cepBepoM cuctemsl. B criyvae
npeBbILWeHNst 3TOro BpemeHn SMS-coobuieHne ByaeTt cumtaTbCs NPOCPOYEHHbIM.
Detanusauua nor-pavna — BbiNAgAKOWMUA CNMCOK MNO3BONSAET yKasaTb, Kakue
cBegeHnsa o paboTe cepBepa cuctembl ¢ SMS-npoBangepom COXpaHsTCs B NOr-
dhann:

— TonbKo oWWOKMU;

— OwnbKKu N npegynpexapeHus;

— Cnyxe6Hasa nHcgpopmaums;

— TpaccupoBkKa.

5. NonyyaTtenb SMS — naHernb cogepXuT Nons Ans BBoga Homepa TenegoHa 1 TeCToBOro
SMS-coobuieHus.
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6.

KHonku:

e OTtnpaBuTbL — KHOMKa OOCTYMHa nocrne 3aBeplueHuUss HacTponkn SMS-pacchbinku u
npeAHasHayeHa ansa otnpasku TectoBoro SMS-coobuwieHns Ha Homep TenedoHa,
yKkasaHHbI Ha naHenu MonyyaTtenb SMS.

e OK - npegHasHayeHa 4N COXpaHeHUs BHECEHHbIX Ha NMaHenu U3MeHeHun.

e OTMeHa — npegHasHayeHa A58 OTMEHbl BHECEHHbIX Ha NaHenm U3MeHeHUN.

Nopsaaok HacTpoukn SMS-pacchinku Yyepe3s SMS-npoBanaepa:

1.

3anyctute «leHmp ynpaeneHusi» W nepengute Ha BkNagky Hactpowuka
SMS-paccbinku.

. YctaHoBMTE nepekntovatens Bblbop cnocoba paccbinkm SMS B nonoxeHue

SMS-npoBangep.

.Ha naHenn Hactpouku SMS-npoBangepa C nNOMOLLbIO BbiNagaroLlero cnmcka

SMS-npoBangep BbibepuTe npoBangepa, YCNyru KOTOPOro MCNONb3ykTca Ans
oTnpaBkn SMS-coobLeHn.

. B nonsx Nonb3oBaTtenb 1 MNaponb ykaxute nMA 1 naposib 4OCTynNa K y4eTHOW 3anucu,

noslydyeHHble nNpu perucTpauum ot nposangepa. B none Uma otnpaButens seegute
nms, kotopoe byaeT ykasaHo B SMS-coobLeHusx.

.Mpn  HeoGXOOMMOCTM  M3MEHUTE  OOMNONHUTENbHbIE  MNapameTpbl  HACTPOWKK

B3aMMOAENCTBNA cepBepa cucteMbl ¢ SMS-npoBangepom Ha naHenn HacTpouku
cepBepa cuctembl PERCo0-S-20.

. na npoBepkn npaBuribHOCTN HacTpoek SMS-paccoeinkn Ha naHenu NMonyyatens SMS

BBeAUTE HOMep TenedoHa, Ha KoTopbIn ByaeT oTnpasneHo TectoBoe SMS-coobLueHune.

. Ansi coxpaHeHUsi BHECEHHbIX N3MEHEHMI HaxMuTe kHomnky OK.

8. Haxmute kHonky OTnpaButb. [lpyn KoppekTHoM HacTponke SMS-paccbinkm Ha

yKkasaHHbin Ha naHenu Monyyatenb SMS Homep TenedoHa OyaeT AoCTaBNEHO
TecToBoe coobLleHme.

10.4. HacTponka napameTpoB cepBepa UHTerpauum

Moaynb CepBep uHTerpauuu npegHasHayeH Ang WHTerpaumm CUCTEMbl C UHTEPHET-
pecypcom «ONEKTPOHHbIN AHEBHUK» (1dnevnik.ru) unm aHanorndHeiM. VIHTerpaums naet
BO3MOXHOCTb POAMTENSM NPOCMaTpMBaTh Ha CanlTe He TOSbKO OLEHKM CBOUX AETEN, HO U
AaHHble O BpeMeHn npuxoga M yxoga pebeHka u3 wkonbl. [JaHHble O npoxogax B
aBTOMaTU4eckom pexunme nepegatotca us b cuctemsl B B[] nHTepHeT-pecypca.

[na HacTporkM napaMeTpoB WHTErpaumm 3anyctute moaynb «ljeHmp ynpaeneHus
cepeepa uHmezpayuu PERCo-S-20 Lkona». OTkpoeTcsa okHO HacTponka napameTpoB
cepBepa UHTerpauuu:
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'* Hactpoiika napametpoe cepeepa wHTerpauyuy, Bepoua: 2,9.8.0 d

Cepeep WHTEMpauWK PERCo-5-20 HacTpofika caiTa MHTEerpaumu
AOPEC CAATE MHTEMpELMI
DCTEHOEMTE |
Twn zanycka Horep nopTa
®4sr0
() BpyuHym I8 nonez0EaTENA

() 0TENMYeHD | |

@ Mapone NoL30B8TENA
Bxon e cucTemy :

HacTpoMky CepEepa MHTEMPanMH

(®) C CMCTEMHOMA YHETHOR 3aMMCkEH
Bpema BoccTaHOBNEHMA COEOMHEHMA [CEK.)

DPEISFIELLIMTI: E38HMOOSHCTEWE C pagoduM CcTanomM

() C yuaTHOR SanucsH
Fazmep nakeTta AgHHEIX (ME)

CeTee0l WHTEpdeic

|(Elb|EiMpaeTc:=| CHMCTEMO) v|

Hormep nopTa

E @
ChY
Ok OTrMeHa @ : (0] 4 OTHEHA

FlcnonHaemelid gain ChProgram Files (x86\FPERCo\FPERCo-3-20 pacwypenHoe M0 Wrona+Serverl Tk.exe -5
Cepeep WHTErpauMK PERCo-5-20 paSoTaeT B WTATHOM pEXMME.

1. MaHenb CepBep uHTerpauum PERCo0-S-20 cogepxuT:
e OcTtaHOBUTL/3anycTUTb — KHOMKa MO3BONSAET OCTaHOBMUTL/3anyCTuTb CcepBep
nHterpaumm. CocTosHUs cepBepoB 0TOBpaXkaeTcsa ¢ NOMOLLbI MHAMKATopa cnpasa

OT KHOMKM: / E| — cepBep cUcTeMbl 3anyueH / oOCTaHOBIEH.

e Twun 3anycka — nepeknoyaTtesb No3BOJSET YCTAaHOBUTL cnocob 3anycka cepsepa
MHTerpaumu:

— ABTO — cepBep OGyaeT 3anywieH aBTomaTtmyecku npu 3anycke OC.

— Bpyu4Hyto — cepBep 3arnyckaeTcsl Bpy4HYH C MOMOLLI0 KHOMKM 3anyCcTUTb.
— OTKNO4eHOo — 3anyck cepBepa HEBO3MOXEH.

2. Manenb HacTpomnka canTta MHTErpaumm coaep>XuT:

e Appec canTa uWHTerpauum —none And BBOAA agpeca WHTepHeT-pecypca, C
KOTOPbIM OCYLLECTBMASETCA MHTerpaums.

e Homep nopTa — cyeTUMK NO3BOSISIET yKa3aTb CETEBOW MOPT cepBepa MHTerpauuu,
Yyepes KOTopbIN ByaeT OCyLEeCTBNATLCS CBA3b C UHTEPHET-PECYPCOM.

e WmA nonb3oBaTtens —rnone And BBOAA HasBaHWUSA Yy4YeTHOW 3anucu (rorvHa)
A0CTyna K UHTEPHeT-pecypcy.

e [laponb nonb3oBaTensa — none 45 BBoAA Napons 4ocTyna K UHTEpPHET-pecypcy.

3. Mepekntoyatens Bxoa B cuctemMy no3sonseT BolbpaTb Y4ETHYIO 3anncb Nonb3oBaTens
OC, oT umeHn koToporo OygeTt 3anyckaTbCsa cepBep WHTerpauuun. [Ons KoOppekTHOWM
paboTbl cepBepa HeobxoamMmo, 4Tobbl NMonb3oBaTento Obinv BbldaHbl MOMHbIE NpaBa
agmuHuctpartopa [K.

e C cucTteMHOM Y4eTHOM 3anNUCbIO — 3anyCK CEPBEPOB OCYLLECTBNAETCHA OT UMEHU
BCTPOEHHOM y4eTHON 3anucu agMmmHuctpatopa [K.
e C y4yeTHOM 3anNUCbK — 3anyCK CEPBEPOB OCYLLECTBNAETCA OT MMEHU YKa3aHHOW
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y4yeTHou 3anucu. [Ina Bblbopa y4eTHOM 3anucu HaXKMUTE KHOMKY _I OTkpoeTcs
OKHO BbIOOp nonb3oBartens:

Cnu1cok. goMeHos

| Fo v | Momcr

Crnmcok I'ID.I'II:u3DEIETEJ'IElT1
& AdministratorlBuilt-in account: for administering the computer /domain]

G GAE
&b Andre

Y=
L BAG

Ok OT1MeHa

4. NManenb HacTpomnka cepBepa MHTErpaumum CoaepXKuT:

e Bpems BoccTaHOBneHusi coeAuMHeHUs1 (CeK) — CYETYMK MO3BOSIIET YCTAHOBUTb
MUHUMarbHbLIN BPEMEHHOW MHTepBan Mexay MOMEHTOM pas3pbiBa CBA3W cepBepa
WHTEerpaumm ¢ UHTEPHET PeCypCcoM 1 NOMbITKOW €e BOCCTaHOBIEHNS.

e Pa3smep naketa AaHHbIX (MO) — cHeTUMK NO3BOMSET YCTAHOBUTb MaKCUMaIbHbIV
pa3mMep naketa JaHHbIX.

e CeTeBon MHTep¢enc — packpbiBalOLWMNCS CMMCOK MO3BONSAET YyKa3aTb CEeTeBOW
NHTepenc cepBepa NHTerpaumm, ¢ KOToporo ByaeT OCyLeCTBNATLCHA NOAKIIOYEHNE
K UHTEPHET pecypcy.

e Homep nopTa — c4HeTUMK NO3BONSIET yKa3aTb CETEBOW MOPT cepBepa MHTerpauuu,
Yyepes KOTOPbIN OCYLLECTBISAETCH COeANHEHNSI C UHTEPHET-PECYPCOM.

5. KHonku:
e OK — npegHasHaveHa Ansi CoOXpaHEHNS BHECEHHbIX B OKHE M3MEHEHUH,
e OTMeHa — npegHa3HadeHa Afnsi OTMEHbl BHECEHHbIX B OKHE M3MEHEHUN.
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11.

Cnyx6bl cuctembl

Mocne yctaHoBkM Ha MK Moaynen cuctembl ang obecneyeHnst nx paboTbl, Npu 3arpyake
OC gomkHbl aBTOMaTMYECKN 3anycKaTbCA COOTBETCTBYIOLLME CINYXObl.

BHumaHue!

5% Banyck, ocTaHOBKA W HACTpOMKa aBTOMaTMYeCKOro 3arycka Cryx6 BO3MOXHa

TOJSIbKO NPY HanNu4yum npas agMmuHucTpartopa K.

Ana npocmoTpa 3anyuweHHbIX cnyxb HaxmuTte nocneposatensHo: MNMyck > Hactpouka >
MaHenb ynpaBneHusa, 3atem AamMuHucTpupoBaHue > Cnyxbbl. OTKpOeTCA OKHO
CnyxoObi:

CyoxcBe =5 O x

®aiin  Jeiicteme Bug  Cnpaeka

e | FH o=z HEl »>»m 0

Wws

=
Onwcanue CocToaHne Twunzanycka  Bxog oT nMeHn

=) .Cepeep web-goctyna npozpaunore 3pzHua PERCo-5-20 ObBecneunsaer paboty web-goctyna gna npospaunore 34anma PERCo-5-20  Beinonwaerca  Astomarwu. Slokanenas cucrema
&} .Cepeep snaeonoacncremel PERCo-5-20 OBecneynBacT 3ankck W BoCNponsBegeHmne sndeonHdopmaumn PERCo-5-20 Astomatiy..,  JlokaneHas cucTema
-5 .Cepeep nwnterpaumn PERCo-5-20 Wrrerpupyet cuctemy PERCo-5-20 & gpyrue cucTeme: Beinonuaerca  Astomatud.. [lokaneHas cucTema

5 Cepeep whTerpaumn ¢ Buomerpnueckoii cncremoi SUPREMA PERCo-5-20 OBecneuneaet nogaepaiy BUCMETPUHECKIK KOHTROANEPOE Agtomamiu..,  SlokaneHas cncrema

epeep cucTensl PERCo-5-20 Kontponupyer paoty cuctemel PERCo-5-20 BeinoanAerca  Astomatvd.,. flokaneHan cuctema
EpEWC asTomaTUYeckoro obHosnenns PERCo-5-20 ¥npasnaeT asToMaTMYECKM 0BHoBneRnen PERCo-5-20 Otknrovena  flokanenas cuctema

%) Cepenc reneparopa otuerce PERCo-5-20 ¥npasnaer renepatopom otuetos PERCo-5-20 Omcnrouena  Jlokanenan cncrema

, Paclumpentbii ?\CTaHﬂ,apTHblﬁ

C MoaynAaAMn CUCTeMbl yCTaHaBITMBalOTCA cneayrLuimne CJ'Iy)K6bII

«Cepsep cucmembl PERCo-S-20» — cnyxba obecneunBaeTr paboTy cepsepa
CUCTEMbI. YCTaHaBnmBaeTcs ¢ moaynem CepBep cUCTeMbI.

«Cepsuc asmomamuyeckoao obHoeneHuss PERCo-S-20» — cnyxba obecneuvBaeT
BO3MOXHOCTb 2BTOMAaTU4EeCKOro OOGHOBMNEHMST KOHCONMW YyNpaBfieHuss U cepBepa
BuaeonoacucTemMbl. YctaHaBnueaetca ¢ moaynem KoHconb ynpaBneHus. [ns
paboTbl cnyxbbl Heobxoaum cTaHO4apTHbIM KOMMOHEHT MS Windows «Crnyx6bi
mepMuUHarnos».

«Cepsep sudeornodcucmembl PERCo-S-20» — cnyxba obecneynBaet paboty
cepBepa  Buageonoacuctembl.  YcTaHaBnuBaetcs ¢ mopynem  CepBep
BMAEONOACUCTEMDI.

«Cepsep uHmeezpayuu PERCo0-S-20» — cnyxba obecneumBaeT paboTy cepBepa
NHTErpaLmmn.

«Cepeep uHmeepauyuu ¢ buomempuyeckolti cucmemoti SUPREMA PERCo-S-20» —
cnyx6a obecneumBaeT NoAAepP)KKY BUOMETPUYECKNX KOHTPONEPOB.

Kpome atoro, Ha MK ¢ ycTtaHoBneHHbIM cepBepom cucteMbl Ans obecneveHms pabotel ¢ B
AOIMKHbI ObITh 3anyLeHbl cnyx6bl CYB/[] Ha 6a3e SQL cepsepa Firebird. Cnyx6bl 4OCTYNHbI
nocne ycraHosku moayns Cepsep b[:
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12. XypHan cobbiTun Windows

NHdopmaumsa o paboTte cnyxb cuctembl goctynHa B XypHane cobbitmn Windows. [nsa
npocmMoTpa  COObITUA  HEoBXOOMMO  OTKPbITb  NaHenb  ynpasnexuus  Windows
Myck > Hactponka > MNaHenb ynpaBneHus, 3atem AaMunHuctpupoBaHue > lpocmoTp
coobiTuKn. OTKpoeTcs okHO MpocMoTp cobbLITUM:

{2 MpocmoTp coBermuii = O x

Tain  [Jeiictsme  Bug Crpaska

&= 75 H

:5- HacTtpaneaemele npegcTagneHms - ™
a KypHane Windows pOEEHE [ata u epema MecTounuk
W _ HypHane! npuaoskeHni v cnyxb 'ii:'CEEﬂ,EHHH 21.09.2018 %:1%43 zs1 TkService
'.—| Doctor Web "j:' CeeaeHnA 21.09.2018 %:19:34 =51 TkService
] Internet Explorer (i) Ceegenna 21.08.2018 9:1%:31 bs17kService
fs] Media Center '@' OwmmbBra 21.09.2018 9:10:02 ss17kService
| Microsoft i Owmbka 21,09.2018 9:10:02 ss17kService
{&] Microsoft Office Alerts (i) Ceegerna 21.09.2018 9:08:54 5o TkService
& Microsoft Office Diagnostics i Owmbka 21,09.2018 9:09:44 is17kService
i Microsoft Office Sessions (i) Ceeperna 21.09.2018 8:00:43 vs1TkService
{ ﬂ EEEES;ﬁSriﬂ X ” (L MpegynpexaeHune 21.09.2013 9:03:43 v51?k5er*.ric§ w

Onsa npocmoTpa cobbiTuin cnyxb cuctembl BblibepuTe B NEBOM YaCTU OKHa XypHan
PERCo-S-20. B pabouyenn obnactm okHa ©OygeTr [ocTyneH ChUCOK COoOBLLeHMN
cooTBeTCTBYlOLWEN Cry>KObl. B cTonbue MCTOYHUK yKka3zaHO HanmMeHoBaHue Cryxobl:

e ss7kService — «Cepsep cucmembl PERCo0-S-20».

e aul7kService — «Cepsuc asmomamuyeckoeo obHoseneHus PERCo-S-20».

e vsl7kService — «Cepsep sudeoroocucmembl PERCo-S-20».

e wsl7kService — «Cepsep web-0ocmyna rpo3paqyHo2o 30aHusi PERCo-S-20».
e rpl7kService — «Cepsep ceHepamopa omyemos PERCo-S-20».

CobbiTns cnyx6 cepsepa Firebird pocTynHbl B XXypHane MNMpunoxeHune.
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13. YcTaHOBKa gpanBepa KOHTPOJSIbLHOro CYUTbIBaTENs

lpumeyaHue:

Mpn  NOAOKIOYEHUM  KOHTPOSIbHbIX  CYUTbLIBATENerM KapT [ocTyna cepun
PERCo0-IR05.x, PERCo-IR08.x «k USB-nopty [lIK moxeT noTtpeboBaTbca
YCTaHOBUTb [JOMOMHUTENbHLIN AparBep. dann apxmBa C [parviBEPOM MOXHO
3arpysuTb ¢ canta komnaHun PERCo, pacnosioXXeHHOro no agpecy Www.perco.ru,
n3 pasgene InaBHasa > loppepxka > lMporpammHoe obecne4veHue. [locne

ckaumBaHusi bann apxmea HeobxoanMMo pacnakoBaTb.

[ns ycTtaHoBKu gpanBepa:

1. Boibepute nocnegoBaTenbHO:

NMyck > Hactpouka > [laHenb ynpaBneHusa >

AaMmuHucTpupoBaHue > YnpaBrneHue komnbroTepoM. OTKpoOeTCa OKHO YnpaBreHue

KOMMNbIOTEPOM:
A YnpaeneHne KOMNBIOTEROM
JefcTEne

Dain Bug Cnpaeka

o= rHEE HR B RXE

O X

A ¥npaeneHne komnbtoTEpoM (NoKaNEHBIM)
v [[} CnyxeBHele nporpammel
@ MnaHnpoBLLME 3a83HWA
MpocmoTtp cobeimri
2| OBbwme nankn

' MNokaneHele nonszoEaTENN M rpyINE

l;_%il MNpowzecanTensHOCTE
A [IcneTyep ycTpoRCTE

v 55 3anoMUHAaHLME YCTPOWRCTES
=7 ¥YnpasneHwe guckamm

—
YA

v CnyBbl M NpUNOXEHUA

<

™
L
o

e I |

ﬂ., CYD » CO-ROM AMcKOECAE

“ig IDE ATAJATAPL KOHTRONNERE

- B BuaeoaaanTepel

i AMCKOBRIE YCTPOACTEA

-3y 3BYKOBBIE, BMAED H HIPOBLIE YCTPOMCTES
s K naeraTypel

-1M KoMneroTep

FoHTponnepel USE

“em KoHTponnepe! rHBKH: AMCKOE

- MoHHTOpE
E{ MEILLH H HHBIE YEA3bIESHIWME YCTPORCTES
1 ? MopTel (COM M1 LPT)

!5 ECP-nopT nprHTEpa (LPTL)
151 UsB Communications Paort (COMS)
- ~' MocneaosaTensHer nopT (COM1)
? MocneaoEaTeENEHEIA NopT (COME2]
]D Mpoueccopel

F--- "E CETEERIE a4anTepkl

i

=1

- B8 CHCTEMHBIE YCTROHCTES

2. B neBom 4actu OTKpbIBLUErocsi OKHa BblbepuTe nyHKT [Oucnetyep yctpoucTB. B
paboyen obnactn okHa nosiBuTCA cnmucok yctponcts MMK.

3. Hangwnte B cnucke MopTel (COM u LPT) n gBaxabl HaXXMUTE 1IEBOW KHOMKOW MbILLW Ha

yctporictee USB Communication Port. OTtkpoetcs

Communication Port.

okHo CsomuctBa: USB

4. B OoTKpbIBLLEMCS OKHE NepenauTe Ha Bknagky ApanBep:
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CeoncTea: USB Communication Port (COMS) >
OBwwe [MMapametpeinopra [palieep Ceegerma  CoBemas Pecypekl

-~ MocnengoeaTensHelE nopT (COMT)

MocTaswwk gpafisepa:  Microchip Technology, Inc.

[aTta paspaboTiu: 11.03.2010

Bepcwua ppaieepa: R.1.26800.2

Lnoposan nognvck: Mizrochip Technology he.
CeensHWA MpocmMoTpeTs CEEAEHWA 0 halinax

YCTaHOE NEHHBL ApafBEpOE.

OBHOBWTE opadBep DfHOBUTE apaiBep 4nNA 3Toro yoTpoRCTEE.

Ecrm yotpoiicTeo He pafoTaeT nocne
Cmamme ofHOBNEHWA OpaifiEepa, 0TKaT
BOCCTAHAEMNMBAET NPEXHWIA OpafEEn.

InoUnTE YCTRORCTEE  OmniounTe VETRORCTEOD.

¥nanuTe 3To YCTPOACTBD WS CUCTEME! (ONA

YnanTs yeTpoficTeo OMEITHEL NONE30BaTENSR).

oK CmaenHa

5. Ha Bknagke [AdpanBep Haxmute kHonky OOHOBUTL. bygeTr 3anyweH Macmep
0bHoereHusi obopydoeaHusi, BUL, KOTOPOro 3aBMCUT OT Bepcun yctaHoBneHHon OC.

6. Cnenys ykasaHusiM macTepa OOHOBMNEHNS YKaXXMTe MeCTO pacrnorioXeHus apanBepa Ha
AVCKe KOMMbIOTEPA U YyCTaHOBUTE ApanBep.

7. B cnyyae ycnewHon ycTaHOBKM [JpanBepa AaHHble Ha Bknagke [pavBep OkHa
CsouctBa: USB Communication Port 6ygyT nameHeHol. B ctpokax [lata pa3pabotku
n Bepcus gpanBepa nosasmtca MHopmMauus ob ycTaHOBAEHHOM Apansepe:

CeoncTea: USB Communication Port (COMS) X
O6wwe [apametpuinopra [pafsep (Csepetmna CoBwmn  Pecypesi
e MocneposatensHes nopt (COM1)
MNocTasuww ppaiisepa:  Microchip Technology, Inc.
[aTa paspabomM: 06122012
Bepcwa npafsepa: 51.2600.7
Lmposan nogrmcs: Microchip Technology Inc.

| CeensHua | MpocmoTpeTs caeperMa o Gainax
YCTaHOBNEHHLO! ADANBEp0E.

OBHoBuTL ApaifiBep OBHosmme ppafisep Ang 3T0M0 YCTPORCTEE.

Ecm yotpoficTeo He pafoTaeT nocne
Orkamme of+HoBneHMA opafiBepa, 0THaT
BOCCTaHaBNMBaET NDEXHWA OpafBep.

JTKMIOUMTE YCTPORCTEY (i neowsiTe yCTRORCTEO.

Y namnMTs 3T0 yCTPORCTBO U3 CUCTEMBI (AnNA
Yoanuts yeTpoicTeo ONBITHLI NONE30BaTENSA ).

oK Ommena
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14. CocTaB BugeonoacucTemMbl

Buaoeonogcuctema coctout u3 kamep HabnwogeHuda, APM onepaTtopoB M OgHOro wmnm
HECKOSbKMX NPOrpaMMHbIX CEPBEPOB BUOEOHAONOAEHMS.

B cucrteme wmoryt ucnonbsoBaTtbCcs |P-Bugeokamepbl U aHanorosble BUAEOKaMepbl,
noagknioyeHHbole K |IP-BngeocepBepam. [loggepxumBaetcs paboTta kamep B KadyecTse
NEeTEKTOPOB ABMKEHUA.

[ns 3anucu Bngeoapxmea gaHHbIX, NosfiydaemMblx ¢ IP-Bngeokamepsl n IP-Bngeocepsepos,
HeobXxoaMMO YCTaHOBUTbL cepBep BuaeonoacmuctemMol. Cepsep BUAEONOACUCTEMBI NO CETU
Ethernet npon3BoauT 3anmcb C KaMep BUaeonoacucTeMbl. 3anmcb HAYMHAETCS NO KOMaHae
onepatopa unun O. B cucteme MoxeT ObiTb YCTaHOBNEHO HECKOSIbKO CEpPBEpPOB.
YnpaBneHne cepBepoM BUAOEONOACUCTEMbI U co3gaHue annoB BUOEOAPXMBOB
npousBoanTca 13 moayns «LjeHmp ynpaeneHus eaudeonoocucmemMou».

MoaknoyeHne kamepbl K TOMY UMW MHOMY CEPBEPY, a TakkKe HacTpoilka napameTpoB
Kamepbl, NPOM3BOANTCS B paclUMpeHHOW Bepcumn pasaena «KoHghuaypamopy.

B cocraB BuageonogcuctemMbl BXOOAT criegytowme KOMMOHEHTbl U NPpOrpaMMHble MOAYNN,
obecneunBatome paboTy cMCTeMbl C Kamepamn HabnaeHWs:

e «lenmp ynpaeneHusi sudeonodcucmemoli» — KOMNOHEHT, NpeaHa3Ha4YeHHbIN s
ynpaBneHus cepBepom BuaeonoacmctemMbl 1 hannamm Bugeoapxmea.

e «BudeoHabnodeHue» — wmoaynb [10O, npegHasHayeH p[nst opraHudauun APM
onepartopa BugeoHabnoaeHns. Mogynb no3sonset otobpaxartb B pexume peanbHOro
BpEMEHN BMAEOMHGOPMALMIO C Kamep HabniogeHns u npocmaTpuBaTb BUOEOAPXUB
kamep. BuageonHdpopmauus ¢ kamep nepegaeTcs HeNocCpeaCcTBEHHO B MOAY b. 3annchb
B dhopmaTe NOTOKOBOro BMAEO BeaeTcs no komaHae onepatopa unu MO.

o «Kamepa CKY/[» — KOMNOHEHT BMAEONOACUCTEMbI, MO3BONAKOLLNA NPU NPeabABIEHNN
KapTbl [OOCTyNa CyuTbiBaTENO NPOM3BOAUTL ABTOMAaTUYECKYlD 3anncCb C KaMepbl,
CBSA3aHHOM C 3TUM cuuTbiBaTeneM. Kamepa ycraHaBnmBaeTCcAa B TOYKE nNpoxoaa Taknum
obGpa3om, 4YTO B e€e nofe 3peHus nonagaeT MecTo npeabsiBNeHus KapT gocTtyna
cymTbiBaTEN. KOMNOHEHTOM MOryT ObiTb MCMNOMBb30BaHbl TOMBKO TE€ Kamepbl, ANns
KOTOpbIX ycTaHoBneH napameTp Ucnonb3oBaTb, kak kamepy CKYA. [nutensHOCTb
3anuncu onpeaensieTcs napameTpom Bpems npegsanucu gna kamep CKYN.

e «Bepudgpukayusi» — mogynn O, npegHasHayeHbl Ana opraHnsaumm APM onepatopa
cnyx6bl 6esonacHocT. Moaynu No3BONSAT YCUNUTL KOHTPOSMb AOCTYNa Yepes3 TOYKU
npoxoda, 3a CYeT npoBedeHMs onepaTopoM npoueaypbl Bepudukaumu. [pu
opraHuMsauumn To4YeK Bepuukauum [OCTyNHa BO3MOXHOCTb MCMOMb30BAHUA Kamep
Bugeonoacuctemol. BugeonHdopmaums ¢ kamep nepegaeTcs HeENnoCpenCTBEHHO B
Moaynb.

BHumaHue!

Cnuncok nogaep>xmBaembix BUOEONOACUCTEMON Kamep HabnwaeHus npeacTtaBreH
Ha cante komnaHun PERCo, no agpecy www.perco.ru, B pasgene naBHas >
Mpoaykumsa > KomnnekcHble cuctembl 6e3onacHoctn > Bupeokamepbl. [1ns
noaaepXkn HeKoTopblX MoAeren kamep Tpebyetca ycTaHOoBKa OOMNOSMTHUTESNbHbIX
ApanBepos.
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15. KoHdurypupoBaHue BugeonoacucTemMbl
BHumaHue!

“=2 MMepen NpoBeaeHNEM KOHMUIypaLmm:
e YcTaHoBUTE HEOOXOOAUMbBIE ApaVBEPLI AN KaMep;
e YbGegutecb, 4TO cepBep BWOEONMOACUCTEMbI W KaMepbl HabnwaeHus
noakntoYeHbl kK cetn Ethernet n paboTtaloT B LUTATHOM pexnme.

[Mpwn HacTponke BuOeonoLCUCTEMbI NPUAEPXKMBANTECH CrefyoLen nocnegosaTenbHOCTH
JENCTBUN:

1. Y6eantecb, 4tO YycTtaHoBneH moayns CepBep BuaeonoacuUcTeMbl M 3anylleHa
COOTBETCTBYOLWas cnyxba.

2. 3anyctute «ljeHmp ynpaeneHusi eudeonodcucmemMol», NepenanTe Ha BKNagky
BuoeoapxuB v cosgante xoTs Obl oguH dann Bugeoapxmsa.

3. 3anyctute «KoHcosnb ynpaesieHusi» v nepengute B pasgen «KoHguaypamop» v
npon3eenuTe NoOUck Heob6xoaMMOro YCTPONCTBA.

4. lNpoussegute HaACTPOWKY MapamMeTpoB BuaeonoacuctemMbl M kKamep. [Ona atoro
BblAennTe yCTPOUCTBO B paboyer obnactu pasgena v Ha Bknagke MapameTpbl naHenu
HaCTPOWKM NponsBeanTe HeobxoaMMble N3MEHEHNS.

5. ina pobaBneHns HangeHHbIX YCTPOWCTB B KOHGUrypauuio CUCTEMbI BblAenuTe B
paboyelt obnacTu pasaena BUAEOMOACUCTEMY U HaxmuTe kHonky & [MMepepaTb
napameTpbl Ha NaHenu WHCTPYMEHTOB pasgena. B yctponctsa 6yayT nepegaHbl
3aflaHHble napameTpbl KOHpurypaumn. B cnyyae ycnewiHom nepeaaun napameTpos B

yCTpOI/ICTBa 3HaA4Kun @ B CMMCKe OOBbEKTOB 3aMEHATCS HA 3HAYKN {'-' N, COOTBETCTBEHHO,
anda sugeonoacnucTteMbl U KamMmep.

6. Npun HeobxoanmocTn NnponsseauTe HacTpPoKrKy noacuctemol «Kamepbl CKY/».

15.1. Tlouck ycTpouCcTB BMOEONoaCUCTEMbI

ABTOMaTU4YeCKUU NOUCK YCTPOUCTB BUAEONOACUCTEMbI

1. Ana npoBegeHns aBTOMATUYECKOrOo Mnomcka B CETU BWOEONOACUCTEMbI M Kamep
HabnogeHUss Haxmute kHonky & [MpoBecTM KOH(Urypaumio Ha naHenw
NMHCTPYMeHTOB pasgena. OTkpoeTcsi OkHO Bbibop ceTeBbIX MHTEepdhencoB:

Bribop ceTeBbix HTEpdERcoB n

i BuiSepure ceTesbie nHTepdeiichl, N0 KOTOpEM BYAET NPOHEE0OMTLOH NOWEK YCTPORCTS.

[Manazoq NouoKa YCTpoicTs

i Aapec NoaceTH Macka nogceTH

|

| |:| 10.0.0.0 255.0.0.0 IP-aanfrﬂqana.quana?uHa

[ 172.17.0.0 255.255.0.0

i

i [P-anpec KoHLA AWanasoHa

i

[

| < > [:ll'k:nﬂx TONLKO BHYTPM OQMana3oHa

KoHTponnepsl A0CTyNa M perncrpaus, KBO, MTEON
N paiBepsl Wnenba
i BraeonofcicT eMsl

BroMeTpHYeCKHe CHCTeMbl SUPREMA
OK OTMexa
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2. B OTKpbIBLLEMCA OKHE OTMETbTe MNOoACeTU, B KOTOpbiXx OyaeT npou3BedeH MnoucK
YCTPOWCTB UK BOCMNOSb3YMUTECh NaHenbto [lnana3oH noncka yCTpomMcTB. YCTaHOBUTE
dnaxok Bugeonoacucremnbl. Haxmute kHonky OK. o OKOHYaHMM Noucka OTKpoeTcs
OKHO KoHcpurypaTop Co CMCcKOM HanaeHHbIX YCTPOMWCTB:

Kondumrypatop

YCTPOWCTED IP-anpec  |CocTomHue WMHhopMaLwa
EENE et e 172 17.0.110 B HailneHo HoBoe ofopyooBaHWE,
BuaeonoacucTema 172.17.0.25 ajL HaitneHo HoBoe ofopyooBaHWE,
BuneononoucTema | 172.17.1.147 . HaitneHo HoBoe ofopyooBaHWE,
BuneononoucTema | 172.17.0.227 B HailneHo HoBoe ofopyooBaHWE,
BupeononoicTema | 172.17.1.138 B HailneHo HoBoe ofopyooBaHWE,
BuaoeononcicTeMa 172.17.0,89 B HaitneHo HoBoe ofopyooBaHWE,
BuaeononcicTeMa 172,17.0,50 5 HaitneHo HoBoe ofopyooBaHWE,

Ok MevyaTtb

B oTkpbiBwemcs okHe HaxmuTe kHonky OK. Bce HampgeHHble ycTpowictBa 6yayT
AobaeneHbl B paboyyto obnactb pasgena n OTMeYeHbl 3Ha4YkaMm o

3. Ecnn kakoe-nnbo M3 HangeHHbIX YCTPOMCTB HEOHXOOMMO UCKNIOYNTL U3 KOHUrypaumm,
TO BblgenuTe ero B paboyen obnactn n HaXXMmTe Ha NaHeNU MHCTPYMEHTOB pasfena

KHOMKY % UcknounTb n3 KOHcurypaumun. BoigeneHHoe ycTponcTBo byaeT NCKNIoYeHO
N3 KOHUrypaLumum n 0TMEYEHO 3HaYKoM .

Mouck Bugeonoacuctemsl no IP-agpecy

Ecnn Bngeonoacuctema He 6bina HarvaeHa Npy aBTOMaTM4Y4ECKOM NOUCKE, TO Npomn3BeanTe
ee nouck no IP-agpecy MK, Ha koTopom ycTaHoBneH moaynb CepBep BUAEONOACUCTEMDI.
[ns aToro:

1. Ha naHenu MHCTpPYMEHTOB pa3saena HaXXMUTe KHOTKY # [Nob6aBuTbL HOBOE YCTPOMUCTBO.
B HuxHen yacTtn okHa oTkpoeTcs naHens MNMouck no IP-agpecy:

Mowck no IP-anpecy

KaTeropus BuasonogoMcTeMsl W
IP-anpec | 172,17.0.227
@ HaliTi

2. Ha oTkpbiBWeNcs naHenu B Bbinagawwem cnucke KaTteropusa BbibepuTe MyHKT:
Bupeonoacucrtemsil.

3. B none IP-apgpec Beeaute |IP-agpec K, Ha koTopom ycTtaHoBneH moaynbs CepBep
BuageonoacuctTemMbl. Haxkmute Ha naHenu CTaBLUyHO NPU 3TOM akTUBHOW KHOMKy HanTtu.

4. lo oOKOH4YaHMM roucka oTKpoeTcs OKHO KoHdurypatop CO CNUCKOM HaWAeHHbIX
ycTpoucTB. B oTkpbiBLIEMCA OKHe HaxxmuTe kHornky OK. HangeHHas Bugeonogcucrema

Oynet pobasneHa B paboyyto obnacTtb pasgena u oTMevyeHa 3Ha4ykoM @
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Mouck kamepbl noaaepxusBarowmx ctraHgapt ONVIF

Ecnu noagkntoueHHble kamepbl nogaepxuatoT ctangapt ONVIF, To npousBeanTe nouck
kamep, nogaepxmeatowmx ctaHgapt ONVIF.

NMouck kamepsl no IP-agpecy

Ecnn kamepa He Gbina HangeHa npyM aBTOMaTMYECKOM MOUCKE, TO NPOU3BEOUTE €€ MOUCK
no IP-agpecy. ina atoro:

1. B pabouen obnactn pasgena BblaenuTte BMAEOMNOACUCTEMY, B KOTOPYK Heobxoaumo
[06aBUTb KAMepy N HXXMUTE KHOMKY #| No6aBuTL HOBOE YCTPOMCTBO.

2. Ha nanenu MNMowuck no IP-agpecy B Boinagatowem cnucke Kateropms BoiGepuTte NyHKT:
Kamepbl 1 BugeocepBepa Bugeonoacuctembl. Ybeantecb, 4yto B none IP-agpec
ykasaH |IP-agpec K, Ha koTopom ycTaHoBneH moayns CepBep Buaeonoacuctemnl. Ha
naHenu cTaHeT AOCTynHa Bkrnagka [lobaBneHne BUAeoyCcTponucTBa.

3. Mepengute Ha Bknaaky lobaBneHMe BUAEOYCTPOUCTBA:

Mowck no IP-agpecy  Jof@EneHue BuoeoycTpoACTES

CriAco Ainking al7310 o

IP-agpec  |172.17.0.236 |

E} NobaenTe

4. B Bbinagatowiem cnmcke CnMcok Bbibepute Moaenb MCKOMOW Bugeokamepsbl, B none IP-
appec BeeauTe ee IP-agpec. HaxmuTte ctaBLUuyo Npy 3TOM akTUBHOW KHOMKY [lo6aBUTD.

5. No okoH4YaHUKU noucka oTkpoeTca okHO KoHdpurypatop. B OTKpbIBLLEMCSA OKHE HaXMUTE
kHonky OK. HanpgeHHas kamepa Oynet gobasneHa B pabouyto obnactb pasgena u

OTMEeYeHa 3Ha4YKOM 6
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16. lMopknioyeHue Kamep, nogaepxuBarowmx craHpapt ONVIF

OkHo MeHemxep noucka u KoHdurypauum kamep (ctaHgapt ONVIF) seirnsgut
cregyowmmMm obpa3oM U COAEPXKUT NEMEHThI:

. [i Menemxep nowcka u kondnrypaunn kamep (crangapt OMNVIF)

om0 6

TNorun

v‘ ONVIF-] IPNCTHBZE-ONVIF (10.0. 100,
| ONVIF-IPNC TH32E-ONVIF {10.0. 100, |
V TP-LINK TL-5C3171 (10.0. 100, 140)
| IP kamMepa (169.254.83.125)
[11P kamepa (10.10.2.86)
[_|IP kamepa (169.254.189.121)

| IP kamepa (172.17.0.6)

d
Iamln—l 0 Kamepe

HacTpoiika TpesoHEIX coBbITHi

TMapaMeTpel NoToOKOBOr0 BHASD
MapaMeTpel CToM-Kaapa

TRNEESIR

Q

Mo ymon4aHuio  BuaeoHafinom BuneoHatinon: (oaHo okHO)  3anuce  BepudukaLma
NMpodwne  MainStream - Buaeo: H264, 1280x720 b
4+  nofasuTs kanepy Epyuryo
Tpauncnopt |TCP ~ @
Monck Kamep :
@ Ok OTmera

1. MaHenb ABTOPM3aLms KaMepbl COAEPXKUT Nons ANA BBOAA €AMHbIX NorMHa 1 napons
AOCTyna K Kamepam.

2. MaHenb CNMUCOK KamMep COAEPXXNT CINCOK HANOEHHbIX Kamep.

C _ kHonka B 3arornoBKe MaHenu nossonser NPOM3BECTM NOBTOPHOE MOAKITIOYEHNE
K HaWOEeHHbIM KaMmepam.

[o6aBuTb Kamepy BPY4YHYHO — KHOMKa NO3BOMSET NPON3BECTM NOUCK Kamepbl NO ee
IP-agpecy.

Mouck Kamep — KHOMKa NO3BOMSAET 3aHOBO NPOM3BECTM MOUCK Kamep.

3. MaHenb cogepXxuT crneayroLme KHomnku ansa Beibopa otobpakaemon B paboyen
obnactn okHa nHdopmaLmm 0 Kamepe, BblAeneHHon Ha naHen Cnucok kamep.

C _ kHomKa B 3arorioBKe naHenu no3sosnsieT NMOBTOPHO MOAKMYNTLCA K Kamepe.

O kamepe — ans otobpaxeHus obwen nHopmaunmn o Kamepe.

Hactponka TpeBOXHbIX COObITUM — Ons Bblbopa coObLITUA, NepedaBaeMbixX
Kamepow, perucTpaums KOTopbiX COOTBETCTBYET perncrpauun cobbitna « Tpegoza»
B cUCTEME.

MapameTpbl NOTOKOBOro BUAEO — A HACTPOMKM NOTOKOBOrO BUAEO C KaMepbl.
[ocTynHbl cnegyowmne NHCTPYMEHTbI:

BuaoeookHo anga npocMoTpa BuaeonsobpaxkeHusi C KaMepbl B peXnMe pearnbHOro
BpEMEHU;

Mpocdunb — BbiNagatowmn cnucok And Bblbopa anroputMa cxatus
(BMaeokogeka) n pasmepa nsobpaxeHnsa NOTOKOBOro BUAEO C KAMeEpbI;
TpaHcnopT — BbiNagawLnn CNMCoK Bbibopa NpoToKona nepegayvm NOTOKOBOro
BNAOEO;

Ana PTZ-kamep, nogaepxmBarLlwmx yaaneHHoe yrnpasneHne, 40CTYMHbl KHOMKKU
ynpaBneHns OpueHTauuen M 3ymMOoM Kamepbl, a Takke none ansa Bbibopa
HanpaBneHust Kamepobl.

MapameTpbl cTON-Kagpa — 4519 HaCTPOUKM Npoduns cTton-kaap.

4. Paboyas obnacTtb OKHa.

5. KHonkn OK n OTmMeHa no3BonsoT 3aKpbiTb OKHO. MNpu HaxaTum kHonkn OK oTMeYeHHble
kamepbl 6yayT nobaBneHbl B KOHMrypaumo NoACUCTEMBI.
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Mopaaok noncka kamep, nogaepxusarowmx ctaHaapt ONVIF

[nsa noncka kamep, noggepxusatowmx ctaHgapt ONVIF:

1.
2.

3anyctute «KoHcosb ynpasseHusi» v nepenaute B pasgen «KoHguaypamop».

Ha naHenu WHCTPYMEHTOB pasgenia HaXMmuTe KHOIMKY o Ho6aButb HOBOeE
YCTPOMUCTBO. B HMXHEN YacTn okHa oTKpoeTcs naHensb NMonck HoBoro ycTtpomcTaa.

Ha oTkpbiBweKca naHenu B Bbinagawowem cnucke Kateropusa BbiGepuTe NyHKT
Kamepbl ctanpgapta ONVIF Bugeonoacucrembl. Yo6eautech, 4to B none IP-agpec
ykasaH |IP-agpec K, Ha koTopom ycTtaHoBneH moaynb CepBep BuAeonoacucTeMbl.
Haxmunte kHonky Mowuck. OTkpoeTcss okHO MeHemxep moucka M KoHdurypauumm
kamep (ctanpgapt ONVIF).

ABTOMaTU4Yeckn GyaeT 3anyLieH Npouecc noucka kamep, Mo OKOHYaHUW KOTOPOro B
OTKPbIBLUEMCSI OKHe Ha naHenn CnMCcoK Kamep MOsIBUTCS CMUCOK HaWOEeHHbIX Kamep.
O6patuTe BHMMaHWe, 4YTO Kamepbl, [OobGaBneHHble paHee B KOHdUrypauuo
BUOEONOACUCTEMbI, B CMMCKE He oToOpaxatTcsa. Kamepbl, ANs KOTOPbIX MNOAXOAUT
NOMMH W Naporib AOCTYynNa, ykasaHHble Ha NaHenn ABTOpU3aumsa Kamepbl, OTMe4YatoTcs
draxkamu, TO eCTb NPOUCXOAUT aBToOMaTHYeckas aBTopusauus.

Ecnn kamepa 6bina HangeHa, HO aBTOMaTUYecKas aBTopu3auusi HE npousoLuna, To
BblAenuTe 3Ty kamepy Ha naHenu Cnucok kamep. Ha naHenu ABTopusauus Kamepbl

BBeOWNTE BEPHbIE NOMMH N NapoJib AO0CTYNa K KaMepe, nocrie 4ero HaxXMmTe KHOMKY C B
3aronioBke naHenu Cnucok Kamep.

Ecnun kamepa He bbina HangeHa aBToMaTuyecku, To Ans novcka no IP-agpecy HaxmuTte
kHonky [lo6aBuTb kamepy Bpy4Hyr. OTkpoeTcst okHO [lo6aBUTbL Kamepy:

JoBaenTs kamepy >

ONVIF URI
|ht1:p:ff 10.0. 1. 127 forwif idevice_service]

emears

B oTkpbiBleMcs OkHe YykaxuTe |P-agpec uckomMon kamepbl U HaXMUTE KHOIKY
MpumeHuTb. OkHO [Jo6GaBUTL Kamepy OyaeT 3aKkpbITO, HAYHETCS MpOoLecc Moucka
Kamepbl. HangeHHasa kamepa 6ynet gobasneHa B CNMCok Ha naHenn CnMcok Kkamep.

Mpn HeobxoanmocTn Ang Bblibopa TPEBOXHbLIX COObITUI HaXXMUTE KHOMKY HacTpownka
TPeBOXHbIX COObLITMI. Paboyasa obnactb OkHa NpUMET cneayowmmn Bua;

Bee coSeimia CHETYIK Tpesosrse cobeiTia
= tns1:RuleEngine /CelMotionD. .. Bl tns1:RuleEngine,CelMotionD. ..
£ McrouHmk = fassme
- VideoSour... = j
’ [ IsMotion
+#- VideoAnal... frue
B Rule —
= NaHHee

=h- IsMotion

-
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9.

10.

11.

12.

13.

14.

15.

69

B neson yactn paboyen obnactn otobpaxaeTcs CNUCOK COBbITUIA, PErnMCcCTpupyeMbIX
Kamepon. Hanuumne, nepevyeHb M onmncaHme cobbiTUA 3aBUCUT OT MOAENM Kamepbl.

Mcnonb3ys kHony _I' pobaBbTe HeobxoguMmble COOLITUSE KaMepbl B TPEBOXHbIE
cobbiTna. ns yaaneHusa cobbiTua NCNONb3ynTe KHOMKY _I'.

[nsa HacTpowkn napameTpoB MOTOKOBOrO BUAEO HaxMuTe KHOMky [lapameTpsbl
NOTOKOBOIro BMAEO, MNOCIE Yero C NOMOLLbI COOTBETCTBYIOLLEIO pacKpbiBaOLLErocs
cnucka Bblbepn Npodunb U NPOTOKON.

[nsa HacTporKkn napameTpoB CTOM-kagpa HaxmuTte KHornky MapameTpbl cTon-kagpa,
rnocrne 4ero C MOMOLLb COOTBETCTBYIOLLErO pPacKpblBAlOLLErocs cnucka Bbibepu
npodgune.

Ona pobaBneHuss kamep, OTMEYEHHbIX (pnaxkamu Ha naHenu CnuCoOK Kamep, B
KOHUrypaumio suageonoacucteMbol Haxmmute kHonky OK B HvxHen 4acTtn okHa. OKHO
MeHeaxep noucka u KoHdurypauum kamep (ctaHgapt ONVIF) 6yaet 3akpbiTo.

OTkpoeTtcsa okHO KoHcpurypaTop Co CnMCKOM HangeHHbIX KaMep. B OTKpbIBLLEMCHA OKHE
HaxmuTe kHonky OK. HawnmpgeHHble kamepbl 0OyayT pobaBneHbl KOHUrypaumio

BMAEOMNOoACUCTEMBI B paboyeit obrnacTu pasaena U oTMeYeHbl 3Ha4YKOM o

[MpousBeanTe HaCTPOMKY napameTpoB kamep. [Ona 9Toro Bblgenute opHy U3
HangeHHbIX kamep B paboyen obnacTtu pasgena, nocrne 3Toro Ha Bknaake NapameTpbl
naHenun HacCTPOWMKM NpomsseauTe HeoBXoaAMMbIe N3MEHEHNS.

Ana po6aBneHna kamep B KOH(Urypauumio cuctembl Bblgenute B paboyven obnactu
pasgena BMAeonoacucTeMy, B KOTOPYH Oo0OaBneHbl KaMepbl, 1 HAXMUTE Ha naHenu
WHCTPYMeHTOB pa3szena kHonky & MepepaTh napameTpbl. B kamepbl 6yayT nepeaaHbl
HOBble NapameTpbl KoHUrypauuu. B criydae ycnewHon nepegayun napameTpoB 3HaYKM

@ B cncke 06LEKTOB 3aMeHATCS Ha 3HAYKM B Kamep.



Cuctema PERCo-S-20 «LLkona»

17. «LUeHTp ynpaBneHns BUAeONnogCcUCTEMON»
17.1. Bknagka «BugeoapxuB»

17.1.1. Pabouyee OKHO BKNnagku

LlenTp ynpaeneqns engecnogoncremoil PERCo-5-20, Bepowa: 3.9.7.0 >

BuoeoapxMB  HacTpoik O oicTeme @

I @ OoBaenTs dain (Ins)
¥oanuTe dain [Del)

PacnonomeHre dbaina Pazmep (MB) CocToAHWE

E:'\segment.0.dat 327,00  WcnpaeeH
{ E:\segment. 1.dat 65,00 McnpaseH

@

0% 50% @ 100 %

0%% 50%%G 100%G
0 @

OfWMiA pasMep apxMBa cocTaBnAeT 392,00 B, ws Hiux 10%: { 39,20 IB) Mcnonb3yeTcA
KOMNOHEHTOM TlpozpadHoe saaHmwe” 1 0% (0,00 ME) Kamepamu CKY "
Bknagka BuaeoapxuB npefHasHayeHa aAns cos3gaHus v yaaneHus oannos Bugeoapxmea.
OaHOBpEMEHHO MOXET ObiTb CO34aHO HECKONbKO dhansioB BUaeoapxmBa, pacrnonoXeHHbIX
Ha OHOM Mnn pasHbIX norndecknx amckax MNK. Bknagka nveet cneayowmnn sua:

1. Bbibop BKknagku okHa:
e Bupeoapxwus;

e HacTpouku;
e O cucreme.

2. [MaHenb MHCTPYMEHTOB BKIMagKu:
e [oGaButb cdaun (Ins) — kHonka no3sonseT 4ob6aBUTbL HOBbLIN hains BUAEOapXMBa.
e Ypanutb dann (Del) — nossondetr yganutb BblAENeHHbIN B paboyen obnactu
BKNagkn dann suaeoapxuea.

lpumeyaHue:

e O6bem graiina Buaeoapxmsa BblaenseTcsa Ansa 3annucu ¢ kKamep BUaeoHabnioaeHus.
3anucb BegeTca ToNMbKO No kKomange onepatopa unu 0. U3 atoro obvema
BblaenseTca KBoTa Ha 3anucb kamep CKY/l v KBoTa Ha 3anncb Kamep npo3payHoro
34aHus.

3. Paboyas o6nacTtb BKragku COAEpPXXUT CMIMCOK Co3aaHHbIX paHee haiinoB BUOEOaPXNBOB
C yKa3aHMEM MX PacrorioXEHUs!, pa3Mepa U COCTOSIHUS.

4. NMonsyHok KBoTa «lpo3payHoro 3gaHus» npeaHasHadeH ans ykasaHus Yyactu davna
BMaeoapxusa, Kotopas ©OyaeT 3apesepBuMpoBaHa NS 3anucu KagpoB C  Kamep
«lpo3pay4yHoe 30aHue».

5. Non3yHok KBota «Kamep CKYIl» npegHasHayeH Ans yKasaHusa 4acTu BuOeOoapxmea,
KoTopas ByaeT 3apesepBupoBaHa Angd 3anvcu suaeovHgopmMaumm ¢ kamepbl CKY/.

70



PykoBoACTBO agMuUHUCTpaTopa

i BHumaHue!

S5 BupeoapxuB MMeeT LMKIMYECKYI CTPYKTypy. [pu 3anofHeHWM BblAerneHHOro
obbema cTapas nHdopmaunsa CTupaeTcs U aBToOMaTUYECKN 3aMEHATLCS HOBOW.

17.1.2. Cos3paHue v yaaneHue Buaeoapxmea
[nsa cosgaHus HoBoOro dhanna Bugeoapxusa:

1. 3anyctute «ljeHmp ynpaeneHusi sudeonodcucmemoli» N nepengute Ha BKNagky
Buoeoapxus.

JAoGasneHne cerMeHTa oo

Bkl MOMETE CO308Th DEIAN BMOE0EDXMES HE NEPEYMCNEHHEIX HITHE
AWCKAEX, MMHUMENBHEIA pasmep daina - 1 M6,

A Y R
C:\7876  D:\28216  E:\ 177G

YREHMTE Pa3MED COZAABAEMOro faina euasoapxrea (MB):
| 100] | =

MMA cosgasaeMoro Qaina BM0E0apKMEa:

|D: \segment.0.dat | =

QK OTMeHa

2. Haxxmute kHonky [lo6aBuTb tharmn Ha naHenn MHCTPYMEHTOB BKaakn. OTKPOeTCHA OKHO
Hob6aBneHne cermeHra:

3. B oTKpbIBLLIEMCS OKHE BblaenuTte Ha3BaHue aucka K, Ha koTopom ByaeT cos3gaH cann
BUaeoapxmea.

4. C NoMOLLbI COOTBETCTBYHOLLErO CYETUMKA YKaXuTe pasMep cosgaBaemoro danna
BMaeoapxusa unv BeeauTe 3HavYeHue C KrasumaTypbl.

5. Npun HeobxoanmMoCTn M3MeHUTEe nmsa panna BMaeoapxmBa M e€ro pacrnosioxeHue (no
ymonyaHuio hann Bugeoapxmea segment0.dat pacnofiaraetca B KOPHEBOM KaTarnore
yKa3aHHOro Avcka). [N M3BMEHeHst PacroNOXeHUs! HAXMUTE KHOMKY & psiioM ¢ nonem
Uma cozpgaBaemoro danna Bugeoapxmsa.

6. Haxxmute kHonky OK. OkHo [lobaBneHue cermeHTa 6yaeT 3akpbiTo. Painn Bugeoapxmsa
O6ynet nobasneH B cnncok B paboyen obnactu Bknagkm Buaeoapxus.

Onsa ypanenua danna BuaeoapxvmeBa Bblaenute ero B paboyven obnactv BKagku
BugeoapxuB 1 HaxmuTe KHOMKy Ypaanutb dpann. B nosasmBlIEMCA ANANOroBOM OKHE
noaTeBepanTe yoaneHue.

3akponTte «LjeHmp ynpaesneHusi eudeonodcucmemoli», HaxaB KHOMKY x| 3aKpbITb B
CTPOKe 3arofiloBka OKHa.
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17.2. Bknagka «Hactpoukn»

17.2.1. Pabou4ee OKHO BKNnagku

Bknagka HacTtpownka npegHasHayeHa Ans HacTporku omnbTpa NOOKIOYEHUI K cepBepy
BNOEONOACUCTEMbI N OTCNEXMBAHUSA TEKYLLUMX NOAKIoYeHu. Bknagka umeeTt cnegyowmn

BUA:
B LlenTp ynpaenenua emaecnogcncrenoii PERCo-5-20, Bepoun: 3.9.7.0 X
Buaeoapxue HEI'-"'DDHKH 0 cucTeme @ @
I @ OQobaewTe npasuno (Ins) <&
w
LOWanasoH agpecos AelicTBue
127.0.0.1 PaspeluTe ANA KOHCOMK
Appec Bpema Tun
172.17.0,227:64... 06.11.2013 16:07:08 Cepeep (yNpagneHue)
172.17.0,227:64,.. 06.11.2018 16:07:08 Cepsep (MOHWTOPIHC)
127.0.0.1:51318 06.11.2018 17:28:13 HoHoons
1. Bbibop BKknagku okHa:

4,

e Buaeoapxus;
e HacTpomnku;
e O cucteme.

. [MaHenb MHCTPYMEHTOB BKITaKn COOEPXUT:

e [lo6aButb npasuno (Ins) — kHornka no3sonseT gobasutb unbTp IP-agpecos.
e Ypanutb npaBuno (Del) — kHonka no3BonsieT yaanuTb BblAeNeHHbI B paboyen
obnactu Bknagkm unbTp IP-agpecos.

KHoMkn npefgHa3HaveHbl AN nepeMeLleHns BbiaeneHHoro B paboyen obnactu Bknagku
dunbTpa |IP-agpecoB BBEpX U BHM3 ¥ B crucke. OuUnbTpbl NMPUMEHSIOTCS
nocrnegoBaTenbHO CBEPXY-BHU3.

Paboyast o6nacTb BKNagkm Coaep>KUT CNMCOK CO3aaHHbIX paHee unbTpoB IP- agpecos.
[na nameHeHus1 HacTpoek punbTpa ABaXAbl HAXXMUTE Ha HEro 1eBon KHOMKOW MbILN N
B OTKpbiBLLEMCA OKHe MpaBuno dunbTpaumm nsmeHnTe HeobxoanuMble HAaCTPOMKN.

MaHenb  lMoAakni4YeHUA  COOAEPXKUT  CMUCOK  MOAAEPXMBAEMbIX  CEPBEPOM
BMAEONOACUCTEMbI MOAKITHOYEHUIN B HACTOSALLMIA MOMEHT BPEMEHM.
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17.2.2. HacTtponka IP-punbTpa

Bo3aMoxHO co3gaHue unbTPOB C UCMOMb30BaHMEM CReaYOLWNX NpaBus:
e PA3PELWUATb nogknro4vyeHusa CepBepa cuctembl;

e PA3PELWATb noagkntoyeHna KoHconu ynpaBneHus;

o BJIOKUPOBATb noakntoyeHuss CepBepa cUCTEMBbI;

e BJIOKUPOBATb noakntoyeHuss KoHconu ynpaBneHus.

[na pobaeneHna unetpa IP-agpecos:

1. 3anyctute «ljeHmp ynpaeneHusi eudeornodcucmemMol» W NepernanTe Ha BKNagky
HacTponku.

2. Haxmunte kHonky [lo6aBUTb NpaBUNO Ha NaHernu UHCTPyMeHTOB Bknagkn. OTkpoeTcH
okHo lMpaBuno dunbTpayum:

Mpaeuno gunsTpagmm et
C anpeca | Zr .. 0 . 9 . 1 |
Mo anpec | 17 . @ oo B L i |

C yKa3aHHOro AWanasoHa aapecos:
D PASPELLIATE nogknioYeHHA Cepeepa CUCTEeMbl
D PASPELLIATE nogrnoyeHKa KoHoonM ynpasneHma
@ BNOKWPOBATE nogrnioyeHAa Cepeepa CMCTEMEI
ID BNOKMPOBATE nogknio~eHHa KoHoonK yNpagneH s

Ok OTMeHa
3. B OTKpbIBLLEMCS OKHE C MOMOLLBI MepeknoyaTens Bblibepute OAHO U3 npaBun
dounbTpaunu.

4. C nomowto nonen C agpeca un Mo appec ykaxute ananasoH |P-agpecos (unu oauvH
aZpec), K KOTopbiM BblbpaHHOE nNpaBuno unbtTpauumn dygeTt NnpMMeHATLCS.

5. Haxxmute kHonky OK. OkHo lMpaBuno ¢pwmnbTpauum 6yget 3akpbito. HOBbIN omnbTp
oynet pobasneH B paboyyo obnacTtb Bknagkun Hactpomkm.

6. Mpn HeobxogmmocTn fobaBbTe Apyrne punbTpbl.

7. C NOMOLLIbIO KHOMOK BBEPX M BHU3 ¥ Ha NaHenv MHCTPYMEHTOB BKMaAKM yCTaHOBUTE
NopsiAoK NPUMEHEHUS OUMbTPOB.

8. [Ins nameHeHust co3gaHHoro paHee punbTpa ABaXAbl HAXXMUTE Ha HEro NeBOWN KHOMKOW
Mbiln B paboyen obnactn Bknagkn. B oTkpbiBwemca okHe lMpaBuno dunbTpaumm
npounssegute HeobxoanMble N3MeHeHUs U HaxmuTe kHonky OK. OkHo ByaeT 3akpbITo.

[na ynaneHnsa cosgaHHoro paHee unbTpa Bblaenute ero B paboyen obnactun Bknagkm un
HaXXMUTE KHOMKY YAanuTb NpaBuno Ha NaHesnm MHCTPYMEHTOB BKNaLKMW.

3akponTte «LjeHmp ynpaesneHusi eudeonodcucmemoli», HaxaB KHOMKY x| 3aKpbITb B
CTPOKe 3arofiloBka OKHa.
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17.3. Bknagka «O cucreme»

Bknagka O cucteme cogepxut wuHdoOpMauuio O cepBepe BMOEONOACUCTEMbI W
YCTaHOBMEHHbIX MOAYNAX NoaaepXkn (gpamsepax) kamep. CepBep BMAEONOACUCTEMBI
3anyckaetcs aBTomaTtudecku npu 3arpyske OC. Npu paboTe cepBepa 3anyckaeTtca cnyxba
«Cepsep sudeornodcucmembl PERCo-S-20». Bknagka nmeeT cnegyowmn sua;

ﬂ. UenTp ynpaenedua engecnogcnctemcid PERCo-5-20, Beponn: 3.9.7.0 >

Buaeoapxwe  Hactpoiikn O cMcTeMe @

[MHbopMaLMA 0 cepBEpe BUASONOACHCTENE] ~
Cepeep: E:\PERCo-5-20WServer 17k exe
Bepoua: 3.9.7.0 o7 19.07.2018 9:03:29

Cepeep sanywed: 06,11, 2013 14:53:44
MamATe: 29 560 KB (Muk: 30 036 KB)
Clumbok cTpaHML; 19
Boirpystacmeld nyn: 184 KB (Muk: 200 KB)
Heswirpys#aeMslid nyn: 108 Kb
Dain noakadqri: 29 396 KB (Muks 30 463 KE)
[Mogynu nogaepsim Kamep]

[AXIS devices driver]

dain; E:\PERCo-5-20\s20v.dll

Bepoan: 3.9.7.0
[Winbond devices driver]

dain: E:\PERCo-5-20\s20v.dll

Bepous: 3.9.7.0
[Mode devices driver]

dain: E:\PERCo-5-201s20v.dll

Bepaus: 3.9.7.0
[Generic devices driver] @
daiin: E;\PERCo-5-201s20v.dll

Bepaus: 3.9.7.0
[Onvif devices driver]

1. Bbibop BKknagku okHa:

e Buaeoapxus;
e HacTpouku;
e O cucrewme.

2. Pabouasi obnactb BKNagku ¢ onMcaHMeM XxapaKTepuUcTUK CUCTEMBI.

74



Py
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18. YcTaHoBKa gpanBepa Buaeokamepbl

BHumaHue!

£ Cnmncok nopaepxuBaeMblix BUOEOMOACUCTEMON Kamep HabnoaeHus npeactaBneH

Ha caunTe komnaHum PERCo, no agpecy www.perco.ru, B pasgene FnmaBHasa >
Mpoaykumsa > KomnnekcHble cuctembl 6e3onacHocTn > Buaeokamepbl. [1ns
noaaepXkn HeKoTopblX Moeren kamep TpebyeTca ycTaHOoBKa OOMNOSMHUTESbHbIX
ApanBepos.

[nsa yctaHoBKM ApariBepa Buaeokamepsb!:

i CryxBel = [m] X
®aiin  Jeiictene  Bug  Cnpaska

e |FECz HE » o nn

o Cmyokbel (10K | Vg Onucanme Cocroanne Tun .. Bxoa oT umenn

=
~

‘& .Cepeep web-gocTyna npospaqHoro 3aaHus PERCo-5-20 OBecneyusaet paboTy web-A0CTyna Ana npospadHoro 3aaHue PERCo-5-20 Boinonnaerca  ApTo.. JlokanbHas cucTema

peep Bugeonogcncremsl PERCo-5-20 (OBecnequBaer 3annce n socnponsseeHme engeontpopmaumn PERCo-5-20 Buinonuaerca  Apto... JlokaneHas cucrema

&} .Cepeep nnterpaunn PERCo-5-20 Wrrerpupyer cunctemy PERCo-5-20 & apyrue cucTeme Boinoaxaetca  Agto.. JloxkaneHas cuctema
‘& .Cepeep unTerpaumu ¢ BuomeTpudeckoii cuctemoii SUPREMA PERCo-5-20 OBecneuneaet nopaepxky BUOMETPUYECKIX KOHTPONNEPOE Agto... [lokanbHas cucTema
5 .Cepeep cuctemel PERCo-5-20 KonTponnpyer paboty cucremel PERCo-5-20 Beinonxaetca  Asto.. JlokansHan cuctema v

< >

> |\, Pacuumpenrint 4, Crangapthiii

. Mepen ycraHoBkOW ApamBepa Kamepbl HeobxoAMMO  OCTaHOBUTL  CepBep

Buaeonoacuctembl. [na atoro Haxmute nocnegosatenbHo: Myck > Hactpomka >
MaHenb ynpaBneHusa, 3atem AgMuHUCTpupoBaHue > Cnyxbbl. OTKpoeTcsa OKHO
CnyxoObi:

2. B oTkpbiBLIEMCS OKHE Bblaenute cTpoky: « Cepsep sudeoriodcucmembl PERCo-S- 20».
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Haxmute B BblgeneHHOW CTPOKe MpaBOWM KHOMKOW MbIM U B OTKPbIBLUEMCSH MEHIO
Bblbepute nyHkT Cton. Mnu Haxmute kHonky ® OcCTaHOBUTb CNYyXO0y Ha naHenwu
WHCTPYMEHTOB OKHa.

CepBep Bugeonoacuctembl byaeTt octaHoBreH. Ctatyc BbinonHsietca B ctonbue
CocTosiHMe 1nCcYE3HET.

YcTaHoBUTE ApavBep ONs UCMofb3yemMon MoAenu kamepbl. [ns 9Toro pacnakyute
apxmB, 3arpyXeHHbln ¢ canta komnaHum PERCo, v 3anyctute UCNONHAeMbl dhans.
CnepynTe ykasaHuaM mactepa yCTaHOBKM.

[Mocne okoH4YaHWA yCTaHOBKWM 3aHOBO 3anyCcTuTe cepBep Buaeonogcuctemsl. [na atoro
B OkHe Cnyx6bl Bblaenute cTpoky «Cepsep eudeonodcucmembl PERCoO-S-20» wn
HaX>XMUTE NMpaBoOK KHOMKOW MbiwK. B oTKpbIBLUEMCS MeHIO Bbibepute nyHKT Myck. Vinu
HaXXMUTE KHOMKY * 3anyck crnyX06bl Ha NaHenn NHCTPYMEHTOB OKHa.

CepBep Buageonogcuctembl 6yget 3anyuweH. B ctonbue CoctosiHue nosiButcAa cratyc
BbinonHsiercs.

3anyctute «KoHconb ynpaeneHusi», nepeingute B pasgen «KoHguaypamop» wn
AoGaBbTe kKaMmepy B BUAEONOACUCTEMY.


http://www.perco.ru/products/kompleksnye-sistemy-bezopasnosti/setevye-ip-videokamery/

Cuctema PERCo-S-20 «LLkona»

19. «Kamepbl CKY[O»

Kamepa CKY/[ — kamepa, ycTaHOBMNEHHas B TOYKe Npoxoda Takum obpasom, 4To B none
3peHns Kamepbl nonagaet MecTo npeabsBfeHUs KapT OoCTyna cyuTbiBaTento. 3anucb
KagpoB C KaMepbl NPOM3BOANTCS aBTOMaTUYECKM NMPU perncTpaumm cobbITns, CBA3aHHOMO C
npoxoaomM (Mnu 3anpeToMm npoxoga) yepesd WY B HanpaBneHuu, KOHTPONMPYyEMOM
cuMTbiBaTENEM.

C nobbiM cumTbiBaTENEM, MOAKMIOYEHHBIM K OQHOMY U3 KOHTPOISIEPOB CUCTEMbI, MOXHO
CBS13aTb OAHY U3 kKamep BuaeonoacucTemsl. lNMpu 3ToM ogHa Kamepa 0gHOBPEMEHHO MOXET
OblTb CBA3aHa C HECKONbKUMU CUMTbIBATENAMMU.

HacTtponka kamepbl CKY[:

1. 3anyctute «ljeHmp ynpaeneHusi eudeonodcucmemMol» v nepenanute Ha BKNaaKy
Buoeoapxus.
2. Y6epgurtecb, 4TO co3gaH XoTd Obl oavH dhann BMAeOoapxmBa. YKaXKMTE C MOMOLLbO

nonsyHka KBota «Kamep CKY[», kakas 4yacTb ¢panmna BugeoapxvmBa 6yaer
3apesepBupoBaHa Ans 3anucu kagpos ¢ kamepbl CKYL.

3. Banyctute «KoHconb ynpaeneHusi» v nepengute B pasgen «KoHgpuaypamopy.

Bboliaenute B paboyen obnacTtu pasgena oavH U3 cYnTbiBaTENEN CUCTEMBI, HA KOTOPOM
OyayT permctpmpoBaTbCs CObbITUS, NPUBOAALLME K HAYany 3anucuy.

5. Ha naHenu HacTpoek B NpaBou YacTn OkHa nepenaute Ha Bknagky Kamepa CKYA:

MNapameTpl Cobbmas  Kamepa CKY]

Kamepa
!A-Linlr:ingai?'&ll[]{l?z.l?.ﬂ.l?rﬁ] a} ‘}_J

6. HaxmuTe Ha naHenu HacTPOEK KHOMKY & No6aButb kamepy. OTkpoeTcs okHO BbiGop
Kamepbil:

W BuiGop kamepei O et

Kamepa

A-inking al7910 (172.17....

7. Bbigenute B paboyen obnactu OTKPbIBLUEroCs OKHa Kamepy, C KoTopow Oyaet
NPOV3BOANTLCS 3anNUCb NPU PEerncTpauum cobbITUn NPoxXoaa, CBA3AHHbLIX C AaHHbIM
cunTbiBaTenem. [pu aTom B NpaBom YacTn okHa ByayT oTobpaxaTbCsi Kaapbl C KaMepbl.
Haxmute kHonky OK. OkHo 6yget 3akpbiTo. B none Kamepa Ha naHenn HacTpoek
NosiBUTCS Ha3BaHWe BbIOpaHHOW KaMepbl.

Mpu HeobxoaMMoCTH BblIbepUTE KamMepbl ANS APYTMX CYATbIBATENEN CUCTEMBI.

Boligenute B paboyen obnactu pasgena  uCnonb3yemytd BUOEONOACUCTEMY W
nepenguTe Ha NaHesiM HacTpoekK B NPaBOM 4YacTu OKHa Ha Bknagky MapameTpsbl.

10. YcraHoBuTe HeobxooMMoe 3HayeHne napameTpa Yactora kKagpoB nNpu 3anucu ans
«Kamep CKY[» (pekomeHaoBaHHOe 3HaveHne 240 kagpoB B MUHYTY).
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11.

12.

13.

14.

15.

16.

77

Bolgenute B paboyen obnactu pasgena kamepy BUOeONOACUCTEMbI, MCMOMb3YEMYIO
kak kamepa CKY[.

Ha naHenu HacTpoek B NpaBoKn 4acTn OkHa ybeauTech, YTO ANs KaMepbl YCTaHOBIEH
dnaxok y napameTtpa Ucnonb3oBaTtb Kak kamepy CKYA.

YcTtaHoBuTe Heobxoammoe 3HavyeHue napameTtpa Bpemsa npegsanucu ans Kamepbl
CKYA. lNapameTp ykasbiBaeT BpeMsa 3anncu A0 W nocne perucrpauum cobbitus
(3HayeHwme no ymonyaHmo 3 cekyHabl, TO eCTb B Buaeoapxmee 6yayT coxpaHeHbl Kaapbl
C Kamepbl 3a 3 ceKyHAbl 4O permctpaumm cobbiTva u 3 cekyHabl nocne).

HaxmuTe kHomky ‘@ MepenaTh M3MeHeHHbIe napaMeTpbl Ha MaHenu UHCTPYMEHTOB
pasaena.

[na npocmoTpa 3anuMcaHHOro BUAEOAPXMBA, CBSA3AHHOIMO C 3aperMcTpyMpOBaHHbLIM
cobbiTem, nepengute B pasgen «Cobbimusi ycmpolicme u Oelicmeusi
nonb3oeamerneuy.

Bboligenute B paboyen obnactu pasgena cobbiTue n HaXXMUTE Ha NaHenM UHCTPYMEHTOB
kHorky *¥ MpocmoTp BuAeoapxmusa. OTkpoeTcs okHO Buaeoapxms.
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20. KoHdurypupoBaHue cuntbiBaTteneu Mifare
20.1. HasHauyeHune

O6wue TepMUHbLI U onpeaeneHnsa:

e UID — OTKpbITbIN HEM3MEHSAEMbIN YHUKANbHbLIN KOA KapTbl (4nvHon 4 unu 7 6antos),
KOTOpbIA 3anucbiBaeTCs B He3alumuweHHon obnactu namsatu. B cnydae HacTpowiku
CUCTEMbI A8 paboTbl C KpUNTO-3aLlumLLeHHbIMKY 1D KapT B cMCTEME He NCNOoNb3yeTCs;

e ID - nepcoHnduuupoBaHHaa waeHTUUKAUNMOHHAS WHOPMaUMa Monb3oBaTenNs
KapTbl, 3anncaHHas B 3aluMLeHHOM 06acTn naMsTh KapThbl.

e NFC - TtexHonorna 6ecnpoBogHOM nepefayn OaHHbIX Marnoro paguyca AencTsus,
nogaepXuBaeTcad COBPEMEHHbIMU NpoaBuHYTbIMU cMmapTdoHammn. B CKY[ PERCo
MOXeT ObITb MCNOMb30oBaHa ASs AIMYNALMM BECKOHTAKTHOW KapTbl HAa CMapTdOoHe, T.e.
cmapTdoH ¢ NFC ucnonb3yeTcsa kak obbivHas 6eckoHTakTHas kapta dpopmaTa Mifare
(6e3 nogaepXkun WnNgpoBaHns).

lpumeyaHue:

B pykoBoacTtBe npuBedeHO MOMHOE OrnucaHue CpeacTB [AOBOSIbHO  CIIOXHOW
KpuntosawuTel, npegycMmotpeHHon B ctaHgapte MIFARE. [Npu vcnonb3oBaHuu
cTaHgapTa B pamkax obbivyHom CKY[l npeanpuatns ans nogaep’kaHns BbICOKOW
CTeneHn 3aluTbl KapT OT KOMMPOBaHUA OOCTAaTOYHO MPUMEHEHUSI BCErO OAHOro-
ABYX MapameTpoB KpunTto3awmTbl, (K npumepy, ansa kapt MIFARE Plus BnonHe
AOCTaTOYHO NapameTpoB ypoBHS 6e3onacHocTtn SL1).

20.2. PekomeHgauum no pabote ¢ kaptamu Mifare

Ana Toro, 4ToGblI MOCTPOUTHL CUCTEMY KOHTPOMNSA M YyNpaBneHus [OCTynoM u 6biTb
YBEPEHHbIM, YTO KapTbl A4OCTyNa 3alyuLLEHbl OT KOMMPOBaHNA, HEO6X0AMMO NCNONb30BaTb
KapTbl JOCTYyNa C 3alMTON OT KONMMPOBaHUA. TaknMmmn kapTamu SBNAOTCA KapTbl doopmMaTta
MIFARE: Classic, Plus, DESFire.

lpumeyaHue:

Kaptel MIFARE Ultralight (kpome MIFARE Ultralight C) He umetoT 3awuTbl OT
KOMMPOBaHUA, U MO CBOMM BO3MOXHOCTAM COMOCTaBUMbl C TpagULMOHHbIMU
Proximity-kaptamu.

KapTtel MIFARE noctynatoT ¢ 3aBoga-M3rotoButens B HesawumuweHHom Buge. Mpu paboTte
C TakumMm KapTamum cuyuTbiBaTenb OyaeT ucnonb3oBaTbh TOSMbKO OTKpbITbI UID kapThl,
KOTOpbIN KOMUpyeTcs TaK e nerko, kak un |ID TpagnunoHHbix Proximity-kapt (HID,
EM-Marine).

i BHumaHue!

3akasunk / cobCcTBEHHMK OObEeKTa [OMKEH OTBETCTBEHHO MOAOWTM K BOMPOCY
KpUNTO3alnTbl — HEe AOBEPATb CO34aHNE M 3anncCb Ha KapTbl KIMoYen Kpunto3awuThl
HW NOCTaBLUMKY KapT U cunTbiBaTenen, HM MoHTaxkHuky CKYL, Hu komy-nnbo eLue,
T.K. €CMN KITOYM KPpUNTO3aLUUTbl U3BECTHbI NMOCTOPOHHEMY, TO TOT Jflerko MOXeT
KonuMpoBaTb KapTbl AOCTyna.

Ot Bnagensbua o6bekta CKY[l TpebyeTcss camomy unm Yepes 4OBEPEHHOE NULO NpuaymaTb
3HayeHUs naponen u KnwYenm u 3anucaTtb WX B KapTbl W cuyuTbiBaTenun. [Ons
nporpaMMMpoBaHNS CcuMTbIBaTenen co3daeTca MacTep-kapTa, Ha koTopon 6Gyaert
XpaHUTbCA BCA KNiodeBas MHopmauus. [anee onepatop C MOMOLLBI MacTep-kapTbl
CMOXeT "npowmnsaTk” cHMTbIBaTENN, NP 3TOM HE UMeSA (PaKTUYECKOro AOCTyrna K Knioyam u
naponsm.
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OcHOBHbIe xapakTepucTuku pasHbix yunos MIFARE

MIFARE MIFARE MIFARE MIFARE Plus
Twvn kapThbl Ultraliaht Classic ID DESFire E V1 (S and X)
g 64/1KB/4KB 2K/4K/8K 2K/4K
Kpuriro- Het CRYPTO1 DES & 3DES/AES | CRYPTO1/AES
anropuTMm
OnvnHa
CepUIHOro 7 4/7 7 -
HoMmepa,
oant
2048/4096/8192,
EEgaF;CT)M’ 64 1024/4096/4096 | rvGkas chaiinosas | 2048/4096
CTPYKTYypa
KonunyecTtBo
LIMKNOB 10 000 100 000 500 000 200 000
nepesanucu
16 cekt./ 64 BanrT,
OpraHusauyus 16 cTp./ 4 GaiiT | 32 cexT./ 64 GailT, Onpepensetca | 32 cekt./4 6noka,
namsTun o nporpamMmMHo 8 cekT./1 6ok
8 cekT./ 256 Gant

Kpuntosawmra, BctpoeHHaa B 4un MIFARE Classic, B HacTosiee BpemMsi npusHaeTcs
HeJOCTaTOYHO BbICOKOW. YTOObI HAOEXHO 3aWmUTUTb KapTbl AOCTYNa OT KOMMPOBaHUSA U
nogaenkun, paspabortaHa nuHenka kapt MIFARE Plus, roe vcnonb3yetca kpuntorpadus
AES, BCKpbITME KOTOPOW B HACTOsILLEee BpeEMS CHUTAETCs rapaHTUPOBAHO HEBO3MOXHbIM.

BeckoHTakTHble kapTbl MIFARE Plus nopgepxuBatoT 3 ypoBHs 6e3onacHOCTU U MOryT

6bITb B M06OM MOMEHT NepeBeeHbl C 0OHOMO YPOBHS Ha 6onee BbICOKMIA:

e YpoBeHb 6e3onacHoctun SL1. Ha atom ypoBHe kapTel MIFARE Plus wumetor
100%-Hyto coBmectumocTb ¢ MIFARE Classic 1KB (4KB).

e YpoBeHb 6e3onacHocTn SL2. AyteHTudpmkaums no AES sBnsetca obasaTenbHOMN.
[ns 3awmTthl AaHHbIX cnonb3yetca CRYPTO1.

e YpoBeHb 6e3onacHocTn SL3. AyteHTudunkaumns, obMmeH gaHHbIMKU, paboTa ¢ NamMAaTbo
Tonbko no AES.

KapTbl popmata MIFARE DESFire EV1 nmetoT camyto BbICOKYIO CTENEHb 3aLmThbl 1 TMOKyHo
dannoByto CTPYKTYpYy NamsATu.

UTtobbl 3awmtntb KapTy goctyna MIFARE Classic 1KB (4KB), goctaToyHOo 3anucaTh B
Oo4MH 13 6nokoB namaTn naeHtTudukaTop (Hanpumep, ID gnnHon 3 6anta ana nepegayun no
Wiegand-26) n 3akpblTb JOCTYN K 3TOMYy GS5IOKYy KPMMTOKMAOYOM. A CUYMTbIBaATESNlb BMECTO
yteHnss UID-Homepa HacTpouTb Ha 4dteHue ID-ngeHtudpmkatopa n3 ykasaHHoro 6noka
namatn MIFARE Classic ¢ noMoLLbI0 Takoro e KpUMnTOKMNYa, KOTOPbIM 3aKkpbiTa NamMsTb
KapTbl.

Utobbl kapTbl goctyna MIFARE pa6boTtanu B CKY[] B 3aluLeHHOM pexmme, HeobxoamMmo:

1. NpoBecTn opraHn3auMOHHbIE MEepPOonpUATUA MO NpedoTBpaLLEHNIO  OMCKpeauTaumnm
KIto4eBOn MHopmMauum.

2. Ons kapT MIFARE Plus — Bbi6paTtb ypoBeHb 6e30nacHOCTH, Ha KOTopoM ByayT pabotaTtb
kapTbl B gaHHon CKY[: SL1, SL2 nnu SL3. ToT nnun nHom ypoBeHb A0SMKEH ObiTb BbIOpaH,
ncxons u3 cneumdmkm obbekta n TpeboBaHnn 3alnLLEHHOCTU. YpoBeHb SL3 — cambin
BbICOKUIN C TOYKM 3PEHMUS 3aLLMUTHI.
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3. [poBecT noOAroToBKYy cuuTbiBaTenen. Kaxabli cyuTbiBaTESb, MOAKMIOYMaeMbId K
KoHTponnepy CKY[, nomkeH ObiTb 3anporpaMMUpPOBaH Ha YTEHWE LaHHbIX U3 TOro Xe
6rnoka namsaTtu n no Tomy xe knody AES, 4yto u kapta MIFARE. NMpu ncnonb3osBaHun
cuntbiBaTenen PERCo Heobxoanmo yepes MO HacTpouTb KOHTPOSbHLINA CYMTbIBATEND,
3anucaTb MacTep-kapTy 1 C ee NMOMOLLbI0 CKOHJUrypupoBaTb Bce cunTbiBaTeny CKY[.

4. Omncemna npoctbix kapT nonb3oBatenen MIFARE npu nomMowm KOHTPOSbHOMo
cuntbiBaTens ¢ uHtepgencom USB PERCo-MR08. 310 3anucb uaeHtudgukatopa B
COOTBETCTBUMN C KOHpUrypaumen B BbldbpaHHbii cektop namatu MIFARE, daktnyeckui
nepeBoa KapT Ha BblbpaHHbIN ypoBeHb 6e3onacHoctn (SL1, SL2 wnm SL3 gnsa
MIFARE Plus), 3akpbiTue BblbpaHHOro cektopa MaMATU CeKPeTHbIM KIK4YOM C
kpuntorpacounen (AES wunu CRYPTO1). 3toTr umageHTudwukatop OygeTr cBs3aH C
KOHKPETHbIM paboTHUKOM 1 ByaeT CUMTbIBATLCS B 3aLUMLLEHHOM pPEXMME.

20.3. Pabo4ee oKHO pasgena

Pasgoen KoHdurypaumsa Mifare cogepxut Bknagkm 3anucb KoOHdurypauum B
KOHTPOJbHbLIN CYUTbIBaTeNb, 3anucb KoHduUrypauum Ha mactep-kapty, Pabota c
KapTaMu 1 npegHasHayeHa Ansa Bblbopa KOHTPOMBHOrO cCyYMTbIBATENs, KOTOpbIN ByaeT
NCNonb30BaTbCA M5 NOocreaylwen KoHpUrypaumm kapT, a Takke pexuma paboTbl C
kapTamu Mifare.

Kondmrypaunna Mifare o o

Peiam paboTel C KapTami MIFARE: @
KOHTPORBHEI CHUTHIBATEND: @

(@) Yrerme us sawmwerHoi obnacTh

] | | [+ () 3annce B saWMweHHyo 0BNacTe Mononszya:

@ @

{ 3ENKCh KOHDWrYP3ALMK B KOHTPOMEHEIN CHMTRIBATENE | Samuo KOHGOMIYPALAM Ha MacTep+kapTy  PaboTa c kapTamu

TWnbl KapT: Mopsgok BaiT B UID: Kntod 3aKpeiTia oBbMHOM MECTEP-KapThI:

Tonexo UID ~ | |07 mnaawero BaitTa k crapweny (IR-07) ~ |DDUDDDDDDDDDDDDDDDDDDDDUDDUDDUDD |

|:|Paﬁo-ra CO CMapTHoHOM Crenyiowmil KoY MBcTep-KapThbl:

Ultralight Classic  Plus  DESFire

EV1 48 bytes EV1 128 bytes

C 144 bytes

1. None KoHTpOonbHbIN CYUTbIBaTENb — NO3BONISIET A406aBUTL MNKN yaaNUTb KOHTPOSbHbIN
cuuTbiBaTEmNb, KOTOPbIM OydeT wucnonb3oBaTtbCA Ans paboTbl ¢ kapTamu Mifare c
NMOMOLLbIO KHOMOK:

e ¥ lo6aBuTh KOHTPONbHbIN CYUTbIBaTENb;
e = YaanuTb KOHTPONbHLI CYUTBLIBATEND.

2. Obnactb Pexum pabotbl ¢ kaptamum Mifare — no3Bondet nepekntyaTbCa Mexay
crnegyrowumMm pexmmvamm paboTbl:
e YteHue U3 3aWMLIEHHON OONACTU — pEXMM, NPU KOTOPOM MPOUCXOANT TOMbKO
YTeHne HoMepa KapTbl 3aWMLLEHHON obnacTu;
e 3anuchb B 3aULLEHHYIO 06NaCcTb UCMOSb3YA — PEXMM, NPU KOTOPOM MPOUCXOANT
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YTEHMEe CyLLECTBYIOLLIErO HOMEpPa KapTbl M3 3alMWEHHON 0bnacTu ¢ nocneayoLlen

nepesanucbid HOMepa KapTbl Ha HOBbIA, KOTOPbIA MOXeT ObITb creHepupoBaH

cnegyrowmmm cnocobamu:

— CnyyanHbIn HOMep — B 3TOM Cry4ae Criy4YanHbli HOMep KapTbl reHepupyeTcs
aBTOMATUYECKN;

— Bo3spacralowmm Homep — B 3TOM criydae HoMmep KapTbl ByaeT creHepupoBaH
NPOrpaMmMon COrnacHO BHYTPEHHEMY anropuTmy.

. MogBknagka 3anucb KOHMUrypauum B KOHTPONbHbIA CYUTbIBaTeNb — MO3BONSET

BblbpaTb TUnbl kapT Mifare, kotopble ByayT ucnonb3oBatbca B CKY[, v 3agatb nm
HeobxoauMble NapamMeTpbl;

. Mogeknagka 3anucb KOHMUrypauum Ha MacTep-KapTy — MNO3BONSieT BblOpaTb TWM

(nepBnyHas unu obblyHas) 1 3anncaTb MacTep-kapTy;

. Mopeknagka PaboTa ¢ kKapTaMu — NO3BOSISIET NPOYUTAThL NAapamMeTpbl KapTbl C MOMOLLbIO

cyMnTbIBaATENA.

20.4. Bknaaka "3anucb KOH(Urypaumm B KOHTPOSibHbIA CYUTbIBaTENb"

Bknagka 3anucb KOH(Urypauum B KOHTPONbHbLIN CYUTbLIBaTeNb NO3BOMSET BblOpaThb
oaouH unu Heckonbko TunoB kapT MIFARE, kotopble 6yayT ucnonb3oBatbcs B CKY[, u
3agaTb NapameTpbl AN BblbpaHHbIX TUMNOB KapT (T.e. KoHpurypaumto ona kapt MIFARE).

O6wme TepMUHbI U onpeaeneHns:
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CmpaHuya — 3awyeHHas namaTb KapTbl pa3buta Ha NPOHyYMepoBaHHbIE 4acTu -
CTpaHuubl (KOM-BO YacTewn 3aBUCUT OT obbema namsaTw).

Homep cmpaHuybl — HOMep CTpaHuLbl NAMATU KapTbl, NO3BOMSAOWMI 0OpaTUTLCA K
9TOW CTpaHuUe C Lesibio 3anucn B Heé nHdopmMaumu.

Homep cekmopa — HOMep 4acTu BHYTPEHHEN 3alUMLLEHHON 06nacTM NaMsaTu KapThbl,
KOoTopas coaep>XuT B cebe HECKONbKO ONOKOB AaHHbIX AN XpaHEHNA MHAOPMaLUN.

Homep 6s10Kka — HOMEP MWHUMAasIbHOM 4YacTu NaMsaTn KapThbl. Brokn gaHHbIX OOCTYMNHbI
Ans 4yteHus / 3anucm npun ycnosumu yCI'IeLIJHOI7I aBTOpM3aunn No Kriro4yy.

Homep npunoxeHuss — HOMep (pavna nNamsTV, PacrnofiOXXEHHOr0 BO BHYTPEHHEW
3aWULLEHHOM 0BnacTn NamMaATN KapTbl, B KOTOPbIN 3anMCbiBaeTCs MHAOpMaLMS;

SL (secure level) — ypoBeHb 6e3onacHocTu (Tonbko anga kapt MIFARE Plus):

— YpoBeHb 6e3onacHocTn 0, unm HayanbHbIA ypPOBEHb. Ha 3TOM ypoBHEe KapThbl
MIFARE Plus HaxogsaTtca oo seoga B akcnnyatauuto. C SLO kapTa nepeBoanTcs
Ha TpebyeMmbili ypoBeHb 6e30nacHOCTY;

— YpoBeHb 6e3onacHocTn 1. Ha atom ypoBHe kapTbl MIFARE Plus nmetoT nonHywo
cosmecTumocTb ¢ kaptamn MIFARE Classic 1KB, MIFARE Classic 4KB n moryt
paboTaTb B pamkax ogHon CKY[;

— YpoBeHb 0GesonacHoctM 2. AyTeHTUukauma no kKpunto-anroputmy AES
cTaHoBUTCA oObsi3aTenbHOW. [Ons 3awMTbl AaHHbIX HayMHaEeT MCMNOfb30BaTbCA
kpunto-anroputm CRYPTO1;

— YpoBeHb 6e3onacHocTh 3. [nsa ayTeHTudunkauum, obMmeHa n LWndpoBaHns AaHHbIX,
Ans paboTbl C NAaMATBIO HAYMHAET UCMNONb3oBaTbCA Kpunto-anroputm AES.

lpumeyaHue:

KapTel MIFARE Plus moryT 6biTb B 110601 MOMEHT nNepeBefeHbl C HU3KOro YPOBHS
OesonacHocTn Ha ©Oonee Bbicokuh. [lepeBog C 6Gonee BbICOKONO YPOBHS
6esonacHocTn Ha Bonee HU3KUIN HEBO3MOXKEH.
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Bknagka cogepxur:

3anncs KOHDWMYPALMA B KOHTPONEHSIN CHMTEISATENE | 3amucs KOHBWrypaLK Ha MacTep-«apTy  PaboTa c kapTamm

Turel KapT: Mopsgok GaiT 8 UID: Koy 3aKpeITHA obbIuHOI MACTEP-KapThI:

Toneko UID ~ | |OT mnaawero GaitTa k crapweny (IR-07) w |EIDDEIDDEIDDDDDDDDDUDDUDDUDDDDDDDDD

- 4 |
[JPaiota co cvapTdoHam @ ‘@ @ CReayowmi KoY MaCcTER-KapTE: O

Ultralight Classic  Plus  DESFire O @
6

EV1 43 bytes EV1 128 bytes

C 144 bytes

1. Ctpoka Tunbl KapT — NO3BOSISIET C NOMOLLBI YCTAHOBKM (hnaxkka BblOpaTb O4MH Mnn
Heckonbko TunoB kapT MIFARE, koTtopble 6yayT ncnons3osatbca B CKY[.

2. MNone MNopsapok 6anTtoB B UID — onpegenset nopsagok cnegoBaHms 6anToB OTKPLITOrO
UID kapTbl Nnpu ero cunTbiBaHUK (B crnyyae, ecnu B cucteme ByaeTt Mcnosib3oBaTbCs
noeHTndukaums nonb3osartenen no otkpoitomy UID):

e Ot mnaawero 6anta k ctapwemy (IR-07);
e Ot cTtapwero 6anTa K MnagLwemy.

3. Knoy 3akpbiTus OObIYHOW MacTep-KapTbl — Mofie oTobpaXkaeT TeKyLWun Koy
3aKpbITUS MacTep-KapTbl;

4. Cneayrowmm Krno4v mactep-KapTbl — Nofie oTobpaxaeT KoY, KoTopbin ByaeT 3anncaH
B KOHUIypaumIo Kak CrieQyoLwmi KoY 3akpbiTUS MacTep-KapThbl;

5. NapameTp PaboTta co cmapThOoHOM — On BO3MOXKHOCTM Npoxoaa Nno cMapTdoHam ¢
TexHonornen NFC.

lpumeyaHue:

Mpun paboTte co cmaptdoHom Ha OC Android, nogaepxwmsatowmm TexHonormo NFC,
B KayecTBe naeHTudmkaTopa CoTpyaHvKa (NoceTUTens) UCnonb3yeTcs YHUKanbHbIN
noeHTudukatop, reHepmpyembin npunoxeHnem «PERCo.[loctyn» (Tpebyetcs
yCTaHOBKa W 3anyck npunoxeHus, 6ecnnatHo Ha Google Play).

Mpn pabote co cmaptdoHom Apple, nogaepxuBaowmm TexHonornio NFC, B
KayecTBe ngeHTudmkartopa coTpyaHuka (noceTuTerns) UCMOoMb3yeTCH YHUKarnbHbIN
noeHTudgukatop (Token), npuBsA3aHHbIN K GaHKOBCKOM KapTe (Npu nNpuBsA3ske
HECKOSbKMX GaHKOBCKMX KapT OCYLLECTBNSETCHA cuYuTbiBaHWe Token TOW KapThl,
KOoTOpasi akTMBHa B JA@HHbI MOMEHT).

YHuKanbHbIn naeHTudmrkaTop 4obaBnsaeTca B CUCTEMY aHANOMMYHO APYrMM KapTaMm.
6. Noasknagkn Ultralight, Classic, Plus, DESFire — no3BonsoT nepentn K HacTponkam
KOHQourypaummn pasnumyHblx Tunos kapT MIFARE.

7. KHonka “* leHepaumsa cny4yaMHOW nocrnenoBaTesIbHOCTU — NO3BONSET 3adaTbh ANd
nona Cneayrowmm KN4 MacTep-KapTbl HOBbIA KMOY MNpW MOMOLUM reHepaTopa
Cny4YanHbIX yncen.
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8. KHonka 3anucatb — nNO3BONseT 3anucatb 3aJaHHy ONA KapT KOHurypauuio B
9HEeproHe3aBUCKMMYIO NaMATb KOHTPOSBHOIO CYMTLIBATENS.

9. KHonka Mo ymonyaHuo — anga c6poca M3MeHEeHHbIX HAaCTPOEK.
20.4.1. Noasknaaku Ultralight, Classic, Plus, DESFire

Moaeknagkm Ultralight, Classic, Plus, DESFire nossonstoTt 3agatb paboyne napameTpbl
KpUNTo3awnTbl AOfs  COOTBETCTBYHOLWMX TUMOB KapT, OTMEYEHHbIX dnaxkamu B
BbiMagawwemMm cnucke CcTpoku Tunbl KapT BkNagku 3anucb KoHdurypauum B
KOHTPOJNbHbLIA CYMTbIBaTeNb. OTWU napameTpbl OyayT 3agaBaTbCA MNPOCTbIM KapTam
nonb3oBaTtenien npuM MUX SMUCCUM W MNepcoHanu3auum C MNOMOLLBKD  KOHTPOSIbHOIo
cuuTbIBaTENS, Takke 3TN NnapamMeTpbl ByayT nepeHeceHbl B KOHGUIypauuio cHnTbiBaTenen
Ha TOYKax Npoxoda C MOMOLLbIO MacTep-KapThl.

lpumeyaHue:

[onyctumbie 3Ha4YeHMs napameTpoB OTOOpaxakTcHa B BbiMagatowmx CnMcKkax npu
Ha)xaTUM Ha CTPenky B KOHLE CTPOKM C AaHHbIM napameTpom. [lpumeHsTb B
KOH(Mrypaumm MOXHO NOOGOM M3 aKTUBHbIX (HEaAKTUBHbIE BbIOENAKTCS CepbiM
LBETOM) NapameTpoB K noboe n3 ero 4oNyCTUMbIX 3HAYEHUMN.

O6bnactm  noaBknagok npegHasHaveHbl Ons  KOHUrypupoBaHuMsi  MapamMeTpoB
cootBeTtcTBytowmx Tunos kapt Ultralight, Classic, Plus, DESFire.

MpegycmoTpeHbl cnegyowmne obnactv noaBkKNagok:
e Ultralight: EV1 48 bytes, EV1 128 bytes, C 144 bytes;
e Classic: ID 64, 1KB, 4KB;
e Plus: 2KB, 4KB, SE1KB;
e DESFire.

MoaBknagkn u obnacTv pasnuyHbiX TUMOB KapT codep)kaT cregyrolime napamMeTpbl
KpMNTO3aLUTbI:

e Homep cTpaHuubl, HOMep CeKTopa, Homep 6noka — agpec B naMaTy KapTbl Ans
XpaHeHus ID nonb3oBaTens KapTbl, ucnonb3dyembii B CKY[.

e Knrwu ayrteHTUpMKaumMm — naposnib, KOTOPbIM 3akpblT goctyn K ID  kapThl,
oTobpaxaeTcsa B dopmate Hex.

e CrTrapble napameTpbl, CTapbin KN4 ayTeHTUUKaUMmM — nNonsa ans otodpaxeHus
napons goctyna kK ID 1 ero xapakrepucTuk, KOTopble AeNCTBYIT 0O Npeactosiien
nepekoHguUrypaumm napameTpoB (Npv npeapiayLlien KoHpurypaumm napameTpoB OHU
Obiin  oToBpaxeHbl B nonsx TeKkywue napamMeTpbl, TeKywmn  Knroud
ayTeHTU(UKaumun).

e Tekywme napameTpbl, TeKywWnn KN4 ayTeHTU(UKauum — nons gns otoopaxeHus
napona goctyna K ID n ero xapakrtepuctuk, KOTopble OyayT AeWCcTBOBaTb Mnocrne
nepekoHguUrypaumm napameTpoB (Npu creayrlen nepekoHdurypauum oHm oyayt
oToGpaxeHbl B nonsix Ctapble napameTpbl, CTapbii KN4 ayTeHTU(UKaLmn).

e Ha nogeknagke Plus, kpome TOro, umeerca obnacTtb nepcoHudukauum ¢
napameTtpamu, onpegenstowmmmn yposeHb 6e3onacHoctu (SL1, SL2, SL3).

i BHumaHue!

* [aHHble napameTpbl NpeaHasHa4veHbl Ang obecrneyeHns cambiX BbICOKMX YPOBHEN
3aWwnTbl (Hanpumep, KapT nnatexHblXx cuctem). B pamkax obbiuHbix CKY[ He
pekoMeHayeTCHa UCNOoSb30BaTb AaHHbIE NapameTpbl, YTOObI NPY yTepe NxX 3Ha4YEHN
He MPULLNOCb MEHATL BCE NEPCOHNUPULNPOBAHHBIE B CUCTEME KapThl.
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e KHonka = Fel-lepau,vm cnyqaﬁHoﬁ nocnenoBaTeNIbHOCTU — NO3BONIAET 3aAlNOJIHUTb
nosfe napameTpa 3Ha4YyeHunem, 3agaBaeMbiM reHepaTopoMm CJ'Iy‘-Ial7IHbIX yuycern.

20.5. Bknaaka "3anucb KoHcUurypaumm Ha mactep-kapTy"

Bknagka 3anucb KOHdMUrypauum Ha mMacTep-kapTy npegHasHadyeHa Ans  3anucu
KOH(pUrypaumm m3 KOHTPOSIbHOrO CYMTbIBATENS Ha MacTep-kapTy, C MOMOLLbIO KOTOPOW
KOH(purypaumsa nepeHocutca ee Ha cumtbiBaTenm PERCo-MRO7 cuctembl. Bknagka
COOEPXUT:

3&MUch KOHDUrYPELMK B KOHTPONbHEIA CHMTEIBATENE — S&MMCE KOHMMYDaLMK Ha MACTEP-KEPTY  PaboTa c KapTaMK
Mcnonez0BaTe MACTEp-KapTy @
Twn MacTep-KapTbl
(®) MepenqHan @

() OBeiuHaR

1. Ucnonb3oBaTb MacTep-kKapTy — yganute dnaxok, ecnu npegnonaraeTtca paborta
TONbKO ¢ koHTponnepamu CL15 1 CR11. INpu cHATOM hnaxkke NoABNAETCH BO3MOXHOCTb
pedakTMpoBaTb Bpy4YHyO WHopmauuio Ha noasknagkax Ultralight, Classic, Plus,
DESFire. Mo 3aBeplweHWio peaakTMpOBaHUS U MOCME HaxaTusi KHOMKM 3anucaTtb
NnosIBUTCA AManoroBoe okHo. [lnsa noareepxaeHnsa Haxxmute [a.

Mpumep ananoroBoro OkHa:

5W1 - KoHeone ynpaenenwa PERCo-5-20, Bepoua: 3.9.7.0

BHumaHWe! MsmeHeHa KoHburypaumna knodel, Mocone sanucu
! HEOBXOAUMO NPOMIEECTH KOMaHLY MEMeHUTE KN4 4na

BCEX KAPT iy LKWy TMMOoE:

Ultralight 42

Ultralight C 144

X enaeTe NPOWIESCTH ZaNKcET

Her
2. Obnactb Tun macTep-KapTbl — NO3BONSET BbIOpaTh TN MacTep-kapThl AN 3anucu:
e [lepBuyHas — macTep-kapTa, KoTopasi npefHasHadeHa Ans nepBOHaYanbHOM

KOH(purypaumm cuntbiBatenen. Y poseHb NepBuYHoON Mactep-kapTbl — 1,
e OObI4HAA — MmacTep-kapTa, KOTopas npegHasHadeHa Ans nporpaMmMmupoBaHUS
cunTbIBaTENEN C LEnbio NepeHoca B HUX BHOBb 3alaHHOM KOHUrypaumm;

3. KHonka 3anucaTtb — MNO3BONSET 3anucatb KOHUrypaumio CUCTEMbI U3 KOHTPOSIBHOIMO
CcuuTbiBaTENs HA MacTep-kapTy. [locne HaxaTusi Ha KHOMKY HeO6X0AMMO 3anucbiBaeMyHo
MacTep-KapTy NOAHECTU K KOHTPOSTIbHOMY CYUTbIBATENMHO.
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lpumeyaHue:

Unctasa kapta tuna DESFire moxeT ObiTb 3anncaHa B kKa4yeCcTBe AOMNONHUTENbHOM
mMacTep-kaptbl ansa CKY[L. lNepe3anncb macTtep-kapTbl C LEeNbio nepesoga €€ B
COCTOSIHME MNPOCTOM KapTbl Monb3oBaTens HeBo3MoXxHa! (T.e. kapTa, ogHaxAabl
3anvcaHHas Kak mMacTep-kapTa, MOXeT WUCMonb30BaTbCA Adanee TOMbKO B 3TOM
KayecTBe.)

20.6. Bknagka "PaboTta ¢ kaptamun™

Mogeknagka PaboTta ¢ KapTaMu CoOepXnT cnenyrwime aonosiHUTelNbHble NOABKNaAKA:

3aNHCh KOHDHIYPELMM B KOHTPOMGHEI CHMTLIBETENE  3anWcs KOHBWrYPaLAM Ha MacTep«apTy  PaboTa ckapTamm

Hanwdue KapTel B None CHUTLIBaTENA:
Tun KapThl:

Pazmep UID:

UID:
HasHaqeHME KapThl: @

TekyWwui YpoBeHE MaCTEp-KapTel:

SL:

YTeHHe MH¢ID|ZIM|3LIMH YreHue MJJ.EHTME]JMKBTDFIEI OEU’I].I’?KMBEIHME

1. Pabo4yasa obnactb Bknagku (Bua obnactu 3aBucuT oT BblIbGpaHHOW NOABKIIAAKN).

2. Noaeknagkn onst pabotbl ¢ kaptamn MIFARE:

YreHue nHcdopmaLmm — NO3BONSET NPOYECTb U OTOOPa3nTb MHPOPMALMIO C KapThbl
MIFARE;

YreHue ngeHtudmkaTopa — no3BoNAeT NpoOYECTb U 0TOBPa3nTb naeHTudmuKaTop u3
3awmweHHon obnactu namatu kaptel MIFARE;

O6cnyxuBaHue — No3BonseT npomssoanTb obcnyxmsaHme kapt MIFARE (M3MeHATb
Krntoum 1 ypoBeHb 6e3onacHoCcTn, hopmaTMpoBaTh KapThbl).

20.6.1. Mopsknagka "YteHme nHdopmaunn”

Mogeknagka YTeHMe mMHpopmMaumMm No3BONSET NPoOYECTb U 0TOOpasnTb MHpopMauumto,
KoTopasi OCTynHa Ansa npodteHus ¢ kaptol Mifare.

3annck KOHDMrYPaLwKM B KOHTPONEHBIA CHMTEIBSTENE  SaMWch KOHDMIyPaWMKM Ha MACTEp-KapTy PaboTa c kapTami

Hanu4ue KapTel B None CHMThIBaTENA:
Tun KapThI:

Pazmep LIID:

LI

HazHaqeHue KapThbl:

TEKYWHWIA YPOBEHE MECTED-KADTHI

SL:

YTeHKWe I-'1H¢II:I|:IMEILU'1M YTeHue HﬂEHTHIiIHKEITDFIEI Oﬁl'_l'l'ﬁl'?ﬁHBﬂHHE

e Pabouas obnacTtb nogBkraakm otobpaxaeTt creayrLLyo MHGOopMaUmIo:
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KapTbl B MOfie CYUMTLIBATENS.

— Twn kapTbl — oTOGpakaeT TN KapTbl B MOMe CYNTbIBATENS.

— Pasmep UID - otobpaxaeT pa3smep maeHTudukaTtopa norb3oBaTens, KOTOPbIN
3anuncaH Ha KapTy.

— UID - oTtobGpaxaeT naeHtndmkatop nonb3oBatend, KOTOpbIA 3anncaH Ha KapTy;
HasHayeHue KapTbl — oTOOpakaeT HasHadeHwe KapTbl (T.e. - MacTep-kapTa,
npocTas kapTa).

— TeKywmn ypoBeHb MacTep-kapTbl — OTOOpaxaeT TeKylMh YpOBEHb MacTep-
KapTbl (ecnu Bbina npoyMTaHa npocTtasi kapta — otobpaxaetca 3HadveHue 0).

— SL - otobpaxaeT ypoBeHb 6e3onacHoctn gnsa kapt Mifare Plus (ecnu 6bina
npoYnTaHa Kapta gpyroro Tmna — otobpaxaeTtcs 3HayeHue 0).

e KHornka lNMpouyutatb — NO3BOMISET NpoyYnTaTbh MHPOPMALMIO C MOMOLLLI KOHTPOSBHOIO
cunTbiBaTENS.

20.6.2. TMNopBknagka "YteHue npoeHtudukaropa”

MopBknagka YrteHme wmpaeHTUdMKaTopa NO3BONSET npodYectb U oTo6pasnTb
naeHTudmkaTop n3 BHyTpeHHen obnactn namatu kapTtol Mifare:

FaNuck KOHBMMYDELWMK B KOHTPONEHBIA CHMTEIESTENE  3anMKMck KoHGMrypaUMy Ha MacTep-KapTy PaboTa C kapTam

WMaeHTudmKaTop:

He npoquTaH

HTeHue MHPOPMALMM  YTenwe noeHTidukaTopa | OBcnysMBaHME

e Paboyas obnacTtb NnogsknagkuM otobpaxkaeT crneayoLlyo MHopMaLumio:
— WpeHTndukaTop - otobpaxaeT uAEHTUDUKATOP, CUYUTAHHLIA U3 BHYTPEHHEN
obnactn namaTn KapTbl.

e KHonka lNMpouyutatb — NO3BONAET NpoYNTaTh NHMOOPMALINIO C MOMOLLLI KOHTPOSbHOIO
cunTbiBaTENS.

20.6.3. Moaeknaaka "O6cnyxuBaHue"
MoaBknagka O6cnyxnBaHue No3BonsdeT npomsBoanTb obecnyxmnsaHme kapT Mifare.
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1.

2.

3anNKch KOHDMr YDA B KOHTDONSHEM CHMTEIBATEN: 33t KOHGMryDalys Ha MACTED-KapTy PaboTa c kapTams

L

(C) M3MeHHTE KNKO4YKM OTNEYATKOS Nansues (Classic, Plus, DESFire)

Onepauna

(@) MaMeHHTE Knkodmn

(O NoamaTs SL (Plus)

() wopmMaTuposaTe (DESFire)

@

YTeHue MHDopMaLKK  HTeHHE MOeHTHEMKATODS Obcnysusane

O6nacTtb Onepaumsa coaepXuT cneayoLime BO3MOXHOCTU NO 06CNyXMBaHUIO KapT:

e WN3MeHUTb KJTHUYM — N0 KOMaHAe cYUTbIBaTENb onpeaensdeT Hanvyue KapTbl B nosie
cunTbIBaTenNs, €€ TUN, U MeHSIeT 3Ha4YeHWe KNoYa CornacHo napameTpam, 3agaHHbIM
B KOHpUrypaLmm KOHTPONbHOIO CYMThLIBATENS ANA JAaHHOro TUMa KaprT;

e [oaHaTb SL (Plus) — no komaHge cunTbiBaTenb onpeaenseT Hanuyve KapTbl B none
cuuTbiBaTenda, eé Ttun (onepauusi npegHasHadeHa ans kapTt Mifare Plus), u
nogHUMaeT 3HadeHne SL [0 yka3aHHOro B napameTpax, 3aaHHbIX B KOHUrypaumm
KOHTPOSbHOMO CYUTbIBATENS;

e ®opmatmpoBatb (DESFire Ev1) - no «komaHge ©OygeTr npousBegeHo
dopmaTupoBaHMe KapTbl (onepaumsa npefHasHavyeHa Ons npocTbix kapT Mifare
DESFire Ev1 (He macTep-KapT)) B TOM Clyyae, eCriv Ha KapTe 3anMcaHoO HECKOSbKO
NPUNOXEHNN N HeT cBOBOAHOro MecTa Ans CO34aHNA HOBOIO NPUIOXKEHUS;

KHornka BbINOMHUTb — NO3BONAET BbINOMHUTD Bbl6paHHyI-0 onepauuto.

20.7. Anroputm paboTbl ¢ kapTamu Mifare

[anee ans npumepa npvBeaeH anroputM gencteunm no Hactporke CKY[ ans pabotbl C
3awuLeHHon obnacTtblo NnamaTh kapT nonb3oBaTenen popmata MIFARE Classic 4KB.

[ns Hayana Heo6xoANMMO 3anmncaTb KOHPUIypaLmio B KOHTPOSIbHbIN CYMTbIBATENb. [ng

9TOro:

1.
2.
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Mepengute B pasgen AAMUHUCTPpUpoBaHue Ha Bkrnaaky KoHdurypauuma Mifare.

Ha Bknagke 3anucb KOH(Urypaumm B KOHTPOJSIbHbLIM CYUTbIBaTeNb C MOMOLLbHO
packpbiBatoLwieroca MmeHo Tunbl KapT yctaHoBuTe hnaxok HanpoTtme Classic 4KB.

.B none Knwu 3aKkpbiTua OOLIYHOW MacTep-KapTbl OTOOpakaeTca naponb

naeHTUdMKauum KapTbl, KaKk MacTep-kapTbl ANA TeKyLen KOHpUurypaumm canTbiBaTenen
PERCo-MR 07 (a1o TO 3HauyeHwue, koTopoe 6bino 3anncaHo B norne Cneayrowmnmn Knroy
MacTep-KapTbl Npu npegbiaylien koHgurypauum cuntbiBatenen PERCo-MRO07). Mpwu
CO3JaHuM NepBUYHOM MacTep-KkapThbl (4na KOHUrypauumn cHntbiBaTenen, noctaBneHHbIX
C 3aBOa-n3roToBUTENS) AaHHOE Mosie 3anoSfIHEHO HYNSAMU (HE 3anOSfIHEHO).

. B none Cneayowun knoy mactep-KkapTbl C MOMOLLbIO KHOMKK ' “# CreHepupynTe HOBbIV

KMNtoY 3aKpbITUS MacTep-KapTbl, KOTOpbIM ByaeT MCNonb3oBaTbCA B KOHUrypauum Kak
naposnb naeHTuduKaLmm ons cnegyoLwen mactep-kapTol (MacTep-kapTbl, KOTOpon byaeT
OCYLLEeCTBNATbCA NepekoHUrypauna cuntoiBaTenen B cnegyowmi pas). JaHHbin koY
3anoMvHaeTcs B cuUcTeMe W nNpu crnegyrwen nepekoHpurypaumm KOHTPOSbHOMO
cunTbIBaTENs aBTOMAaTMYECKU nponuweTtca B none Knwoy 3akpbliTua obbIMHOM MacTep-
KapThbl.
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BHumaHue!

* [JaHHbIn  naponb  COXpaHseTcd B CUCTeMe TOMbKO [0  crefylowen

I'IepeKOHCbVIpraLI,VIVI, nocrne 4ero M3 namAatTm CUCTEeMbl yOandeTcs n
BOCCTAHOBJIEHUIO HE NMOONEXUT.

5. Ha Bknagke Classic onpegenute napameTpbl KapTbl - agpec Mecta B NaMATu KapTbl,
Kyaa byaet sanucbiBatbCs naeHTugukatop nons3osatens ID, n naponu gocTtyna K Hemy
(T.e. 3apanTe KOHUrypauuio kapT nons3osartens) B none 4KB (none npegHasHayeHo
ansa pabotbl ¢ kaptamu MIFARE Classic 4KB):

Onpenenute Homep cektopa. OH npeactaBnsieT cobon 4YacTb NamMATU KapTbl, B
koTopyto ByaeT 3anucaH ngeHTudukaTop, 1 U3 KoTopom oH byaeT

cunTbiBaTbCA MNpU B3avmogencTsum nosnb3oBatens co CKY[. Homep cektopa
BblOMpaeTcst NPON3BOSBHO.

Onpegenute Homep 6noka. OH npeacraBnseT cobon 4YacTb Cektopa namsaTu, B
KOTopylo OyaeT 3anucaH ngeHTugukaTop, U ¢ KOTOPOM OH ByaeT cunTbiBaTbLCA NpwU
B3anmogenctemm nonb3oBatens co CKY[. Homep 6noka Bbibupaetcs
NPOU3BOSILHO.

B none Crapble napametpbl oTobpaxatoTca napameTpbl Tun  Knro4a
ayTteHTUdMKaumm n Knwou ayteHTUdMKauum, kotopble Obinv 3anucaHbl nNpu
npeablaylien KoHgurypauum B none Tekywue napameTpbl U B AaHHbIA MOMEHT
(T.e. OO nepeKkoHUrypaumm cuuTbiBaTenen M KapT Monb3oBaTenen) SBrsTCA
pencrteytowmmn B CKY[.

B none Tekywme napameTpbl onpegenute napamMeTpbl Tun  Knro4va
ayteHTUduKauum n Knroy ayreHtudmkaumm, kotopble OyayT 3anmcaHbl Ha KapThbl
B JaHHbI MOMEHT, 1 6yayT aBnaTbca gencteyrowmmn B CKY[.

lpumeyaHue:

BaxHo, 4TOObl 3HayeHus napameTpoB Tun knro4va ayteHTudukaumm n Knrou
ayteHTudukaumm B none Crapble napameTpbl coBNaganu C TUMNOM Kroya
ayTEeHTUMUKaALUUM N KNIOYOM ayTEHTUMUKaUUK, KOTopble 3anmcaHbl Ha MNpoCTbie
KapTbl NONb3oBaTenen B JaHHbI MOMEHT, MHAYe nepe3anucaTtb B HUX HOBbIE KITHOUN
(T.e. nepenTn Ha paboTy Cc HOBOW KOHUrypaumen cuctemsl) byaet HEBO3MOXHO. B
cnyyae, ecnu npocTas KapTta nonb3oBaTend paHee He ucnosib3oBanacb, TO
3Ha4yeHus napameTpoB B obnactn Ctapble napameTpbl HE BIUSIOT Ha 3anuchb.

6. HaxkmuTe kHornky 3anucaTb A5 3anMcu KoHUrypauum B KOHTPOSbHbIW CYUTbIBATESb.

7. Janee HeobxooMmo 3anucatb KOHQUrypauur M3 KOHTPOSIbHOrO CuYMTbiBaTENd Ha
MacTep-kapTty. [nsa atoro:

Ha Bknagke 3anucb KOHMUrypauumm Ha MacTep-KapTy yKaxuTe TUM KapThbl:

— [epBuYHaa — macTtep-kapTa, KoTopas npegHasHadeHa AN nepBoHayaribHOro
NpoOrpaMMMpOBaHNS CUYMTbIBaTENen, NOCTaBMEHHbIX C 3aBOAA-U3rOoTOBUTENS.
YpoBeHb NnepBUYHON MacTep-kapTbl — 1.

— OOblMHAaA — wMacTep-kapTa, KOTopas npedHasHadeHa AOnsi  HOBOro
nepenporpamMMmMpoBaHnsa CUYUTbIBaTenen C LUenbit nepeHoca B HUX HOBOW
KOHourypaumm.

Mpunoxute macTep-kapTy K KOHTPOSIbHOMY CUYMTbIBATEM WM HaXMUTE KHOMKY
3anucartb 4515 3anMcu B Heé KoHdurypaumu.
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8.

lpumeyaHue:

B kayectBe mactep-kaptel B CKY[l PERCo0-S-20 ucnonb3yeTcss macTep-kapTta
DESFire. Yncras (1.e. 6e3 3anvcen B 3awmweHHon obnactun) kapta tuna DESFire
Takke MOXeT OblTb 3anMcaHa B KayecTBe OOMOMHUTENbHOW MacTep-kapTbl 4n4
CKY[l. MNMepesanucb mMacTep-kapTbl C LENbl0 NepeBoda €€ B COCTOSIHME KapTbl
nosfib3oBaTenst UM YUCTOM KapTbl HeBO3MOXHa! (T.e. KapTa, ogHaXabl 3anMcaHHas
Kak MacTep-kapTa, MOXeT UCMNoJSib30BaTbCA Jarnee TOMbKo B 9TOM KavecTBe.).

C nomMoublo 3anucaHHOW MacTep-kapTbl HeobXoauMMo 3anporpaMMuMpoBaTh BCE
cunTbiBaTenu. [na 3Toro AOCTaTovHO ABa pasa B TeyeHne 10 cek. NoaHecTn macrtep-
KapTy K NepenporpammmpyeMoMy CYATbIBATENO — HOBasi KOHpMrypaums aBToMaTUYECKM
3anuuieTcsa B NaMaTb CYMTLIBATENS.

Tenepb Bawa CKY[l rotoBa pabotatb C HoBbiMM napameTpamu. OcTtanocb
nepenporpaMmmMmmpoBaThb NPOCTbIE KAPThbl NONb30BaTENEN.

Ecnn npocTble kapTbl NoNb3oBaTenen, KOTopble HEOBXo0AMMO NepenporpaMmMmmnpoBaThb,
ncnonb3oBanncb B CUCTEME paHee, TO HeobxoaMmo nepenTn Ha Bknagky Paborta c
kaptamm > O6cnyxumBaHue. [anee Bbibepute B none Onepauua napameTp
U3meHuTb Knrouun. [logHecuTe NpPOCTYyHO KapTy NONb3oBaTenst K KOHTPONbHOMY
CUMTbIBATEND U HaXMUTe KHOMNKy BbinonHMTbL. Ha npocTtyo kapTy nonb3oBaTens
3anuweTcsa HoBasi KOHdUrypaums.

Ecnu npocTble kapTbl Nonb3oBaTenen, KOTopble HEOBX0AMMO NepenporpaMMmMpoBaTh,
He MCNonb30BanuCcb paHee, ToO HE0BXo0ANMO NX NEPCOHNPUUMPOBATD, T.€. — BblAaTb UM
NOeHTUUKATOP M 3aKpenuTb 3a nonb3oBaTterieM. ATO MOXHO caenatb B pasgerne
HocTyn > [loctyn coTpyaHukoB ([locTyn noceTutenemn) c nOMoLLb KHONKN BblaaTb
KapTy Ha Bkragke CotpyaHukm (Mocetutenu).

Mpn HeobXxoaMMOCTM U3MEHEHUS KOHUrypaumMm HeobX0aMMO MOBTOPUTL BCe AEWCTBUS,
HauMHas ¢ n.1, Npn 3TOM Y4YnUTbIBas, YTO:
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Ecnu B Tekywyto koHdurypauuio CKY[ pobasnsiotca HOBble Tunbl  KapT
nonb3oBaTerien, TO paHee BblAaHHble KapTbl OyayT paboTaTb.

Ecnu B KOHUrypaumm nameHsaTca kakne-nmbo napameTpbl ANs yxKe BblOaHHbIX KapT
nonb3oBaTenen (Homepa CTpaHWUL/CEKTOPOB/GMNOKOB, TUMNbI U/UMN 3HAYEHUSA KIo4ewn,
ypoBHM 6GesonacHoctn SL), TO paHee BblgaHHble KapTbl Monb3oBaTenen He OyayT
paboTaTb U X HEOBXO0OUMO nepenporpammMmpoBaThb C y4ETOM HOBOW KOHpUrypauuu.
OcobeHHoCcTK paboTbl C MacTep-kapTaMn M PEKOMEHZAUMW MO MaponaM Ans HUX

npuBedeHbl B PYKOBOACTBE MO 3KCrslyaTauMum Ha KOHTPOSbHbIN  CYMTbIBATESb
PERCo-MRO08.
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Call-ueHTp: 8-800-333-52-53 (6ecnnaTtHo)
Ten.: (812) 247-04-57

[MouToBbLIN agpec:
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TexHuyeckas nogaepxka:
Call-ueHTp: 8-800-775-37-05 (6ecnnaTHO)
Ten.: (812) 247-04-55

system@perco.ru - Nno Bonpocam o6CcnyXnBaHUS 3NEKTPOHUKM
cucteM 6e3onacHocTh

turnstile@perco.ru - Nno Bornpocam o6Cny>xMBaHUs TYPHUKETOB U
orpaxgeHum

locks@perco.ru - No Bornpocam o6Cny>KMBaHns 3amMKOB

soft@perco.ru - No BoONpocam TEXHUYECKOM NOAAEPKKN
nporpamMmHoOro obecne4vyeHus

WWW.perco.ru
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